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1. INTRODUCTION

Q- PLEASE STATE YOUR NAME, ADDRESS, AND OCCUPATION.

A. Warren Woodward, 200 Sierra Road, Sedona, Arizona 86336. I am retired.

Q. WHAT IS YOUR EDUCATIONALAND PROFESSIONAL

BACKGROUND?

A. I dropped out of Duke University in my junior year when in two subjects,

economics and my major, political science, I found myself teaching the teachers rather

than vice-versa. I have spent the last 5 years researching all aspects of the "smart" meteri
I

issue, including buying and familiarizing myself with scientific measuring equipment

suitable for measuring APS "smart" meters. My working life involved many different

jobs and various small businesses.

Q, WHAT IS THE PURPOSE OF YOUR DIRECT TESTIMONY IN THIS

PROCEEDING?

A. I discuss APS's "smart" meters and residential rates in accordance with Arizona

Corporation Commission ("ACC") Decision # 75047 which was the result of appeals by

Intervenor Pat Ferre and I.

Q- HAVE YOU PREVIOUSLY TESTIFIED BEFORE THE COMMISSION?

A. Yes. I have testified at a number of Commission Open Meetings and Workshops,

specifically involving Dockets # E-00000C-l 1-0328, # RU-00000A-14-0014, and # E-

01345A-13-0069.
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II. SUMMARY OF DIRECT TESTIMONY

Q- PLEASE SUMMARIZE YOUR DIRECTTESTIMONY.

A. APS's "smart"meters do not pencil out for anyone except APS and its cheerleaders

at the Arizona Investment Council ("AIC"). APS has lied repeatedly about various

aspects of their "smart" meters, and now wants fees from their customers who have seen

through those lies and who refuse the meters. The fees are discriminatory, and they are

extortion as well as in violation oflACC Decision # 69736. Any such fees are not "just

and reasonable" per A.R.S. §40-36l.A. Customers who refuse "smart" meters should

actually get a retiled for unwillingly subsidizing "smart" meters (and the related system)

that those customers never asked for and do not want. It appears that APS's installed

"smart" meters not only to have a never-ending expansion of its rate base but also so that

it can bilk its customers with the mandatory Demand and TOU rates that APS is

proposing in this rate case. APS's requested mandatory Demand and TOU rates, and

extra fees for non-AMI customers, are not "just and reasonable" per A.R.S. §40-361 .A.

111. DIRECT TESTIMONY

III.A DISCRIMINATION

Q- IS DISCRIMINATION BYA STATE REGULATED PUBLIC UTILITY

ILLEGAL?

A. Yes. Here is the statute:

A.R.S. §40-334.A & B - Discrimination between persons, localities or
classes of service as to rates, charges, service or facilities prohibited
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A. A public service corporation shall not, as to rates, charges, service,
facilities or in any other respect, make or grant any preference or advantage
to any person or subject any person to any prejudice or disadvantage.
B. No public service corporation shall establish or maintain any
unreasonable difference as to rates, charges, service, facilities or in any
other respect, either between localities or between classes of service.

i

lQ. ARE APS'S PROPOSALS REGARDING CUSTOMERS WHO REFUSE

"SMART" METERS DISCRIMINATORY?

A. Yes, and in many ways.

According to APS' Responses to Woodward at 2. 10, APS has to manually read the

meters of some 3,684 customers (1,840 residential and 1,844 commercial) because

"smart" meters do not work at those customers' premises since the meters are unable to

communicate due to being in remote geographical locations, or due to "building

configuration, type of building materials, and other topographical or mechanical

limitations." APS proposes no extra charges to manually read the meters of those 3,684

customers, while at the same time APS proposes extra charges to manually read the

meters of other customers who refuse "smart" meters. APS claims that

Customers who specifically choose to opt out ofAPS's standard metering
when they otherwise could be successfully served via standard metering are
causing additional costs for the utility that it would otherwise not have. It is
therefore appropriate for those customers who make that choice to bear
those costs.
(Response to Woodward at 2.10.d)

Unfortunately for APS, discrimination is still discrimination -. and illegal. No exceptions

are listed in the statute, and APS's request for an exception is not reasonable. It is APS
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that made a poor business decision to waste money on a "smart" metering system that

was not mandated by regulation, that is unreliable and does not work uniformly, and that

people did not ask for and do not want. As such, customers who must have their meter

read manually for whatever reason owe APS nothing. Any such costs belong to APS

shareholders.

APS's reasoning also fails in the following way. In its Response to Woodward at

2.11, APS states:

The cost of providing meter reading service (including personnel, vehicles,
computer systems, etc.) are virtually the same whether a meter reader reads
a meter once a month or once every other month. Those costs are not
dependent on the frequency of meter reads, they must be borne regardless.

So, ifAPS must have "personnel, vehicles, computer systems, etc." already in place for

one subset of customers (for whom APS is not charging a fee), it does not make logical

sense for other customers using that existing and necessary system to be scapegoated as

"cost-causers" and charged extra fees. In APS's own words, the costs "must be home

regardless." In APS's own words, the costs "are not dependent on the frequency of

reads."

APS further discriminates by very selectively applying its bogus "cost-causer"

theory. APS has no problem offering free and subsidized services and accommodations

to some select customers - services and accommodations that do not benefit all

customers - while at the same time APS requests fees from customers who refuse a

"smart" meter, including even those customers with doctor's notes recommending that
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they be accommodated by not being exposed to "smart" meter radiation.

According to the Arizona State Constitution at § 2, "The oliicial language of the

I state of Arizona is English." Additionally, there are no ACC regulations that require APS

to provide multi-language services. Yet APS, of its own volition, has accommodated

E

II
i

Spanish speaking customers for years by providing services and marketing in Spanish.

Those are accommodations that all customers pay for, despite not all customers being

served or benefited by those accommodations, and despite those accommodations not

being required by law. In the Test Year of 2015, APS spent $149,466.68 on Spanish

language marketing (see APS Pre-Filed data at 1.38), and APS spent $499,080.55 on

translation services and bi-lingual pay differential. APS evaded answering my data

request as to exactly what year the company started offering dual language customer

l

i
l
l

l

services. APS only answered that "APS has had bilingual employees for many years to

assist non-English speaking customers." (See Response to Woodward at 2.32) So I

cannot say how much APS has spent in total since the accommodation began, but it is

safe to say that over the years APS has spent many, many millions of dollars

accommodating this particular subset of customers at the expense of all other customers.

That said, money spent is not the only issue here. In the case of customer service, there

are language preferences. In the case of meters, where "smart" meters negatively impact

customers, there are meter preferences. It is simply unfair - discriminatory - to charge

for one preference and not the other. If providing a choice with regard to language in the
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i case of customer service is good business practice then so should be providing meter

choice.

Another example ofAPS accommodating some customers at the expense of all

other customers is APS's "Home Energy Checkup." At its website, APS advertises that

"for just $99 (a $400 value) specially trained contractors can diagnose your home and

identity energy saving upgrades." APS goes on to say this service, which not all

customers use, "is funded by APS customers." (See Exhibit A.) Not everyone needs or
I
I

wants a "Horne Energy Checkup," yet all are subsidizing it even though it may not yield

any benefits such as lower energy consumption.

In response to Woodward's data request 2.24.a, APS admits its plans to willfully

discriminate among customers in the future. APS was asked, "Should APS's mandatory

demand and TOU rates be approved, how much will APS's "customer education" cost?"

APS replied:

The education and outreach costs are not yet determined. As presented by
Stacy Derstine at the third technical conference, customers prefer varying
levels of interaction with their utility and have preferences on how to
receive information. The development of each communication avenue and
the varied use of each avenue continues to develop and each has a different
cost. For example, sending direct mail information has a different cost than
a message on the bill. APS continues to develop and refine the education
plan and this plan, as well as the corresponding cost, will change depending
on the final outcome of the case.

APS has no problem making special accommodations to select customers at no added

fee when that accommodation suits its business plan. In the above example, APS admits
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that "customers prefer varying levels of interaction with their utility and have

preferences on how to receive information," and APS admits that each of those

preferences "has a different cost." Yet APS does not seek extra money from those

customers whose preferences cost more than others. Customers' meter preferences

should be no different. Instead, because customers who refuse "smart" meters do not fit

APS's business plan, APS wants to punish them with a punitive fee instead of

accommodating them as APS does with customers that suit its business plan.

Further evidence ofAPS's vindictive discrimination toward customers who refuse a

"smart" meter is found in the direct testimony of Charles Miessner at Attachment CAM-

6DR, page 5 of 14. The conditions APS wants to apply to customers who refuse a

"smart" meter are insulting. Conditions of service such as these must either apply to all

customers or they should not apply to any. To single out customers who refuse "smart"

meters in this way is reprehensible.

8.5 Discontinuation of Non-Standard
Metering - The Company may replace
a non-standard meter with a standard
meter, without notifying the customer
prior to replacement, under any of the
following conditions:
(A) Company employees observe or
have evidence of a safety hazard to
employees, customers, or Company or
customer property.
(B) Company employees observe or
have evidence of meter tampering,
energy diversion, or fraud.
(C) Company has evidence of
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unauthorized resale of electricity.
(D) Company employees have received
verbal or physical threats, including,
but not limited to, verbal threats while
installing meters or performing
maintenance to Company equipment,
and physical threats such as weapons
or dogs.
(E) All terms and conditions in Section
7, regarding termination of service, will
also apply

APS further discriminates by forcing "smart" meters on residential solar customers

under the guise that the meters are necessary to integrate distributed energy to the grid.

Indeed, APS has told this lie repeatedly in previous appearances before the Commission

fact,as well as in Docket filings. In actual "smart" meters are needed to integrate

distributed energy to an electrical grid.

In a January 17, 2014 filing before the Massachusetts Department of Public

Utilities, Northeast Utilities stated:

I
I
r
i

An Advance Metering System is not a "basic technology plat7"orm "for grid
modernization and is not needed to realize "all of the benefits of grid
modernization. " The Department identified four objectives for grid
modernization, all of which can be achieved without the implementation of
an advanced metering system. Meters do not reduce the number of outages,
metering systems are not the only option for optimizing demand or reducing
system and customer costs, and metering systems are not necessary to
integrate distributed resources or to improve workforce and asset
management. Therefore, it is not correct that advanced metering
functionality is a "basic technology platform" that must be in place before
all of the benefits of grid modernization can be fully realized, as the
Department suggests. Id. at 12.

In fact, there are non-metering technologies that the Companies have
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implemented, or can implement in the future within a grid-modemization
plan, that would tangibly advance the grid-modemization objectives set by
the Department. For example, utilizing SCADA-enabled smart switches
will both reduce outages and mitigate the effects that outages have on
customers. Substation monitoring, remote controls and microprocessor
relays can mitigate the impact of widespread outages, manage load
constraints, and help to optimize the use of assets in real time. As a means
to optimize demand, the installation of automated capacitor banks increases
system efficiency and reduces costs. Direct control of load or generation
can be employed to manage system peaks. In order to allow for the
integration of distributed resources, sensors and systems for advanced load
flow models that allow for more distributed resources on a circuit can be
installed. As for improving workforce and asset management, next
generation mapping and outage management systems increase the
efficiency of response to outages, while communications, sensors and
systems provide system level situational awareness and enhanced safety.
Therefore, it is clear that the Companies would be able to identify and
implement a suite of non-meter technologies and processes, in addition to
those already implemented, in order to advance the Department's grid-
modernization objectives without the implementation of an advanced
metering system.

r
l

There is also an important dynamic involved in relation to the integration of
widespread distributed energy resources to the electric power grid. Industry
study conducted by entities such as the Electric Power Research Institute
shows that the electric distribution grid will require substantial investment
to be positioned for the integration of distributed energy resources.
Therefore, grid-modernization efforts have to be closely coordinated with
policies that are encouraging the growth of distributed energy resources.
Finite capital resources available for grid modernization should be aimed at
this integration effort before any additional monies are expended on
metering capabilities that provide limited and/or speculative incremental
benefits over current metering technology (following many years of
investment in those systems). Moreover, the growth of distributed
generation and current subsidies results in the bypass of the electric
distribution system by potential electric customers leaving fewer and fewer
customers to pay for Ir. This creates a pricing crisis in practical terms for
both residential and business customers remaining on the system. Huge
additional investments to the distribution system will only have the effect of
exacerbating the issue for customers.
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Accordingly, not only is there a flaw in the Department's premise that an
advanced metering system is a "basic technology platform" for grid
modernization, but also the implementation of a costly, advanced metering
system is at odds with policies designed to promote the growth of
distributed energy resources.
(pp. 4 - 6, Exhibit B, italics in original)

A recent document from the National Association of Regulatory Utility

Commissioners ("NARUC") agrees with Northeast Utilities. The NARUC Manual on

Distributed Energy Resources Rafe Design and Compensation, A Manual Prepared by

the NAR UC Staff Subcommittee on Rafe Design, November 2016, states:

If the utility has installed AMI on its customers' load or has supervisory
control and data acquisition (SCADA) systems across its distribution grid, it
may be able to gather better data to understand the impacts of DER
[Distributed Energy Resources] on certain locations.
(p. 69, emphasis added. The entire 180 page Manual is here:
http://pubs.naruc.org/pub/19FDF48B-AA57-5160-DBA] -
BE2E9C2F7EAO )

The key word in the above NARUC statement is of course, "or." In order to integrate

distributed energy into an electrical grid, AMI ("smart" meters) are not necessary.

APS also wants to discriminate by not allowing commercial customers to refuse a

"smart" meter. In his direct testimony at page 9, APS's Scott Bordenkircher states:

Non-residential customers may not opt-out of having a standard meter
because they are larger customers with more complex billing structures,
including demand rates based on 15 minute intervals for certain commercial
customers, that require the sophistication of an AMI meter.

That is totally untrue nonsense. Not all commercial customers are "larger customers

with more complex billing structures," and indeed, in APS's Response to Staff at 8.12.e,
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APS admits that as of 9/30/2016 it has 2,338 commercial customers without "the

sophistication of an AMI meter."

Utilities elsewhere allow both solar and commercial customers to refuse "smart"

meters. For example, Exhibit C shows the policies of Florida Power & Light and

Southern California Edison. So APS's proposition that solar and commercial customers

cannot refuse a "smart" meter here in Arizona is discriminatory nonsense.

III.B EXTORTION

Q- WHAT IS EXTORTION?

A. Payment to avoid harm or the threat of harm defines extortion.

i
Q- WHAT IS THE HARM OR THREAT OF HARM POSED BY APS "SMART"

METERS?
l

l

A. APS "smart" meters harm or threaten harm in numerous ways. In broad terms, the

harm can be categorized as privacy violations, cybersecurity risks, fire risks, damage to

and interference with household appliances and equipment, trespass and theft, and health

risks.

III.B.l Privacy Violation

EXPLAIN HOW "SMART" METERS POSE A PRIVACY VIOLATION.Q.

A. Over the years, APS has lied repeatedly regarding the surveillance capabilities of

its "smart" meters. Here is an example ofAPS's lying, taken from its "Myth vs Fact"

sheet (Exhibit D) that APS used to send customers and had posted at its website:
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Myth: APS will use automated meters to monitor the actions of its
customers.

Fact: Automated meters do not have this capability. Like the old
mechanical meters, automated meters measure how much energy customers
use, not how they use energy.
The automated meter does not store or transmit any personal identification
information. The automated meters give APS no indication of who our
customers are, what they are doing, nor can they determine what appliances
customers are using.

APS's claims are at odds with those of the Congressional Research Service,

NARUC, "smart" meter cheerleaders at the Smart Grid News, "smart" meter

manufacturer Elster, and even APS's own response to ACC Staffs data request 9.17.p.

The 2012 Congressional Research Service report, "Smart Meter Data: Privacy and

Cybersecurity" (Exhibit E) states:

Detailed Information on Household Activities

Smart meters offer a significantly more detailed illustration of a consumer's
energy usage than regular meters. Traditional meters display data on a
consumer's total electricity usage and are typically read manually once per
month. In contrast, smart meters can provide near real-time usage data by
measuring usage electronically at a much greater frequency, such as once
every 15 minutes. Current smart meter technology allows utilities to
measure usage as frequently as once every minute. By examining smart
meter data, it is possible to identity which appliances a consumer is using
and at what times of the day, because each type of appliance generates a
unique electric load "signature." NIST [National Institute of Standards and
Technology] wrote in 2010 that "research shows that analyzing 15-minute
interval aggregate household energy consumption data can by itself
pinpoint the use of most major home appliances." A report for the Colorado
Public Utilities Commission discussed an Italian study that used "artificial
neural networks" to identify individual "heavy-load appliance uses" with
90% accuracy using l5-minute interval data from a smart meter. Similarly,
software-based algorithms would likely allow a person to extract the unique
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signatures of individual appliances from meter data that has been collected
less frequently and is therefore less detailed.

By combining appliance usage patterns, an observer could discern the
behavior of occupants in a home over a period of time. For example, the
data could show whether a residence is occupied, how many people live in
it, and whether it is "occupied by more people than usual." According to the
Department of Energy, smart meters may be able to reveal occupants' "daily
schedules (including times when they are at or away from home or asleep),
whether their homes are equipped with alarm systems, whether they own
expensive electronic equipment such as plasma TVs, and whether they use
certain types of medical equipment." Figure 1, which appears in NaST's
report on smart grid cybersecurity, shows how smart meter data could be
used to decipher the activities of a home's occupants by matching data on
their electricity usage with known appliance load signatures.

Figure 1. Identification of Household Activities from Electricity Usage
Data
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Smart meter data that reveals which appliances a consumer is using has
potential value for third parties, including the government. In the past, law
enforcement agents have examined monthly electricity usage data from
traditional meters in investigations of people they suspected of illegally
growing marijuana. For example, in United States v. Kyllo, a federal agent
subpoenaed the suspect's electricity usage records from the utility and
"compared the records to a spreadsheet for estimating average electrical use
and concluded that Kyllo's electrical usage was abnormally high, indicating
a possible indoor marijuana grow operation." If law enforcement oiiicers
obtained near-real time data on a consumer's electricity usage from the
utility company, their ability to monitor household activities would be
amplified significantly. For example, by observing when occupants use the
most electricity, it may be possible to discern their daily schedules.

As smart meter technology develops and usage data grows more detailed, it
could also become more valuable to private third parties outside of the grid.
Data that reveals which appliances a person is using could permit health
insurance companies to determine whether a household uses certain medical
devices, and appliance manufacturers to establish whether a warranty has
been violated. Marketers could use it to make targeted advertisements.
Criminals could use it to time a burglary and figure out which appliances
they would like to steal. If a consumer owned a plug-in electric vehicle,
data about where the vehicle has been charged could permit someone to
identify a person's location and travel history.

l
l
l

l

Even privacy safeguards, such as "anonymizing" data so that it does not
reflect identity, are not foolproof By comparing anonymous data with
information available in the public domain, it is sometimes possible to
identify an individual-or, in the context of smart meter data, a particular
household. Moreover, a smart grid will collect more than just electricity
usage data. It will also store data on the account holder's name, service
address, billing information, networked appliances in the home, and meter
IP address, among other information. Many smart meters will also provide
transactional records as they send data to the grid, which would show the
time that the meter transmitted the data and the location or identity of the
transmitter.
(pp. 3 - 6)

Commenting on this privacy violating information generated from "smart" meters,

17
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Miles Keogh, director of grants and research at NARUC, was quoted in a 2015 Politico

article (Exhibit F) as saying, "I think the data is going to be worth a lot more than the

commodity that's being consumed to generate the data."

The Politico article also stated:

All sorts of inferences about people's private lives are potentially available
from detailed energy consumption data. The number of people inside a
house. Daily routines. Degree of religious observance. Household appliance
usage. Even, according to two German hackers, what's on the television,
given a fast enough meter refresh rate.

"Very sensitive information can be revealed about homes, and homes are
the most sacred privacy environment," said NancyKing, an Oregon State
University business law and ethics academic who's studying smart meter
deployments.

Access and control of that energy usage data will be key, she added. "Most
consumers are just unaware about how their data feeds into the Big Data
machine and are powerless to do much about it."

Smart Grid News, "smart" meter promoters supported by such industry names as

Telvent, Silver Spring Networks and Lockheed Martin, wrote an article in 2014 entitled,

"Now utilities can tell customers how much energy each appliance uses (just from the

smart meter data)." (Exhibit G) In case the title does not speak for itself, here is a salient

quote :

Soon, the idea of using smart meters to simply tell us how much electricity
is being used at any given time will seem similarly archaic. One of the next
areas of value comes from taking smart meter data and 'disaggregating' it to
tell us exactly how customers are using electricity.

In a 2013 article (Exhibit H) that appeared at Energy Central, an online electric
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power industry information clearing house, Michael John, Solution Manager at Elster, a

company that makes "smart" meters used by APS, stated:

Other potential security threats include tampering with meter data in order
to manipulate the outcome of billing, or the leakage of personal information
and utility-related data that could provide attackers with insight into a
householder's behavior. Known as a 'consumption signature', this type of
information can be used to work out the times of day the householder is
absent from a property, as well as the types of electronic appliances they
own. 9

l
l

Michael John also stated:

Finally, at end-of-life, the smart meter must be decommissioned to ensure
remaining sensitive data such as security credentials and personal
information is disposed of securely.

In APS's response to ACC Staffs data request 9.17.p, APS stated:

Due to data privacy and security concerns, the Company's electronics
salvage vendor disassembles the meter and destroys the chips, then recycles
the various remaining parts.

But APS said in their Myth vs Fact sheet that "The automated meter does not store or

transmit any personal identification information. The automated meters give APS no

indication of who our customers are, what they are doing, nor can they determine what

appliances customers are using." If that was true, then why would APS bother

destroying chips due to "data privacy" concerns?

The foregoing information from the Congressional Research Service, Smart Grid

News, NARUC and Politico, "smart" meter manufacturer Elster, and even APS itself

proves that "smart" meters are surveillance devices.
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The only way customers can be absolutely certain their privacy will not be violated

as described in the foregoing information is by having their electricity measured by an

analog meter. Any extra payment to APS for having an analog meter to avoid violation

of privacy, or the possibility of same, is extortion.

III.B.2 Cvbersecurity

EXPLAIN HOW "SMART" METERS POSE A CYBERSECURITY RISK.Q-

A. Regarding the security of this data collected on customers by APS's "smart"

imeters, the aforementioned Congressional Research Service report says:
l

l
l

!

|

I

...consumer data moving through a smart grid becomes stored in many
locations both within the grid and within the physical world. Thus, because
it is widely dispersed, it becomes more vulnerable to interception by
unauthorized parties and to accidental breach. The movement of data also
increases the potential for it to be stolen by unauthorized third parties while
it is in transit, particularly when it travels over a wireless network....

(p. 7)

Even without the wide dispersal mentioned above, data security is a pipe dream.

As the Microsoft Corporation succinctly puts it at the Windows help forum on their

website,"There is no way to guarantee complete security on a wireless network."

(https ://answers.microsoii.com/en-us/windows/forum/windows8_ 1 -networking/are-

others-using-my-internet-connection/60264 l 7d-40d9-443d-835f-0c93869844ba)

Northeast Utilities, in its previously mentioned filing before the Massachusetts

Department of Public Utilities, is in concordance, stating at page 9 of its filing, "AMI

introduces a brand new portal into the Companies' information systems, significantly
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increasing the cyder-security risk."

In addition to the cybersecurity risk to customers' personal and private information,

customers face an additional risk related to cybersecurity, the hacking of the "smart"

meter's remote disconnect switch. From "Smart Metering: The First Security Challenge"

in the reference book, Smart Grid Security: An End-to-End View of Security in the New

Electrical Grid, by Gilbert N. Sorebo, Michael C. Echols:

What if ["smart"] meters are told to disconnect by a worm or virus? Among
all the services AMI [Advanced Metering Infrastructure] offers, the
disconnect function is the most controversial in information security circles
as it is the only one that directly controls the flow of power to the home or
business. While DR [Demand Response] and ALC [Automatic Load
Control] involve sending a signal to a meter that could result in switching
off an appliance, the consumer is usually able to easily override such action.
However, absent some rewiring, there is no equivalent override for the
disconnect switch. In fact, one of the purposes of the disconnect switch is to
ensure that customers who do not pay their bills are denied electricity until
they do so.

The greatest concern is that a successful attack could allow someone to gain
control of customers all at once. In addition to causing widespread
blackouts, repeatedly switching the power off and on could create
frequency imbalances and surges in the grid that could damage loads and
destabilize the entire grid, potentially causing damage to generators,
transformers, and other equipment in the path [including the "smart" meters
themselves and major appliances in homes and other buildings]. Such a
consequence would be much more severe than a simple power outage,
resulting in damage to expensive equipment with replacement times of
more than a year in some cases. Effectively taking temporary control of a
meter network could lead to widespread power outages lasting weeks or
perhaps longer.

When the Internet started, there really were no viruses. They were being
written and they were infecting machines, but there was no real impact. It
was not until people realized that their identities were being stolen, as a
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result of these viruses, that anti-virus became a must. Once worms
started taking down e-mail servers and business services, patches became
extremely important and now businesses are more vigilant than ever in this
regard. Today we are still fighting that battle, and at the same time a new
battlefield is emerging.

Cyber security as related to the utility field is currently a place where
'information can now be used to control physics,' as Joe Weiss of Applied
Control Solutions puts it. The manipulation of data can be used to Mm off
electricity or to steal energy. There will be multiple impacts that can be
realized as a result of cyder security risks and smart metering. But the
paradigm change is that the hackers can actually harm human life.

Analog meters do not store data, are not able to be hacked, do not have remote

disconnect switches, and so customers never faced those threats previously. Any extra

payment to APS for having an analog or non-transmitting meter to avoid the threat of

harm of Cyber-insecurity is extortion.

III.B.3 Fires

Q. DETAIL THE FIRE RISKS ASSOCIATED WITH "SMART" METERS AND

THE EVIDENCE THAT SUPPORTS THE CLAIM.

A. "Smart" meter related fires are of great concern to customers, especially given the

number of "smart" meter related fires that have occurred across the U.S. and Canada,

resulting in at least 2 deaths. Hundreds of thousands of "smart" meters have been

recalled (See Exhibit 1).

At my instigation, based on inside information that I received and shared with the

ACC in September of 2014 (Exhibit J), APS admitted to the ACC (Exhibit K) that there

have been "some" "smart" meter related fires in their service territory. It should be noted
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here that "some" is APS's vague term, and "'smart' meter related" is my characterization

of the fires.

Additionally, APS admitted that they and "smart" meter manufacturer Elster were

being sued by an insurance company for a house fire. That was the sum total of

information that the ACC bothered to get from APS. We don't know the details of the

lawsuit, what the damage was or if anyone or anything died or was injured, or if there

have been more fires since then because carelessly, negligently, the ACC did not bother

to ask. Nor do we know how many "some" "smart" meter related fires there have been

because carelessly, negligently, the ACC did not bother to ask.

Unfortunately, APS stonewalled my data requests regarding "smart" meter related

fires, calling them "irrelevant." However, to many APS customers the questions are

totally relevant since the threat of fire is a major reason they do not want a "smart"

meter, and because the threat of fire is a major reason why charging anyone a fee to

avoid that threat is extortion. The questions are also relevant because, in his direct

testimony at page 7, APS's Scott Bordenkircher calls APS's "smart" meters "safe," and

according to A.R.S. § 40-361 .B a utility's equipment is supposed to "promote the safety

of its patrons." IfAPS is so proud of its "smart" meters, then APS should have been

happy to answer these questions :

Woodward
2.14:
Here is another ACC question and APS response from the ACC's
2014 investigation mentioned above in question # 13:
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3. Has APS experienced any house fires that are attributable to
failures or flaws in meters installed as part ofAPS's AMI system? If
so, please provide details.

No. There have been some fires within the APS service territory
that were initially alleged to be caused by Elster meters. However,
in these instances, a root cause external to the meter itself, such
as broken or loose meter clips or defective wiring at the location,
was determined to be the cause of the fire.

i

i
l

a) Exactly how many is "some fires'?"
b) How many of the "some fires" described by APS above
have there been in APS's service territory since APS began
installing "smart" meters?
c) Since fires were determined to be caused by factors
external to the meter itself "such as broken or loose
meter clips or defective wiring at the location," was any
consideration given by APS to customers' meter
enclosures (such as age or type for ex,.) as part ofAPS's
initial decision to install "smart" meters in the first place?
If so, provide the meter enclosure inspection protocol that
was adopted before APS's first "smart" meter was
installed.
d) If in fact there was a meter enclosure inspection protocol
adopted, explain why customers should be liable for meter
clips that they cannot access to inspect and that worked
fine until APS replaced their existing meter with a "smart"
meter.

Response:
The number of fires alleged to have been caused by AMI meters,
and the protocols surrounding meter inspections, is not relevant to
any matters at issue in APS's pending rate case. Accordingly, APS
objects to this request as irrelevant and not likely to lead to the
discovery of admissible evidence.

Woodward
2.15:
In response to the same ACC question as the one in my question
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#14 above, APS also stated:

Finally, an insurance company otherwise responsible for paying a
claim on a house fire, has filed a lawsuit against APS and Elster,
claiming that the Elster meter was the cause of the fire. Elster, APS,
and their internal and external investigators, disagree with the
insurance company's claim. To date, the insurance company's claim
remains unsupported by any expert testimony.

a) How was the aforementioned lawsuit settled?
b) Has APS been named in any other "smart" meter fire
related lawsuits?
c) If so, how many and what was their outcome?
d) Have the manufacturers ofAPS's "smart" meters been
named in fire related lawsuits other than the one
mentioned by APS above?
e) If so, how many and what was their outcome?
f) Were any changes made to APS's practices and processes
as a result of any fire claims? If yes, describe.
g) Were there any changes (safety features) made to the
meter design by the manufacturer as a result of any fire
claims in APS's service territory? If so, were any APS
"smart" meters replaced with ones upgraded with those
safety features?

Response: APS objects to this request as irrelevant and not likely to lead to
the discovery of admissible evidence. Notwithstanding this objections,
please see APS's response to Pre-filed 1.49 and Staff 1.20.

APS's response to Pre-filed 1.49 and Staff 1.20 tell us nothing regarding the

previous questions asked.

The clear and present danger of losing one's house and all that's in it, not to mention

losing one's life, should be enough to shut down the entire "smart" meter program.

Certainly to charge people a fee to avoid this possible harm - or even to avoid the

constant anxiety caused by its specter - is extortion.
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llIII.B.4 Damage to and Interference with household appliances and electronics

Q. DETAIL YOUR ASSERTION THAT "SMART" METERS POSE RISKS OF

DAMAGE TO AND INTERFERENCE WITH HOUSEHOLD APPLIANCES AND

ELECTRONICS

A. "Smart" meter damage to household appliances and electronics has been well

documented in ACC "smart" meter dockets E-00000C-11-0328 and E-0I345A-13-0069,

both by news reports and anecdotes from Arizonans who have had the displeasure and

expense of "smart" meters messing with and mining their electrically powered things.

with my own eyes, and using a microwave analyzer to pick up the "smart" meter

microwave transmissions that correlated perfectly with the lights, I have seen "smart"

meters turn motion sensing lights on again and again with each "smart" meter

microwave transmission.

When computers or major appliances are ruined, or burglar alarms triggered, it is

more than annoying, it is costly. Here's an excerpt from a typical complaint on this

subject on tile at the ACC:

APS's "smart meter" does not work correctly in every home. We have
spent endless hours discussing this with APS, Bonds alarm, electricians, all
at our expense. In addition to the monetary expense, we have suffered
hearing trauma from lengthy blaring of our home alarm (at times in excess
of an hour.) Finally, a few months ago, APS agreed to reinstall the old
meter. Since then, the blaring alarm problem has not reoccurred and we
have been able to live in peace."
(Exhibit L)

Paying a fee of any amount to avoid this sort of harm in order to "live in peace" is
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extortion.

III.B.5 Trespass & Theft

EXPLAIN HOW "SMART" METERS IMPOSE A RISK FOR TRESPASSQ.

AND THEFT.

A. The actual metering of electricity is but a fraction of the overall functions of a so-

called wireless "smart" meter. Not just measuring devices, "smart" meters are also

computers, radio transceivers and relay antennas. The I.R.S. actually classifies "smart"= l

l
i

lmeters not as meters but as computers (see Exhibit M). From Big Four accounting firm

PwC:

The IRS determined that the meter is a computer under asset class 00. 12
of Rev. Proc. 87-56 because it shares common features with computers such
as a central processing unit with storage and other logic functions. In
addition, it is programmable, electronically activated, and is capable of
detecting energy tampering or service quality issues.
(Exhibit M)

Calling these devices "meters" distracts from the fact that they are utility company

communications and computing equipment designed to not just gather and transmit a

single customer's data but also to move the data of others. APS has easement for a meter,

but APS has quite simply gamed its easement and stolen ratepayers' property in order to

establish APS's own private communications and computer network to move other

people's data and to implement APS's business plan. Not even a telecommunications

company can do that on a customer's property, but thus far APS has gotten away with it.

Placement of a computer, radio transceiver and relay antenna (of any size) on
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anyone's private property without permission or compensation is trespass and theN. The

requested fees APS wants from customers trying to avoid this theft, this trespass, by

refusing a "smart" meter is extortion.

It is worth noting that all the other violations and abuses caused by "smart" meters

start with this initial property violation. In other words, once one has lost property rights,

one has lost all others as well. This is why someone's home is supposed to be their

castle.
ll

III.B.6 Health

EXPLAIN HOW "SMART" METERS POSE A RISK TO APSQ-

CUSTOMERS' HEALTH.

A. The Arizona Department of Health Services' ("ADHS") "smart" meter health

study, heavily flawed as it was, did @1 conclude that "smart" meters are safe. The

ADHS study concluded "smart" meters are "not likely to harm." "Not likely to harm"

does not equal safe. APS is thereby in violation ofA.R.S. § 40-36I.B which states:

Every public service corporation shall furnish and maintain such service,
equipment and facilities as will promote the safety, health, comfort and
convenience of its patrons, employees and the public, and as will be in all
respects adequate, efficient and reasonable.

"Not likely to harm" means that health harm is in fact a possibility with a "smart" meter.

Requiring customers to pay a fee to avoid the possibility of that health harm is extortion.

It is important to note here that, in his direct testimony at page 7, APS's Scott

Bordenkircher calls APS's "smart" meters "safe, encrypted, FCC-compliant
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l
l

l
l
l

metering technology."

We know from the AHDS that APS's "smart" meters are not in fact safe. Whedler or
l

not the meter data is encrypted is irrelevant. 1) Any encryption can be hacked. 2)

Personal, private data, once taken, is a privacy violation whether encrypted or not

afterward. As for the metering technology being FCC-compliant, that is another

irrelevancy. The FCC has established guidelines for protection against the thermal

effects of radio frequency exposure. Those guidelines are 4 safety standards. That is

acknowledged in an FCC document entitled, Consumer Guide, Wireless Devices and

Health Concerns, the very first line of which states that "... there is no federally

developed national standard for safe levels of exposure to radiofrequency (RF)

energy..." (Exhibit N).

In addition, the Office of Air and Radiation at the U.S. Environmental Protection

Agency is on record as saying:

The FCC's current exposure guidelines, as well as those of the Institute of
Electrical and Electronics Engineers (IEEE), and the International
Commission on Non-Ionizing Radiation Protection, are thermally based,
and do not apply to chronic, non-thermal exposure situations. They are
believed to protect against injury that may be caused by acute exposures
that result in tissue heating or electric shock and bum.
(Exhibit O, p. 2)

"Chronic, non-thermal exposure situations" are precisely that to which APS "smart"

meters expose people. Regarding APS "smart" meter microwave radiation, no one has

complained of "acute exposures that result in tissue heating or electric shock and bum."
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Those thermal effects are not the issue.

As well, the Office of Environmental Policy and Compliance at the U.S.

Department of the Interior is on record as stating that the FCC's guidelines are 30 years

out of date.

the electromagnetic radiation standards used by the Federal
Communications Commission (FCC) continue to be based on thermal
heating, a criterion now nearly 30 years out of date and inapplicable today.
This is primarily due to the lower levels of radiation output from
microwave-powered communication devices such as cellular telephones
and other sources of point-to-point communications, levels typically lower
than from microwave ovens.
(Exhibit P, at 113 of Enclosure A)

Earlier this year, the obsolescence of the FCC guidelines decried by the U.S.

Department of the Interior was borne out by the U.S. Department of Health and Human

Services' National Toxicology Project ("NTP"). On May 26, 2016, the NTP released

partial findings from their $25 million study of the cancer risk from cell phone radiation,

the same type of non-ionizing radiation emitted from APS "smart" meters. (See Exhibit

Q. For the full 74 page Report ofPartia[ Findings/9'om the National Toxicology

Program Carcinogenesis Studies of Cell Phone Radiofrequency Radiation in Hsd:

Sprague Dawley® SD rats (Whole Body Exposures), see

http://biorxiv.org,/content/biorxiv/earlv/2016/05/26/055699.fu1l.pdf ) The released

findings prove that chronic exposure to such radiation can cause cancer without heating

tissue. The NTP thought those findings important enough that the findings were

announced prior to the release of the full study which should occur sometime in 2017.
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The Institute of Electrical and Electronics Engineers, in writing about the NTP

study, stated that "... an NTP study is the gold standard for animal cancer assays."

( http://spectrum.ieee.org/the-human-os/biomedical/ethics/cellphone-radiation-causes-

cancer-in-rats ) And according to the Microwave News:

Both the American Cancer Society (ACS) and Consumers Reports
immediately shelved their long-held, wait-and-see positions. In a statement
issued soon after the NTP's press conference, Otis Brawler, ACS' chief
medical officer, said the NTP results mark a "paradigm shift in our
understanding of radiation and cancer risk." He called the NTP report "good
science."
Consumer Reports said that the new study was "groundbreaking" and
encouraged people to take simple precautions to limit their exposures.
(News Media Nix NTP Cancer Study; "Don 2* Believe the Hype," Exhibit R)

The NTP study also found that chronic, non-thermal exposure to non-ionizing

radiation broke DNA in the brains of rats and mice. (See Exhibit S.)

In May of 2011, the World Health Organization's International Agency for Research

on Cancer classified non-ionizing radiofrequency radiation, the kind of radiation APS's

"smart" meters emit 24/7/365, as a CB (possible) carcinogen. (Exhibit T)

Payment to avoid chronic, non-thermal exposure to non-ionizing radiation ofAPS's

"smart" meters is extortion.

What was unknown until just last October is that additional frequencies are

transmitted by "smart" meters in the 2 to 50 kilohertz range. Numerous studies have

shown repeatedly that those very same frequencies disrupt the human nervous system.

Indeed, "nerve block" is the phrase used in the studies to describe what occurs. The
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studies are not controversial. In others words, there are no studies that show otherwise.

Nerve block induced by frequencies in the 2 to 50 kilohertz range is an established fact.

The studies that show this nerve block are all from reputable sources including the

epitome of "establishment" science when it comes to electricity, the Institute of

Electrical and Electronics Engineers. A list of studies is found at my YouTube video of

the discovery of these frequencies. Search YouTube for Nerve Disrupting Frequencies

Radiating from "Smart" Meters. Unfortunately we cannot know ifAPS ever tested for

these frequencies because, again, APS refused to answer my questions (see Woodward

2.8 at Exhibit U). In any case, payment to avoid those frequencies is extortion.

It should be noted here that APS has lied repeatedly about the microwave

transmissions of their "smart" meters (see my YouTube videos, APS Caught Lying

Again, and APS Caught Lying Revisited). In this rate case, APS has refused to answer

my questions regarding the microwave transmissions of their "smart" meters, deeming

my questions "irrelevant" (see Exhibit U). Yet since APS has never once told the truth

about those transmissions, the questions are totally relevant.

Additionally, APS's stonewalling on these and on other questions that I asked APS

in my second data request is in violation of ACC Decision # 75047 that states:

16. The issues presented by APS's proposed opt-out tariff have attracted
significant public attention. The comments that we have received from the
public show that some individuals continue to be concerned about the
various issues that may surround smart meters.
17. Although APS has presented its application as a tariff filing, we think
that these issues would benefit from the type of comprehensive review that
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is conducted in a general rate case. A tariff filing proceeding, which is
typically processed in a more abbreviated fashion, is ill-suited to address
the issues presented herein.
(Exhibit V, p. 3)

III.C ILLEGAL FEES

Q. IS APS'S REQUEST FOR FEES FROM CUSTOMERS WHO REFUSE

"SMART" METERS IN VIOLATION OF ANY ACC DECISIONS?

A. Yes, APS's request for fees from customers who refuse "smart" meters is in

violation of ACC Decision # 69736 (Exhibit W).

In the Energy Policy Act of 2005, Section 1252, "smart metering," the word used

repeatedly with regard to "smart" meters is "request". Electric utilities were to provide
i

l
l"smart" meters to those customers who request them. It was to be an "opt in" program -

i
I

and even then only if state regulatory agencies found such a program "appropriate".

www. O. OV(Energy Policy Act is here: hot :// / d s  s /  k LAW-

l09publ58/html/PLAW- l09publ58.htm )

The ACC's July, 2007 Decision # 69736 is entitled "IN THE MATTER OF SMART

METERING REQUIREMENTS OF SECTION 1252 OF THE ENERGY POLICY ACT

OF 2005." Twice, that Decision actually quotes the relevant Energy Policy Act wording

mentioned above. Note the word, "requesting."

(C) Each electric utility subject to subparagraph (A) shall provide each
customer requesting a time-based rate with a time-based meter capable of
enabling the utility and customer to offer and receive such rate, respectively.
(p. 3 & p. 8)

33



l

i

Additionally, in the Decision's "Staffs Recommendations" (which the

commissioners adopted in Decision # 69736), we find the following under the heading

"TIME-BASED METERING AND con cAT1ons." Note the phrase "upon

customer request."

"Within 18 months of Commission adoption of this standard, each electric
distribution utility shall offer to appropriate customer classes, and provide
individual customers upon customer request, a time-based rate schedule
under which the rate charged by the electric utility varies during different
time periods and reflects the variance, if any, in the utility's costs of
generating and purchasing electricity at the wholesale level."
(p. 7, emphasis added)

Expecting people who do not "opt in" to pay for not "opting in" Tums Decision #

69736 on its head. It's kind of like getting a bill from the airlines for not flying. APS's

attempt to make "smart" meters a program in which everyone is automatically "opted

in" and has to pay to get out, has no basis in law. It is illegal. And since APS opted

everyone in, any costs involved in servicing customers who refuse "smart" meters

belong to APS's shareholders, not ratepayers. APS made a negligent and irresponsible

business decision and must suffer the consequences.
l

It's worth noting here that APS has attempted to cement their illegal mandatory "opt
l

l

lin" program by proclaiming that "smart" meters are now their "standard meter," and any

other meter is "non-standard." But APS's terminology does not convey or define legal

status. It is just propaganda, and signifies nothing but arrogance.
l|
l

How a voluntary, "opt in" program can morph into a mandatory one whereby
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people who never opted in are scapegoated as "cost causers" and are expected to pay

money to refuse something they never "requested" is a testament to APS's aggressivity

and the ACC's passivity and acquiescence. APS has both in the past and in this rate case

cited ACC Decision # 68112 (Exhibit X) as its rationale for installing "smart" meters

and, in bully fashion, effectively making "smart" meters mandatory for all customers.

Yet Decision # 68112 did not mandate "smart" meters for all APS customers. In actual

fact Decision # 68 l 12 was a settlement that involved a group of customers on Demand

rates that alleged APS had improperly estimated their bills. Part of the Settlement

Agreement (1122) called for APS to:

design a cost effective Access Improvement Program to achieve a
reduction in the number of instances of kW and kph estimation due to "no
access" issues. Unless otherwise ordered by the Commission, the Program
shall apply solely to specific remedies, such as moving meters or installing
appropriate meter-reading technologies, for customer premises where
access to the meter is a recurring problem.Meter reading technologies
applied in these circumstances shall include, but shall not be limited to,
remote ports or similar devices, advanced metering systems, and enhanced
radio technology. Expenditures made pursuant to this Program shall have a
direct, measurable effect upon APS' ability to obtain access to premises
where access is a recurring problem.
(Emphasis added)

So, the Settlement Agreement applied to customers with demand meters where access

was a recurring problem. It did not apply to all classes of customers, or even all

customers on Demand rates, or even all customers on Demand rates where access was a

problem, but only where access was a recurring problem.

III.D BOONDOGGLE
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Q- DOES APS'S "SMART" GRID BENEFIT RATEPAYERS OR IS IT JUST A

BOONDOGGLE?

A. APS's "smart"grid does not pencil out for anyone except APS and its cheerleaders

at the Arizona Investment Council ("AIC"). Customers who refuse "smart" meters

should actually get a refund for unwillingly subsidizing "smart" meters (and the related

system) that those customers never asked for and do not want. By installing "smart"

meters, APS will have a never-ending expansion of its rate base upon which APS will

get an undeserved rate of return year after year. In short, APS's "smart" meters (and

related costly operations and equipment - the "smart" grid) are a boondoggle with no

benefit to ratepayers. As Northeast Utilities has stated, ".. . there is no rational basis for

l

the implementation ofAMI." (Exhibit B, p. 2)

III.D.l No Benefit to Customers

DO APS "SMART" METERS BENEFIT CUSTOMERS?Q,

A. No, not at all. At page 7 ofAPS's Scott Bordenkircher's direct testimony, Mr.

Bordenkircher, in answering how AMI ["smart" meters] benefits customers, comes up

with only one benefit: "For customers, AMI has increased the opportunity to gain more

knowledge of their energy use." So, basically what he is saying is that APS has wasted

millions of dollars (millions of dollars upon which APS gets a guaranteed return) so that

customers can know when their lights are on. Besides, what exactly does 'gaining more

knowledge of energy use' have to do with the utility's sole obligation to provide

36



electricity to customers? It has nothing to do with it. In addition, anyone who wants to

obsess over their energy use can buy a $20 Kill A Watt electricity usage meter or spend a

few hundred dollars for a whole house energy monitor without having all classes of

ratepayers foot the costly bill for their desire to "gain more knowledge of their energy

use."

III.D.2 Exaggerated Meter Life

Q. IS APS USING AN ACCURATE USEFUL LIFE TO DEPRECIATE ITS

"SMART" METERS?
i 8

l
lA. No. APS is using a baseless 26 year useful life for its "smart" meters, and APS's

!
I

proposal of a 20 year useful life is not supported by its own historical experience. APS

fails to recognize that so-called Advanced Metering Infrastructure is not just a plain

meter but sophisticated network management and communication equipment with much

shorter useful lives.

EXPLAIN AND PROVIDE EVIDENCEQ-

A. Despite many APS "smart" meters failing and being removed from service long

before 20 years, according to APS's Scott Bordenkircher: "APS is proposing a 20-year

useful life for both AMI ["smart"] and non-AMI meters in the 2016 depreciation rate

study." (See APS's Response to Staff at 9. 18.d) APS has provided no evidence to support

a 20 year life. In fact the contrary has happened. APS's 2G and KG "smart" meters have

failed to achieve even a 10 year life! The only meters that have a life of 20 years or more
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are analog and non-communicating digital meters.

A 20 year life is preposterous and not the guidance of the I.R.S. According to Big

Four accounting firm PwC: "On November 2 [2012], the IRS released guidance

concluding that certain utility smart meters are six-year property and thus eligible for

five-year depreciation." (See Exhibit M.) Additionally, the extremely short life of

"smart" meters has been confirmed by Bennett Gaines, Senior Vice President, Corporate

Services and Chief Information Officer of FirstEnergy (the nation's largest investor

owned utility with 6 million customers). Testifying in October, 2015 before joint

hearing of the U.S. House Subcommittee on Energy and the U.S. House Subcommittee

on Research and Technology, Mr. Gaines said this about "smart" meters: "These devices

have a life of between 5 to 7 years." (See him say it at 1:40:56 in the hearing's video

minutes, here: https://science.house.gov/legislation/hearings/subcommittee-energv-and-

subcommittee-research-and-technology-hearing or search YouTube for Hearing:

Cybersecurilyfor Power Systems (EventID=104072).)

APS's proposition of a 20 year life is not without irony since the 9. 18 section of

APS's Response to Staff in which the 20 year proposition is found was preceded by 9. 17

at which APS discussed some 140,000 "smart" meters that it replaced for becomingI
!

obsolete. The "smart" meters were installed during 2005 to 2008 and replaced in 2015 to

2016 - nowhere near 20 years. APS blew $19,707,925 on that fiasco. 140,000 analog

meters would have cost a fraction of that and would still be in service today - and
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probably for the next 30 years.

At APS's Response to Woodward's data request 2. 12, APS admits thousands of

meters failed to communicate and, after an average life of just 4 years, were replaced as

follows:

2014 - 19,203 meters replaced
2015 - 22,287 meters replaced
2016 (As of 10/2016) - 20,172 meters replaced

This failure to communicate is a problem that is ongoing. APS: "This specific

communication issue was first identified in 2014 and continues to be an issue today,

albeit a minimal one." Some 20,000 meters failing every year is a "minimal issue?" At

least (according to APS) the meters are under warranty and "some installation costs

were covered," whatever "some" means. Meanwhile, APS estimates the bills of those

customers whose meters fail to communicate. According to an April l, 2015 email of

lConnie Walczak, the head of ACC Consumer Services:

APS seems to not have a problem with this 'non' communication, they have
Schedule 8,3.1 to rely on which enables them to estimate the bills. This can
go on for months. They do not check the meter when they could retrieve the
data, rather, they estimate usage. They do not feel the meter is
malfunctioning if it begins communicating again. Even when it continues
doing this for more than one month.
(Exhibit Y)

"APS seems to not have a problem" indeed. In answering my data request on this topic,

APS stated:

APS disagrees with and objects to the question's premise that the need to
estimate a bill due to issues with an AMI meter's ability to communicate
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constitutes a "problem."

I remember when APS used to brag that one of the advantages of "smart" meters

was fewer estimated bills. Now APS can only brag that thousands of broken "smart"

meters aren't a problem, and that "For customers, AMI has increased the opportunity to

gain more knowledge of their energy use."

At APS's Response to Woodward's data request 2. 13, APS admitted to 49,788 more l

l
l
l

lfailed "smart" meters in the year 2014 alone, this time for "circuit board soldering,

blank LCD screens, non-communicating modules, voltage errors, and memory errors."

Voltage errors? But APS's Scott Bordenkircher said in his direct testimony that "smart"

meters benefited APS because "AMI meters also provide power quality data which is

used to ensure that electricity is delivered to customers at the correct voltage." (p. 7) I

guess they do except when they don't.

39,330 of the 49,788 broken "smart" meters were under warranty, but the point is

that claiming a 20 year life for a device which is essentially an outdoor computer and

has a history of unreliability is absurd, warranty or not. The point is that customers who

use analog meters have the more reliable and inexpensive system. In meter service life

alone, "smart" meter customers will go through about 5 "smart" meters for every one

meter that an analog customer uses.

APS needs to brush up on the Uniform System ofAccounts Prescribed for Public

Utilities and Licensees Subject to the Provisions of the Federal Power Act that states:

40



22. Depreciation Accounting.
A. Method Utilities must use a method of depreciation that allocates in a
systematic and rational manner the service value of depreciable property
over the service life of the property.
B. Service lives. Estimated useful service lives of depreciable property must
be supported by engineering, economic, or other depreciation studies.
C. Rate. Utilities must use percentage rates of depreciation that are based on
a method of depreciation that allocates in a systematic and rational manner
the service value of depreciable property to the service life of the property.
Where composite depreciation rates are used, they should be based on the
weighted average estimated useful service lives of the depreciable property
comprising the composite group.
( http://www.ecfr.gov/cgi-bin/text-idx?
c=ecfr&SID=054f2bfd5 l8f9926aac4b73489f1 lc67&rgn=div5&view=text
&node=18:l.0.l.3.34&idno=l8 )

"Smart" meters, analog and non-communicating digital meters have significantly

different lives and need to be segregated and depreciated differently, not lumped

together in the same account.

III.D.3 $19m Saved?

Q. HAS APS SUPPORTED ITS "SMART" METER SAVINGS CLAIMS?

A. No.

Q, HAS APS SUBMITTED ANY COST/BENEFIT ANALYSIS TO SUPPORT
3
iITS SAVINGS CLAIMS?

A. No.l
Q- CAN YOU DETAIL WHAT APS HAS STATED FOR COST SAVINGS AND

WHY IT IS NOT CORRECT?

A. At page 20,728 ofAPS's Pre-Filed data, APS parent company Pinnacle West brags

41



l

1that APS "smart" meters saved $19 million in operational costs in 5 years. That sounds

impressive until one realizes what it cost to "save" $19 million in 5 years (or $3.8

million per year).

Using the numbers APS supplied in its Response to Woodward at 2.27, it can be

deduced that for just meters - without any of the many millions of dollars of ancillary

r "smart" grid equipment such as IT Infrastructure, Software/System Integration, Fieldi
|

Area Network and Project Services, Date Storage, Cybersecurity, plus the $120 million

APS is going to blow on its new Customer Information System this year and next to

l "better take advantage ofAMI data" (Lockwood direct testimony at p. 9) - the cost is

$132.22 per meter, installed. At that price, "smart" metering all ofAPS's 1.25 million

customers would amount to $l65,275,000. So, if $3.8 million is saved by "smart" meters

every year, then APS will break even on their "smart" meters in just 43 and % years! But

l
l
ithe meters only last 5 to 7 years so the break-even point will never, ever come.
i

i

Unfortunately, APS decided the response to the following questions I asked

regarding the detailed costs of the APS "smart" grid "Contains Competitively/Highly

Confidential Information" top secret information and so, without the administrative

law judge assigned to this case compelling APS to release the information, I cannot

factor it in to the above analysis. No doubt the costs involved would push APS's "smart"

grid break-even point out past infinity.

19)

a) What is APS's cost of a single analog meter, and does that cost differ by
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manufacturer or type (residential, commercial)? Provide by type.
b) What is APS's cost of a single "smart" meter and if they differ by
manufacturer or type (residential, commercial, net-metering, etc.)'? Provide
by type.
c) What is the total number of "smart" meters APS has purchased since it
began installing them? Please list by type and year.
d) What is the cost of "smart" meter installation per unit?
e) How much has APS spent on a "smart" meter data management system
since APS began installing "smart" meters? Break out by major component.
f) How much has APS spent on data management labor since APS began
installing "smart" meters? How much staff was hired and at what additional
cost?
g) What is the yearly cost for APS's data management labor?
h) How much has APS spent on software and servers related to "smart"
meter management since APS began installing "smart" meters?
i) What is the ongoing yearly cost for APS's software and servers related to
"smart" meter management? Include software licensing fees.
j) Is the software licensing fee based on a fixed fee or per unit cost, and are
there annual software maintenance fees? If so, how much?
k) Has APS been paying for software upgrades and updates since inception?
If so, provide amount.
l) What did it cost to integrate APS's "smart" meter system with its
customer information system?
m) What are the cybersecurity costs ofAPS's "smart" meter system and
how much are they?
n) Is APS's cybersecurity done in house or outsourced? In either event,
break out yearly cost since 2005.
o) How much has been spent APS's "smart" meter mesh network
communication system's field equipment (such as any routers or
communication towers needed) since APS began installing "smart" meters?
p) How much has APS spent on third party telecommunications services
needed for APS's "smart" meter system since APS began installing "smart"
meters?
q) Were any sort of upgrades to APS's power lines needed in order for APS's
"smart" meters to work properly and, if so, what was the cost of those
upgrades and are the upgrades ongoing?
r) Since "smart" meters require electricity to run, how much electricity per
year is used by the sum total ofAPS's "smart" meters?
s) How much electricity per year is used to run APS's "smart" meter
communications network (getting the data from the gateway meters to
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APS's data center)?
t) What does "smart" meter data storage cost? Give year by year costs since
"smart" meters were installed by APS.
u) How many IT personnel did APS have to hire as a result of installing
"smart" meters?
v) What is the yearly cost of remuneration for those employees?
w) Since installing "smart" meters, what has APS spent on outside
contractors to install and maintain all aspects of the system as well as to
train APS employees in various aspects of the system?

APS also chose not answer the following question, declaring it "moot."

38) Provide APS's original cost/benefit projections for APS's "smart" meter
project before APS's first "smart" meter was installed.

Actually it is not "moot" but highly relevant for two reasons. 1) It's important to

know ifAPS's "smart" grid has met original cost/benefit projections. 2) It's important to

know if cost/benefit projections were ever made at all since that was called for in the

previously mentioned ACC Decision # 69736 (Exhibit W).

I suspect a cost/benefit analysis was never done, which is why APS has avoided

providing one, declaring the subject "moot" instead. I suspect one was never done

because previously, in ACC Docket # E-01345A-13-0069, I caught APS doctoring

language from Decision # 69736 that called for a cost/benefit analysis.

ACC Docket # E-01345A-13-0069 was an application made by APS in March,

2013 for approval of an extortion fee for those customers who refused a "smart" meter.

APS started out their application by selectively quoting .-. and actually misquoting -

ACC Decision # 69736.

APS wrote at page 2 of their application:
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"In Decision No. 69736, as a result of deliberations on the requirements of
the Energy Policy Act of 2005 and the Public Utility Regulatory Policy Act
("PURPA"), the Commission adopted a modified version of the PURPA
time based metering and communication standards and directed that "each
electric distribution utility shall investigate advanced metering
infrastructure for its service territory and shall begin implementing the
technology ...."
(Exhibit Z, p. 2, line 3, emphasis added)

Quite familiar with the 2007 Decision, I did not recall that quote so I read the

Decision again and again and again and finally on the fourth read I

figured out why I could not find the quote and what APS had done. APS doctored the

quote to suit its needs.

Here is the exact quote. What APS deleted is in bold. Anyone should be able to

see how the meaning was changed by APS.

"... each electric distribution utility shall investigate the feasibility and
cost-effectiveness of implementing advanced metering infrastructure for
its service territory and shall begin implementing the technology if feasible
and cost effective."
(Exact quote is at page 7, line 10, Exhibit W)

Significantly, APS also left out the Decision's previous sentence which mandates a

voluntary, "opt in" style program. Note the phrase, "upon customer request."

"Within 18 months of Commission adoption of this standard, each electric
distribution utility shall offer to appropriate customer classes, and provide
individual customers upon customer request, a time-based rate schedule
under which the rate charged by the electric utility varies during different
time periods and reflects the variance, if any, in the utility's costs of
generating and purchasing electricity at the wholesale level."
(Exhibit W, p. 7, line 7, emphasis added)
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Because of the amount of schooling it takes to become a lawyer, I can only

conclude that this doctoring of the ACC's Decision was done deliberately and not

inadvertently. I think most people learned in high school that when a phrase is removed

from a sentence it is supposed to be replaced with an ellipsis. I think most people also

learned that if a phrase is essential to the meaning of a sentence then it should not be

removed at all.

with its "smart" grid, APS has achieved an ever increasing rate base, a perpetual

money machine system that guarantees APS rate increases (like the one APS is asldng

for now) from here to Kingdom Come.

In her direct testimony, APS's Barbara Lockwood concluded by saying,

APS is modernizing and making more sustainable its electric system with
improvements such as the SCRs, the OMP, ADMS, AMI, ElM and the new
CIS.
(p. 26, emphasis added)

Actually, AMI "smart" meters cost more and last less. The only thing "sustainable"

about them is that, unless they are all removed, they will sustain APS's bottom line

because ratepayers will never stop paying for them and their related equipment and

systems. "Smart" meters are 1/91truly sustainable nor are they "in all respects adequate,

ei8cient and reasonable" per A.R.S. §40-36l.B.

III.E UNJUST & UNREASONABLE RATES & FEES

Q- ARE APS'S PROPOSED MANDATORY DEMAND AND TOU RATES JUST

AND REASONABLE AS REQUIRED BY LAW?
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A. No way! It appears that APS installed "smart" meters so that it can bilk its

customers with the mandatory Demand and TOU rates that APS is proposing in this rate

case. In her direct testimony, APS's Barbara Lockwood admits as much by giving the

following as one of three main reasons why APS wants mandatory Demand and TOU at

this time: "APS has the technology to do it." In other words, 'we're doing it because we

can.' Demand and TOU rates must remain a voluntary option since for many people,

especially those who can least afford it, those rates have negative societal impacts and

will be financially punishing if made mandatory. Just because "APS has the technology

to do it" does not make it "just and reasonable" per A.R.S. § 40-36l.A

III.E.l Mandatorv Demand Rates

HOW ARE APS'S PROPOSED MANDATORY DEMAND RATES UNJUSTQ-

AND UNREASONABLE?

A. According to A.R.S. § 40-361 .A,
l
l

W
lCharges demanded or received by a public service corporation for any

commodity or service shall be just and reasonable. Every unjust or
unreasonable charge demanded or received is prohibited and unlawful.

APS's requested mandatory Demand and TOU rates are neither just nor reasonable

I! and so must be rejected as unlawful.

Exhibit AA is a paper which was distributed at NARUC's 2016 Summer meeting.

Charge Without a Cause makes the following points about mandatory Demand rates:

Residents and small businesses are very diverse in their use of
electricity across the day, month and year - most small consumers'
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individual peak usage does not actually occur during peak system
usage overall. This means that traditional demand charges tend to
overcharge the individual small consumer.

• Apartment residents are particularly disadvantaged by demand
charges because a particular apartment resident's peak usage isn't
actually served by the utility. Utilities only serve the combined
diverse demand of multiple apartments in a building or complex
rather than the individual apartment unit.

• Demand charges are complex, difficult for small consumers to
understand, and not likely to be widely accepted by the small
customer groups.

•

l

l

lI
l

Very little of utility capacity costs are associated with the demands of
individual small consumers. Nearly all capacity is sized to the
combined and diverse demand of the entire system, the costs of
which are not captured by traditional demand charges. If consumers
actually were able to respond to a demand charge by levelizing their
electricity usage across broader peak periods, then utilities would
incur revenue shortages without any corresponding reduction in
system costs.

Demand charges do not offer actionable price signals to small
consumers without investment in demand control technologies or
very challenging household routine changes. This results in
effectively adding another mandatory fixed fee to residential and
small consumer electric bills.
(Exhibit AA, p. 1)

Most importantly, Charge Without a Cause has an "Arizona Case Study" of

Demand rates on pages 13 to 15. In the Arizona Case Study we learn that:

APS's current optional residential demand charge tariff was originally
approved by the ACC in October 1980 as a mandatory tariff for new
residential customers with refrigerated air-conditioning. However, the
Commission removed the mandatory requirement less than three years later,
noting the change was "in response to complaints that the mandatory nature
of the Ec-l rate produced unfair results for low volume users." In addition,
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the Commission stated that removal of the mandatory demand charge would
"alleviate the necessity for investment by low consumption customers in
load control devices to mitigate what would otherwise be significant rate
impacts under the Ec-l rate."

APS constantly refers to their mandatory Demand rate scheme as "rate design

modernization." For example, in her direct testimony, APS's Babara Lockwood uses

"modernization" to describe APS's proposed Demand rate scheme 4 times in 33 pages.

However, a scheme that was tried and rejected as unfair over 30 years ago could hardly

be called "modem."

APS ratepayers have already been experimented upon with mandatory Demand

rates. The experiment failed. Mandatory Demand rates must be rejected.

Worthy of note is that, at APS's November 3"', 2016 rate case "technical

conference," intervenor Court Rich asked what APS's goal was for reducing demand.

Amazingly, the APS speaker replied that APS has no goal! By that confession, what APS

unwittingly admitted is that their proposed mandatory Demand rate is not at all about

reducing demand, but about bilking ratepayers. As Charge Without a Cause puts it at
l

page 8, "... a demand charge on small customers acts effectively as a fixed charge and

generally provides a more stable and consistent revenue collection vehicle for the utility

than volumetric energy charges."

III.E.2 Mandatory TOU Rates

How ARE APS'S PROPOSED MANDATORY TOU RATES UNJUST ANDQ-

UNREASONABLE?
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A. While voluntary Time of Use ("TOU") rates can be beneficial to some customers,

making them mandatory is neither just nor reasonable. Common sense should inform

I anyone that there are various customers for whom mandatory TOU rates would be

financially punishing, possibly even devastating, since those customers are simply

unable to shift electricity use to off-peak times. Working people who have children - are

they supposed to launder, bathe, and cook after 8 pm, while holding off on the A/C, too?

APS suggests people turn up their thermostats to cope. Public comments to this APS rate
|
i
i

l

case Docket show that people stretched to the bone of their budgets are doing thatl

|

I

E

already. Besides, APS is being extremely hypocritical to suggest others tum up their

thermostats (see Exhibit BB) while APS keeps their thermostat at the Phoenix APS

building at what seems like just above freezing during summer.

Working people with children are not the only ones financially punished by

mandatory TOU rates. How do people re-schedule the use of medical equipment or air-

conditioning that could mean the difference between life and death? Worse, often these

types of customers are the ones least able to afford the financial punishment of a

mandatory TOU rate. Meanwhile, APS suggests people wash their clothes in cold water

(see Exhibit BB). Sure, just like APS CEO Don Brandt and the rest of the APS execs do.

Peak demand and the 'family peak 'period in Australia: Understanding practice

(in)jlexibilily in households with children is a study oflTOU rates that was published in

2015 in the journal, Energ Research & Social Science
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(http://www.sciencedirect.com/science/article/pii/S22l4629615300414). The sandy

verifies my assertions regarding TOU and concludes:

From our analysis we conclude that TOU tariffs are unlikely to effectively
reduce peak period electricity consumption in households with children and
may have inequitable financial and/or social impacts for these households.

Similarly, a study published in 2014 in the journal, Technology Analysis &

Strategic Management, had this to say about about the negative social impacts and

financial punishing that certain types of people who need to use electricity during peak

hours will suffer:

Peak pricing was seen as inequitable, burdening the less affluent, the less
healthy, families and working mothers. Adverse societal outcomes may
result from peak pricing, with potential for disruption of time-dependent
household routines including the socially vital ritual of family mealtimes.
Householders perceived their peak-time consumption to be determined by
society's temporal patterns and not within their control to change.

And:

A disincentive to eat a cooked meal when needed and convenient may have
adverse impact on the health and well-being of already disadvantaged
groups. Within the households interviewed, it appeared that attempting to
deal with peak tariffing would cause particular difficulties for working
mothers. Carrying the responsibility on behalf of the household for most
domestic tasks, working mothers explained that many tasks had to be
completed between coming home from work and going to bed, including
cooking, washing up and washing clothes which could be needed for school
the next day. This gave little or no scope to vary the time in which chores
were completed.
(A qualitative study of perspectives on household and societal impacts of
demand response,
http://www.tandfonline.com/doi/fiull/10.1080/09537325.2014.974529 )

In sum, it's clear to this intervenor that APS is attempting make money off the
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backs of the wrong people to pay for its never ending "smart" grid costs, and that

Mandatory Demand and TOU rates are unjust and unreasonable.

III.E.3 Service Schedule l Extortion Fees

Q- IN ADDITION TO ALL THE REASONS STATED PREVIOUSLY, HOW

ELSE ARE APS'S PROPOSED EXTORTION FEES FOR CUSTOMERS WHO

REFUSE "SMART" METERS UNJUST AND UNREASONABLE?

A. APS's numbers given in response to Woodward at 2.35.c are not accurate. APS

claims the actual depreciation expense for customers who refused "smart" meters in

2015 to be $634,343 for 16,560 customers. That equates to $38.31 per meter. Since the

ACC approved a 26 year useful life, that would compute to a cost of the meter of

$996.06! Yet APS, in answering ACC Staffs data request 9. 18.c, claims a "non-AMI"

meter only costs $104.

APS's calculations cannot be reasonably supported by facts and therefore should not

be relied upon as valid.

IV. CONCLUSION

DO YOU HAVE ANY CONCLUDING REMARKS?Q.

A. Yes. For all the reasons given herein, APS's "smart" grid is a toxic boondoggle that

- for the sake of customers' comfort and convenience, rights, safety, and physical and

financial health - the ACC should call a halt to at once. As Northeast Utilities stated

about the "smart" grid, "For customers who will pay the price of this system, there is no
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rational basis for this technology choice." (Exhibit B, p. ii) Customers who refuse

"smart" meters should not be extorted or discriminated against. In fact they should be

given a refund for their share of the "smart" grid that they subsidized but did not use.

Such customers are the solution not the problem. The analog system is safe, secure,

reliable and cheap. The "smart" grid is not. The ACC commissioners should deny APS's

proposed changes to Service Schedule 1 that involve charging extortion fees to

l

I
lcustomers who refuse "smart" meters. The ACC commissioners should deny APS's

proposed mandatory Demand and TOU rates.
l

l

DOES THIS CONCLUDE YOUR DIRECT TESTIMONY?Q.

A. For now. I am very disappointed that APS chose not to answer many of my data

requests since I needed the information for this direct testimony. In the future, iI am

successful in compelling APS to respond to my data requests that they refused to answer,

I may have more direct testimony.
IIII

RESPECTFULLY SUBMITTED this 2l" day of December, 2016.

By

r .1

L
;e60®a@@»

Warren Woodward
200 Sierra Road
Sedona, Arizona 86336
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Original and 13 copies of the foregoing hand delivered on this 2l" day of December,
2016 to:

Arizona Corporation Commission
Docket Control
1200 West Washington Street
Phoenix, Arizona 85007

Copies of the foregoing mailed/e-mailed this HIS' day of December, 2016 to:

Service List
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home energy checkup

Get energy saving recommendations and estimates that make sense for you. Answer a few
questions to start saving and see if your home would benefit from a home energy checkup.

star now

watch video

overview save with confidence how it works financing

why get a checkup?
Request a Home Performance with ENERGY STAR' Checkup for just $99 (a $400 value) and specially trained
contractors can diagnose your home and identify energy saving upgrades to:

. i

e reduce hot/cold spots and balance temperatures year round

e make your home more energyefficient which can save you money

• improve the health, safety and indoor air quality of your home4
A

31.at Wlthin a few days of your checkup, your contractors will present a customized assessment report of your home
identifying energy saving upgrades.A' ,sas

Deciding to proceed with the recommended upgrades, could save you up to 30% on your energy bill and your
contractor can help you take advantage of our rebates and financing offers.

Gd started

The Home performance with Energy Star' program is funded by APS customers and approved by the Arizona Corporation Commission.

discover your energy saving potential
A Home Performance Checkup is a great way to identify opportunities to improve the comfort, efficiency and safety of
your home.
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KEEGAN WERLlN LLP
i ATTORNEYS AT LAW

265 FRANKLIN STREET

BOSTON. MASSACHUSETTS OZ I I oa1 1 3

< e | 7 ) 9 5 | | 4 0 0

TELE COPIERS:

(6 l7) 9 5 1 1 3 5 4

Roi 71 95 | o 5es

January 17, 2014
Mark D. Marine, Secretary
Department of Public Utilities
One South Station, Fifth Floor
Boston, MA 02] 10

Re : D.P.U. I 2-76-A - Investigation into Modernization of the Electric Qrid

Dear Secretary Marine:

I

i

I

i

Enclosed for filing are the Initial Comments submitted on behalf of NSTAR
Electric Company ("NSTAR Electric"), and Western Massachusetts Electric Company
("WMECO")(collectively, "Northeast Utilities" or the "Companies") in response to the
straw proposal issued by the Department of Public Utilities (the "Department") in
relation to the modernization of the electric distribution grid in Massachusetts.
Investigation by the Department of Public Utilities on its own Motion into Modernization
of the Electric Grid, D.P.U. I 2-76-A (December 23, 20l 3)("Straw ProposaI"). The Straw
Proposal was issued by the Department based on its review of the Massachusetts Grid
Modernization Stakeholder Working Group Process: Report to the Department of Public
Utilities from the Steering Committee ("Grid Modernization Report").

NSTAR Electric  and WMECO were pleased to part ic ipate in the Grid
Modernization Stakeholder Working Group and appreciate the opportunity to offer these
Initial Comments in response to the Department's Straw Proposal. The Companies look
forward to continuing to actively participate in the on-going grid modernization
proceedings.

Thank you for your attention to this matter.

Sincerely,

C.lAl~"""

Danielle C. Winter

Enclosures

cc: Alison Lackey, Esq., Hearing Officer
Benjamin Davis, Director, Electric Power Division

»-..
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COMMONWEALTH OF MASSACHUSETTS
DEPARTMENT OF PUBLIC UTILITIES

D.P.U. I 2-76-A

)
Investigation by the Department of Public Utilities )
on its own Motion into Modernization of the )
Electric Grid )

)

INITIAL COMMENTS OF NORTHEAST UTILITIES

EXECUTIVE SUMMARY

NSTAR Electric Company ("NSTAR Electric") and Wester Massachusetts Electric

Company ("WMECO") (collectively, "Northeast Utilities" or the "Companies") are committed

to the cost-effective modernization of the electric distribution grid with focus on four specific

objectives designated by the Department of Public Utilities ("Deparlment"): (I) to reduce the

effects of outages, (2) to optimize demand, including reducing system and customer costs, (3) to

integrate distributed resources, and (4) to improve workforce and asset management. These four

with certainobjectives are beneficial to customers in today's operating environment.

modifications, the Department's Grid Modernization Straw Proposal represents a viable starting

point for achievement of these objectives and the Companies' look forward to further

proceedings in this docket to advance those elements. i

l

The principle outcome of the Straw Proposal, however, is a mandate for the Companies

to initiate the accelerated implementation of a particular technology choice, Advanced Metering

Infrastructure ("AMl"). The Department's decision to mandate AMI comes without due

I

l

ii

\

consideration of key issues such as the immense cost attached to the technology choice, whether l

l
i

l

customers are willing and able to pay the price of this technology choice, whether the

functionality provided by the technology choice will be utilized by customers or is even sought

by customers, whether the imposition of significant costs on distribution customers for this

_i_
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technology conflicts with other policies encouraging bypass of the distribution system through

increased penetration of distributed resources; whether investment in distribution upgrades

needed to accommodate distributed energy resources is a better investment of customer dollars

given the relatively small incremental benefit afforded by AMI, and whether other issues such as

market alternatives, time-varying rates, and cyder-security should be resolved before there can be

any rational determination that this technology is a good choice for customers. The technology

choice is made although there is no evidence that this is a good choice for customers.

Conversely, there is ample evidence that this technology choice will be unduly costly for

customers and that the objectives of grid modernization are achievable with technologies and

strategies that rank substantially higher in terms of cost-effectiveness. For customers who will

pay the price ofthis system, there is no rational basis for this technology choice.

Rather than furthering grid-modemization objectives, the Department's mandate to

implement AMl creates an intractable obstacle to grid modernization. The mandate precludes

NSTAR Electric and WMECO from designing and implementing grid modernization plans that

are best suited to customers and that mitigate the cost that customers will bear for progress. The

Straw Proposal also denies the option of targeted cost recovery for any grid modernization

initiatives other than AMI. In order to support the accelerated implementation of grid-

modemization plans, the Companies require targeted cost recovery to engage in the installation
l
i

i

of technologies beyond what can be accommodated by current levels of capital investment fully
l

dedicated to more traditional safety and reliability objectives.
l

The Department should adopt the Companies' recommendations set forth below. The

recommendations will achieve the four objectives of grid modernization in a manner that is cost-

l

effective for customers. There should be no other result for this proceeding.

-ii-
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COMMONWEALTH OF MASSACHUSETTS
DEPARTMENT OF PUBLIC UTILITIES

D.P.U. I 2-76-A

)
Investigation by the Department of Public Utilities )
on its own Motion into Modernization of the )
Electric Grid )

)

INITIAL COMMENTS OF NORTHEAST UTILITIES

1. Introduction

These initial comments are submitted on behalf of NSTAR Electric and WMECO in

response to the straw proposal issued by the Department in relation to the modernization of the

electric distribution grid in Massachusetts. Investigation by the Department of Public Utilities on

its own Motion into Modernization of the Electric Grid, D.P.U. l 2-76-A (December 23, 2013)

(hereinafter "Straw Proposal"). The Straw Proposal was developed by the Department on the

basis of the Massachusetts Grid Modernization Stakeholder Working Group Process: Report to

the Department of Public Utilities from the Steering Committee ("Grid Modernization Report").I

Northeast Utilities supports the Department's efforts to address the important issue of

grid modernization and generally views the Straw Proposal as a viable start in balancing the

range of competing interests brought forth in the Grid Modernization Working Group

I On October 2, 2012, the Department issued its Investigation by the Department of Public
Utilities on its own Motion into Modernization of the Electric Grid, D.P.U. 12-76 (the "Notice of
Investigation"), commencing an investigation into the modernization of the electric distribution
grid. The Department subsequently convened the Grid Modernization Working Group,
comprised of the Massachusetts Distribution Companies, the Department of Energy Resources
("DOER"), the Office of the Attorney General ("Attorney GeneraI"), the New England
Independent System Operator ("ISO-NE") and other stakeholders. NSTAR Electric and
WMECO were active participants on the GMWG Steering Committee and other committees and
participated in the preparation of the Grid Modernization Report. Northeast Utilities submitted
written comments on the Grid Modernization Report on July 24, 2013.
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("GMWG"). In the Straw Proposal, the Department identifies four grid-modemization

objectives, which are to: (I) reduce the effects of outages, (2) optimize demand, including

reducing system and customer costs, (3)integrate distributed resources, and (4) improve

workforce and asset management. D.P.U. I 2-76-A at 3. All four of these objectives are valid,

reasonable and appropriate in light of today's operating environment. In these comments,

Northeast Utilities offers certain recommendations as a means to better align the Straw Proposal

with the interests of customers, who are the intended beneficiaries of the grid-modemization

objectives.

As an initial note, significant time and resourceswereexpended in the GMWG reviewing

the costs and benefits of AMI. This dialogue established that there are a host of critical issues to

be addressed before it will be possible to determine whether AMI is appropriate for

implementation by the Companies, including evaluation of the impact of its sizeable cost and

lack of attendant benefits. The six-month technical review conducted off the record for this

proceeding cannot be duplicated here in 25 pages. However, there is no rational basis for the

implementation of AMl. Among many other considerations, achievement of the Department's

four grid-modemization objectives does not require the implementation of AMI, despite the

Department's suggestion that it does. Therefore, the Companies' comments below recommend

I
I that the Department modify the Straw Proposal to eliminate the requirement to implement AMI

as part of the required Grid Modification Plans ("GMPs"), along with a few other changes.

11. Analysis and Recommendations for the Straw Proposal

A. Overall Approach

The Department's decision identifies the goals and objectives of a modem electric grid,

while expressly delineating that investment decisions relating to system planning and the
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implementation of new technologies will remain within the responsibility of the electric

companies. D.P.U. I2-76-A at 10, 12. This construct is vital because it will allow NSTAR

Electric and WMECO to develop and implement GMPs that will benefit customers, while

leveraging investments in technology previously made to modernize the distribution system.

Allowing design flexibility will enable the Companies to deploy resources optimally; to develop

and implement GMPs that encompass a workable strategy for achieving measurable progress in

relation to the Department's four, overarching grid-modemization objectives, and to meet the

core obligation to provide safe and reliable service at a reasonable cost. The flexibility to

develop a company-specific plan based on company-specific circumstances is an element of the

Department's Straw Proposal, which should not be changed or diminished in the final result.

B. Comprehensive Advanced Metering Plans

1. Advanced Metering Functionality

The Straw Proposal requires NSTAR Electric and WMECO to include a CAMP in the

first GMP submitted to the Department following the issuance of a final decision in the Grid

Modernization proceedings D.P.U. I 2-76-A at 3, 18. The Straw Proposal further specifics a

list of seven advanced metering functionalities that must be included in the CAMP. ld, at 11-12.

in explaining its decision to require electric companies to develop and submit a CAMP, the

Department asserts that advanced metering functionality is a "basic technology platform for grid

modernization that must be in place before all of the benefits of grid modernization can be fully

realized." lg. at 12 (emphasis added). In addition, the Department asserts that electric

companies will make "individual choices about technology and systems, but must meer the

objectives and requirements." M (emphasis added). The Department further directs that the

2 The Straw Proposal directs that the CAMP should consist of: ( I) a technology proposal and implementation
plan, (2) a business case with a benefit-cost analysis; (3) a request for preauthorization of investments; and (4) a
request for a mechanism to allow for more timely cost recovery than is typically available. Ld. at 18.
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CAMP submitted by each electric company should be designed to achieve the designated

advanced metering functionality within three years of theplan's approval.3 M. Together, these

predicates and associated directives, along with other requirements contained in the Straw

Proposal, have the effect of mandating the accelerated implementation of AM] on the faulty

basis that the benefits of grid modernization cannot be achieved without its implementation.

This outcome is flawed and therefore undermines the integrity of the Straw Proposal.

An Advance Metering System is no! a "basic technology platform" for grid

modernization and is not needed ro realize "all of the benefits of grid modernization. The

Department identified four objectives for grid modernization, all of which can be achieved

without the implementation of an advanced metering system. Meters do not reduce the number

of outages, metering systems are not the only option for optimizing demand or reducing system

and customer costs, and metering systems are not necessary to integrate distributed resources or

to improve workforce and asset management. Therefore, it is not correct that advanced metering

functionality is a "basic technology platform" that must be in place before all of the benefits of

grid modernization can be fully realized, as the Department suggests. 4 at 12.

In fact, there are non-metering technologies that the Companies have implemented, or

can implement in the future within a grid-modemization plan, that would tangibly advance the

grid-modemization objectives set by the Department. For example, utilizing SCADA-enabled

smart switches will both reduce outages and mitigate the effects that outages have on customers.

Substation monitoring, remote controls and microprocessor relays can mitigate the impact of

widespread outages, manage load constraints, and help to optimize the use of assets in real time.

As a means to optimize demand, the installation of automated capacitor banks increases system

3 The Department states that it will consider proposals to implement advanced metering functionality over a
longer term so long as an alterative timeline is provided.
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efficiency and reduces costs. Direct control of load or generation can be employed to manage

system peaks. In order to allow for the integration of distributed resources, sensors and systems

for advanced load f`low models that allow for more distributed resources on a circuit can be

installed. As for improving workforce and asset management, next generation mapping and

outage management systems increase the efficiency of response to outages, while

communications, sensors and systems provide system level situational awareness and enhanced

safety. Therefore, it is clear that the Companies would be able to identify and implement a suite

of non-meter technologies and processes, in addition to those already implemented, in order to

advance the Department's grid-modemization objectives without the implementation of an

advanced metering system.

There is also an important dynamic involved in relation to the integration of widespread

distributed energy resources to the electric power grid. industry study conducted by entities such

as the Electric Power Research Institute shows that the electric distribution grid will require

substantial investment to be positioned for the integration of distributed energy resources.4

Therefore, grid-modernization efforts have to be closely coordinated with policies that are

encouraging the growth of distributed energy resources. Finite capital resources available for

grid modernization should be aimed at this integration effort before any additional monies are

expended on metering capabilities that provide limited and/or speculative incremental benefits

over current metering technology (following many years of investment in those systems).5

Moreover, the growth of distributed generation and current subsidies results in the bypass of the

electric distribution system by potential electric customers leaving fewer and fewer customers to

Value fan IntegratedGrid: UtilizingUri/ity~Scale and Distributed Energy Resources, at l (January6,4

2014).
5 NSTAR Electric and WMECO have deployed Automated Meter Reading ("AMR") drive-by meter reading
capabilities deployed throughout their service territories.
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pay for it. This creates a pricing crisis in practical terms for both residential and business

customers remaining on the system. Huge additional investments to the distribution system will

only have the effect of exacerbating the issue for customers.

Accordingly, not only is there a flaw in the Department's premise that an advanced

metering system is a "basic technology platform" for grid modernization, but also the

implementation of a costly, advanced metering system is at odds with policies designed to

promote the growth of distributed energy resources. In directing the implementation of AMI, the

Department's Straw Proposal docs not address or consider this juxtaposition to any degree.

However, immense, near-tem1 investments in advanced metering systems should not be

mandated without (l) methodical, valid analysis of the associated costs and benefits, and (2) the

development of a plan to solve the detrimental impact of cost-shifting driven by the pervasive

installation of distributed energy resources.

There Is No Rational Basis for Department-Mandated Implementation of AML The

Straw Proposal is structured so that, given current technology alternatives, AMl is the only

strategy that will satisfy all seven of the advanced metering functionalities required of the

CAMP. Two criteria in particular dictate the implementation of AMI to satisfy the complete set

of functionalities. Specifically, it is impossible to collect customer interval data in near real-time

(i.e. hourly), which could also be usable for settlement in the ISO-NE energy and ancillary

service markets, absent the implementation of AMI. The same is true for the required

functionality that enables two-way communication between customers and the Companies.6

Throughout the GMWG, Northeast Utilities consistently raised the coneem that the costs

associated with AMI are currently astronomical, while the incremental benefits for customers are

6 Twoway communication is feasible on an opt-in basis. From a practical perspective, to deliver the service
to all customers on an opt-out basis, the Companies would need to deploy an AMI communications infrastructure.
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small in comparison. The Companies will not repeat all of the dialogue that has occurred here

due to space constraints, however, the ultimate conclusion has not changed. There are better

technologies in which to invest customer funds for the achievement of grid-modemization

objectives. The decision to implement AMl goes against the best business judgment of the

Companies and cannot be rationally cost justified in terms of a net benefit for the overall

customer base that will pay for the investment over the long term. Some of the significant

conccms left unaddressed by the Department in the Straw Proposal include the following:

First, the mandated implementation of AMl is not a prerogative within the Department's

discretion. The specification of particular technologies or technological platforms is an issue

within the management judgment of the Companies and which would only be undertaken on the

basis of all relevant investigation and analysis. For this reason alone, mandated AMI

implementation is not the correct manner in which to advance the Departmentfs identified grid

modernization objectives. Rather than a rush to judgment, the Department should carry through

with the acknowledgment that flexibility at this stage is advisable and that the Companies should

be allowed to design their GMPs in a manner that provides cost-effective benefits to customers

with the seven functionalities serving as long-term guidelines rather than short-term mandates.

Second, the Department has not given any credence to the concern raised in the GMWG

that the implementation of AMI is a costly undertaking at this time and there is no cost

justification that can support the implementation of AMI. As identified by Northeast Utilities

throughout the GMWG process, an AMI rollout is problematic due to the extraordinary cost

associated with, at best, a modest increase in functionality. The implementation of AMI involves

significantly more than the replacement of meters. An AMI roll-out would require either the

significant enhancement or replacement of  the following systems: Communications
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Infrastructure used to transmit communications from the meter to the Companies, Meter Data

Management System used to collect, store and process interval data and enable ISO settlement,

Meter Asset Systems used to store information about all meter assets; Customer Information

System ("CIS") used to calculate and present bills with time varying rates ("TVR"),7 ISO and

Load Research Systems used to interface with internal metering, CIS and ISO processes; the

Outage Management System used to utilize meter-level data to support restoration efforts, and

any company-owned home technology systems, e.. usage displays and thermostats. The

Companies' media and call center capabilities would also need to be enhanced to address any

AMl implementation. Costs would also exist in relation to the meters, associated technologies

and related systems that are currently in place and that would have to be retired before the end of

their useful life. Northeast Utilities estimates, conservatively, that the price tag for an AMI roll-

out, including the recovery of existing investment on the Companies' books would likely

approach, and possibly exceed, $1 billion over the course of the CAMP implementation - all of

which is to be home by customers who may or may not be interested in interacting with the

distribution system at the level implicated by AMI technology.

Third, even if there is any chance that the cost of implementing AMI can be justified, it

cannot be justified without resolution of the Department's investigation into TVR and other

issues tied to the cost-benefit analysis. The Department may believe that it can work through the

TVR investigation quickly to expedite the development of cost-benefit analyses in time for mid-

year filings of the GMPs. However, TVR is a complex concept worthy of in-depth analysis and

consideration. A key consideration is whether or not the supply component would be subject to

TVR, considering this part of the business is unregulated. If not, it is questionable as to how

7 TVRs can include time-of-use rates, critical peak pricing, peak-time rebates, and real
time pricing. D.P.U. I 2-76-A, at 34.
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I effective TVR would be if it only affects half of a customer's electric bill. The development of

a company-specific TVR proposal, including but not limited to the type and design of a TVR

mechanism that best achieves grid-modemization objectives, which rate classes would be

affected, whether TVR would be mandatory and, if so, for which rate classes, and how best to

educate customers as to the opportunities and mechanics of the proposed TVR mechanism, are

issues that are critical to the development of a TVR proposal that will take time to evaluate,

present and decide. Without the Department's final determinations regarding TVR, the

Companies cannot begin to developa valid cost-benefit analysis for the required CAMPs.

Similarly, without resolution of the Department's investigation into cyder-security, it is

not possible for the Companies to develop a suitable CAMP. AMl introduces a brand new portal

into the Companies' information systems, significantly increasing the Cyber-security risk.

Currently, the only mandatory standard for electric distribution company cyder-security is the

North American Electric Reliability Corporation Critical Infrastructure Protection ("NERC-

ClP"), which applies only to bulk power systems and not to the electric distribution systems and

metering infrastructure subject to the Department's jurisdiction.8 D.P.U. 12-76-A at 35-36. In

its investigation into Cyber-security, the Department stated that it intends to explore whether or
!
I

I
not to use existing standards to assess the Companies' cyder-security practices and, if warranted,

could expand the investigation to broader Cyber-security planning and risk management. Ld [t is

reasonable to assume that such an investigation could lead to the implementation of a series of

cyder-security planning and risk management mandates. Implementation of these mandates

a There are voluntary cybersecurity recommendations and guidelines for electric distribution companies
including: (l) the National Institute of Standards and Technology ("NlST") Interagency Report ("NlsTlR") 7628,
entitled, "Guidelines for Smart Grid Cyber Security;" (2) the United States Department of Energy's "Risk
Management Process" and (3) the Electricity Subsector Cyber Security Capability Maturity Model ("ES-C2M2").
Ld. at 36. Additionally, NIST is developing a critical infrastructure security framework in response to the
President's executive order on cybersecurity. Ld
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would necessarily involve significant costs as they would affect all aspects of the Companies'

distribution systems and related IT systems. These costs must be incorporated into the cost-

benefit analysis for AMI.

It is also premature to assume that AMI can provide for large-scale conservation voltage

reduction ("CVR"). D.P.U. I2-76-A at I I. Unlikc many other grid modernization technologies

and processes, CVR was not extensively discussed or analyzed during the course of the GMWG.

CVR is an intricate and potentially problematic issue that affects, in addition to meters,

numerous aspects of a distribution system warranting far more investigation than is contemplated

under the Straw Proposal. To date, no major utility in the United States has implemented a

large-scale CVR program, nor has such a program been introduced in Massachusetts to enable

the Companies to gain either direct or indirect experience with such an initiative. The

requirement to include a large-scale deployment in the CAMP without allowing for the proper

investigation to determine the appropriateness of such a program is arbitrary and, most likely,

will result in the expenditure of significant funds by customers for, at best, minimal benefits.

Rather than the premature requirement of CVR, the Department should allow the Companies to

exercise their expertise to evaluate CVR to determine if it is appropriate for implementation.

Fourth, there is no evidence that customers are willing to pay for the limited incremental

functionality gained through implementation of AMI. In fact, there is evidence to the contrary.

For example, industry studies show that only 46 percent of customers are aware of the concept of

"smart metering," and of that percentage, 33 percent associate smart metering with complaints of

meter inaccuracy, higher customer bills, invasion of privacy and health concerns. In the

Companies' experience, even very large customers with sophisticated energy-management

capabilities prefer stabilized fixed and/or predictable rates to assist in managing their business
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or personal interests rather than time varying rates. Certain customer segments, particularly the

commercial and industrial sector, have significant reservations about AMI and TVR. Many

customers have a deep aversion to technology that links them to the "grid" in a way that they

perceive as an invasion of their privacy and/or detrimental to their health.

In addition to concerns about customer interest, the Department is requiring the

implementation of costly infrastructure that would have to be paid for at the very same time that

the Department's policies seek to allow customer exits from the distribution system to take

advantage of distributed energy resources. No analysis of this dynamic has been undertaken; nor

has any quantification whatsoever of customer bill impacts. Customers value price and

reliability above all else and the implementation ofAMI serves neither of these objectives.

Moreover, the Department should also consider the results and experiences of recent and

ongoing pilots before blindly moving forward with an AMI mandate. Smart metering pilot

programs across the country have produced similar results in terms of showing a lack of

customer interest. Even the most successful residential time-of-use pricing programs have no

more than 50 percent participation by the residential customer base. For example, NSTAR's

Smart Energy Pilot has seen significant participant degradation relative to the initial number of

customers installed. As reported to the GMWG, NSTAR Electric made 53,000 customer

contacts in an attempt to enroll customers in its smart grid program, only 3,600 customers

enrolled; only 2,700 customers were installed and approximately 40 percent of those 2,700 initial

participants were removed or dropped out of the pilot by May 2013. PSE&G's "my Power"

pricing pilot saw similar results in which 27 percent of participants were either removed or

dropped out (excluding the control group). Roll-outs of AMI require careful consideration of the

different implementation challenges, including customer perception about bills, security and
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health-related issues. Market research will help to assess what functionalities are important to

lthe different customer classes and whether or not those customers will view the achieved

functionalities as worthy of the anticipated costs. Given the level of expenditures associated

with AMI, it is prudent for the Companies to determine what the market will bear prior to

designing their CAMPs. Failure to do so could result in decreased customer interest in grid

modernization and other negative impacts. The success of the Companies' GMPs relies heavily

on the participation of those who will ultimately bear the costs of those efforts.

Fifth, in mandating AMI, the Department has failed to consider the role that competitive

markets should play in grid modernization and the costs that competitive market providers and

other market participants have already invested in grid modernization efforts. For instance,

home energy automation solutions like smart thermostats and appliances are advancing at a rapid

pace and, in many cases, are leverage existing communications infrastructure such as broadband

the internet. Rather than duplicating these expenditures and predetermining that the preferred

communication should be enabled through the ill-considered implementation of AMI, the

Companies should be afforded the flexibility to design GMPs that leverage the expenditures for

the benefit, not to the detriment, of customers.

Last, but not least, there is little confidence that the incremental benefits of moving to an

AMI platfoml will be sufficient to warrant the cost. Customers have already supported the

investment associated with the installation of AMR metering technology and the incremental

benefit afforded by AMI arises from the communications element, not from the metering

element. Operational savings were realized with the implementation of AMR and are not further

available with the implementation of AMI. This means that the incremental benefit of AMI is

largely limited to the communications element, which can be addressed in other ways without
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incurring the cost of the meter. Given that the grid modernization technology sphere is a

dynamic, rapidly evolving marketplace, it is also unclear whether the incremental benefits, if

any, would begin accruing to customers prior to the implemented AMl platform being rendered

obsolete. In any event, the cost remains unjustified by the benefits.

Recommendation: The Companies recommend that the Department modify its mandate

regarding implementation of the CAMP to establish the seven functionalities as optional, long-

term guidelines for CAMPs, rather than required elements. In addition, the Department should

reaffirm that electric companies retain the discretion to structure GMPs to incorporate

components identified by the Companies as furthering the four grid-modemization objectives,

subject to the approval of the Department. This flexibility will allow the Companies to design

GMPs that are cost-effective, beneficial and assist in the continued modernization of the grid

thus enabling the Companies to continue to provide safe and reliable service to customers.

2. C A M P Cost-Benefit Analysis

The Straw Proposal requires CAMPs to include a cost-benefit analysis using the business

case approach, assessing all costs and benefits, including those that are diff icult to quantify, as

advocated by the Clean Energy Caucus in the Grid Modernization Report. lg. at 20, Grid

Modernization Report at 82. Before it pre-authorizes the CAMP, the Department must find that

the benefits, quantified and in-quantified, exceed the costs. D.P.U. I 2-76-A at 20. However,

the Department states that the Companies should not include any costs incurred for existing

meters and associated systems in the CAMP cost-benefit analysis, which would be retired from

service prior to the end of  their useful lives pursuant to the CAMP. 4 Under the Straw

Proposal, the Companies are required to base their CAM P cost estimates on various sources,

including vendor quotes. 4.
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Earlier in these comments, Northeast Utilities described the need to understand the costs

and benefits associated with any mandates resulting from the separate TVR and Cyber-security

investigations. Additionally, it is necessary to have as much precision and specificity as

practicable regarding the quantification of benefits associated with the CAMP, especially since

the Department, in subsequent cost recovery proceedings, will evaluate the CAMP expenditures

in light of the projections in the cost-benefit analysis. ld, at 21. The Companies understand the

Department's position regarding the desire to include in-quantified benefits in the CAMP

analysis to ensure robust CAMPs designed to help achieve the Department's grid modernization

objectives. However, given that the Companies' ability to recover costs will be based in pan on

comparison to the original cost-benefit analysis, it is critical to quantify as many of the benefits

as is practicable in order to avoid reliance on skewed cost-benefit analyses results and the

potential for disallowance of cost recovery in subsequent proceedings. Failure to do this could

lead to conservative CAMPs to minimize the risk of the disallowance of otherwise prudently

incurred costs based on an overgenerous inclusion of in-quantified benefits in the initial CAMP

cost-benefit analysis.

Furthermore, in ascribing a weight to in-quantified benefits, it is important to consider

the time period over which the CAMP benefits are anticipated to accrue. Given that the Straw

Proposal requires each GMP to cover a I0-year period and be updated in the Companies' base

distribution rate cases, which must occur no less often than every five years pursuant to G.L. c.

164 §94, benefits that will not accrue until well in the future may not be appropriate for inclusion

in the cost-benefit analysis given the likelihood a updating the CAMP due to changing

technologies, processes and other related issues.
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The Straw Proposal also requires the Companies to include projections about electricity

and peak-load savings from the implementation of TVR, along with the underlying assumptions,

in the CAMP cost-benefit analysis. lg., at 34. in recognition of the complexities involved with

developing TVRs, the Department will open a separate investigation into TVRs in the near future

I

I
Il

u .to examine the optimal approach to rate design. Northeast Utilities supports the

I

i
Department's plan to conduct a separate investigation into TVRs and looks forward to actively

participating in that investigation. The Companies agree that TVR is a complex concept worthy
I

of in-depth analysis and consideration (see above). In the event that the Department chooses not

to accept the Companies' recommendation that the Companies' develop their GMPs and CAMPs

following the conclusion of the TVR investigation, the Companies believe that it is premature to

include any projections of TVR-induced electricity and peak-load savings in the CAMP cost-

benefit analysis prior to the conclusion of the investigation. Such projections would have to be

based almost entirely on assumptions, as opposed to measureable facts, rendering them

questionable, at best. As noted above, given that future cost recovery is based, in part, on a

comparison to the CAMP cost-benefit analysis, any TVR savings projections would likely be

very conservative which would tend to skew the results of the cost-benefit analysis. It is more

appropriate to forego inclusion of TVR savings in the cost-benefit analysis and rely, in the

future, on TVR savings projections that are grounded in experience following the conclusion of

the separate TVR investigation, and the Companies' determination of the most appropriate TVR

to implement in their respective service territories.

As for the costs to be included in the cost-benefit analysis associated with the CAMPs, it

is necessary for the Companies to retain the discretion to select technically qualified vendors

from whom the Companies' would seek cost information. Given that future cost recovery of
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CAMP expenditures rests, in part, on comparison to the original CAMP cost-bcnefit analysis, it

is critical to only include reliable cost estimates from vendors. Given their relationships with

vendors, the Companies are best suited to determine which vendors' cost estimates are to be

included inthe CAMPcost-benefit analysis.

Lastly, Northeast Utilities strongly disagrees with the Department's determination that

the costs associated with any meters and associated systems, such as those enumerated above,

that are retired prior to the end of their useful life under the CAMP should not be accounted for

in the CAMP cost-benefit analysis. The costs that currently exist on the Companies' books in

relation to existing meter plant support existing functionality. The implementation of AMI

infrastructure will duplicate this functionality to some, perhaps a significant, extent. Therefore,

if the costs existing on a company's books are excluded from the cost-benefit analysis, then the

benefit of functionality that is duplicated by AMI infrastructure must also be excluded or the

result is a double-counting of benefits. In order to ensure that the Companies are implementing

CAMPs where the costs are justified by the benefits (m D.P.U. I 2-76-A at 3, 20), all associated

costs must be included in the analysis or duplicative benefits must be eliminated from the

analysis. Otherwise, the cost-benefit results will be skewed eliminating a rational basis for the

investment decision.

Additional study and analysis is needed to assure that there is a solid business case for

this colossal investment; yet, the Department is mandating implementation within three years,

unless an exception is approved. The Department has indicated that it will undertake separate

TVR and Cyber-security investigations to resolve issues implicated in the implementation of

AMI infrastructure, however, these aspects represent only part of the analytical foundation that
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would be needed to support this investment decision. Any cost-benefit analysis, developed on

the short timeline envisioned by the Straw Proposal, would be seriously deficient.

In addition, Northeast Utilities respectfully requests that the Department's pre-

authorization of the Companies' CAMPs, discussed in greater detail below, also constitutes an

endorsement of the Companies' decision to retire the meters and associated systems and obviates

the need for further review of the Companies' decision in future cost recovery proceedings. The

Companies acknowledge that they would bear the burden of demonstrating that the costs

associated with the removal were prudently incurred.

c. Cost Recovery

During discussions with the GMWG, Northeast Utilities made it clear that cost recovery

would need to be al igned with the objectives of the GMP in order to al low for its

implementation, including the installation of technologies that would not otherwise be

undertaken without the GMP, or would be undertaken on a time frame different from the

timeframes laid out by the Department for the GMP. The Straw Proposal provides that the

Companies may request implementation of a capital expenditure tracking mechanism for their

proposed CAMP expenditures, however, the cost-recovery opportunity appears to be directly

contingent upon the implementation of AMl. D.P.U. I 2-76-A at 18. In allowing for this cost-

recovery, the Department stated that it was seeking to remove perceived impediments to grid

modernization. LQ. However, because the Department has linked its cost-recovery option to the

implementation ofAMI, the Department has in effect created a recovery mechanism for the most

expensive grid-modemization technology with the least certain benefits, without any evidence to

support that this is the appropriate end-state for the Companies' distribution systems and
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I customers. The availability of a cost-recovery mechanism for a system that is unwarranted by a

business case is not removing any impediments to grid-modemization efforts.

If the Department is truly seeking to accelerate the deployment of cutting-edge grid

modernization technologies to achieve the delineated grid-modemization objectives and

functionalities in the near term rather than through a traditional capital investment plan cycle, the

Department must allow for implementation of a cost-recovery mechanism outside of the

traditional rate case arcana. Restricting the bulk of grid modernization efforts to traditional

I
I

!

l

I

ratemaking treatment will limit the scope and breadth of the Companies' GMPs, where targeted

cost recovery for these efforts would, instead, foster innovation and lead to more robust GMPs

aimed towards more fully achieving the Department's delineated grid modernization objectives.

Without targeted cost recovery, the grid-modemization initiatives contained in the Companies'

GMPs will be forced to compete for funds with more traditional capital investments necessary to

maintain the safety and reliability of the Companies' distribution systems. There is a finite pool

of funds for capital projects and efforts such as vegetation management and system hardening

which provide a more immediate improvement to reliability and safety may be prioritized ahead

of grid modernization initiatives whose benefits accrue over the longer term. In order to avoid

this constraint on GMPs, the Department must extend targeted cost recovery to the grid-

modemization initiatives contained in the Companies' GMPs, conditioned on the Companies'

adherence to any mandated targeted cost recovery mechanism elements.

Regarding the form and required elements of  the targeted cost recovery mechanism,

specifically the requirement that the Companies bear the burden of demonstrating that all of the

costs they seek to recover through their capital expenditure tracking mechanisms are incremental

9
The Straw Proposal states that, while vegetation management and system hardening may improve

reliability and prevent outages, these types of initiatives are not gridmodemization functionalities. D.P.U. I2-76-A
at 10.

-18-

PASE # 948' 4



l
l

to those recovered in base rates, Northeast Utilities supports the use of the incremental test

utilized by Bay State Gas Company d/b/a Columbia Gas of Massachusetts ("Bay State") in its

targeted infrastructure recovery factor ("TlRF").

D. Pre-Authorization

In the Straw Proposal, the Department states that, if it approves the CAMP, its pre-

authorization "endorses" the Companies' decision to proceed with the investment plan. D.P.U.

l 2-76-A at 18. The Department states further that the pre-authorization of the CAMP obviates

the need for "further review of the Companies' decision or timeline for making the CAMP

linvestments in subsequent cost recovery proceedings, although the Companies must still

demonstrate to the Department's satisfaction that the CAMP investments are used and useful and

that CAMP costs were prudently incurred. M at 18-19.

Northeast Utilities supports the direction that the Department has taken in relation to the

CAMP reauthorization and the Department's "endorsement" prior to the expenditure of funds

and the commitment of resources. The Companies understand this to mean that, following the

pre-approval, there will be no subsequent second-guessing as to whether it was reasonable and

prudent for the Company to implement the CAMP, while appropriately requiring an a&er-the-

fact demonstration that the actual CAMP expenditures were reasonable in terms of prudent

management of construction costs. However, two concerns are raised by this paradigm. First,

the Department cannot leave open the determination as to whether the investments are "useful"

to customers. Because technologies for grid modernization are evolving quickly and the

Department is pushing the electric companies to implement cutting edge technologies on an

accelerated basis, the "usefulness" of investments may be called into question after the fact, even

though an electric company is executing its Department-approved GMP. Whether investments
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are actually in service is a threshold that can only be met after installation and is appropriately

deferred to a cost-recovery proceeding, where costs will be reviewed for reasonableness.

Second, the Department must extend this treatment to all elements of the GMPs (not just the

CAMP) so that the Department's approval of the GMP eliminates the need for further review of

the Companies' decisions or timeline for making the GMP investments in any subsequent GMP-

related cost-recovery proceeding. Without these two changes, the Companies would be forced to

expend funds and commit resources based on a Department approval that might not withstand

the test of time.

E. Grid Modernization Metrics

In order to evaluate the Distribution Companies' implementation of their respective

GMPs and CAMPs and progress towards the Department's identified grid modernization

objectives, the Department intends to develop company-specific implementation metrics and a

standard set of targeted, statewide performance metrics for GMPs. 4. at 29. At this time, the

purpose of the metrics will be to record and report relevant information without a determination

of whether it may be appropriate to connect such metrics to financial penalties and rewards in the

future. Q. Under the Straw Proposal, each electric company must include: (l) infrastructure

metrics that track its implementation of grid modernization technologies or systems, and (2)

perfomlance metrics that measure progress towards the objectives of grid modernization. Q. at

29-30.

Northeast Utilities is supportive of performance-based metrics within the context of the

|

GMPs as a means of providing information regarding progress towards grid modernization

objectives. The Companies emphasize that these performance-based metrics must be based on

grid modernization functions completely under their control and that the Companies'

-20-

PABE #80

v " ' - "



performance under the metrics is measured using quantitative and objective, rather than

subjective, criteria. It is important that valid performance indicators are created and a discernible

correlation between Company efforts and progress towards grid modernization objectives is

established. This principle will enable an equitable review of the Companies' progress and will

provide a solid basis for determining whether modifications should be made to the GMPs.

F. Separate TVR Investigation

As noted above, the outcome of the TVR investigation is inextricably intertwined with

the design of the GMPs and CAMPs. Given this and the Companies' need to develop and

implement grid modernization initiatives that are designed to achieve the Department's identified

grid modernization objectives, the Companies respectfully request that the Department initiate

the separate TVR investigation and allow the Distribution Companies to apply the guidance and

benefits of that investigation to their initial GMPs, including CAMPs.

G. Cyber-security

The Department also intends to explore, in the context of grid modernization, issues related

I to cyder-security, privacy, and access to meter data in a separate proceeding. D.P.U. I2-76-A at 4.

The Straw Proposal requires all GMPs to describe the Distribution Companies' strategies for

ensuring cyder-security, privacy, and safeguards in the sharing of meter data in conjunction with

their grid modernization activities. L. at 31. The Companies are supportive of the Depallment's

determination to address cyder-security, privacy, and access to meter data in a separate proceeding

and look forward to actively participating in that proceeding. As noted above, it is critical for the

Companies to know the outcome of that investigation and to apply any directives to their GMPs and

CAMPs. Northeast Utilities also stresses the critical nature a safeguarding this information and

cautions against wide public dissemination of NSTAR Electric and WMECO's specific proposals to

ensure that their respective electric distribution systems and related systems are safe from cyber-

_2 I-
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attacks. Although the Companies acknowledge that it is important for the Department to be apprised

of their plans and procedures, public dissemination of this information weakens the Companies'
i
l
l
lability to safeguard their systems and customer information.

H. Research and Development

in its  e f forts  to  ensure continued grid  modernization and the adoption of  new grid

modernization technologies, the Department requires the Distribution Companies to provide

information about their current research and development ("R&D") activities. Ld. at 32. Both

NSTAR Electric and WMECO have developed robust and beneficial relationships with vendors,

academic instimtions and research entities to ensure that they are continually apprised of new or

improved technologies and processes, including grid modernization technologies and processes,

which enable the Companies to continue to provide safe and reliable service to their customers. By

leveraging these relationships, the Companies gain the benefit of the vendors' and institutions'

expertise and experience with both emerging and newly developed technologies and processes that,

in Mm, enables NSTAR Electric and WMECO to make informed decisions about which processes

and technologies arc best suited for short and longer-term safety and reliability needs. Although

Northeast Utilities believes that its approach to R&D is the currently the most appropriate method, if

the Department were to require the Companies to conduct grid modernization technology R&D in

furtherance of grid modernization objectives, then recovery of any R&D costs would be appropriate

for recovery from customers.

HI . Conclusion

NSTAR Electric and WMECO are committed to fulf illing their obligation to provide safe

and reliable service for their customers. Further enhancing the resiliency and safety of  the

dis tribution system through grid  modernization is  an important and complex issue. The

-22-

PAGE #88

- -



Companies appreciate the opportunity to comment on the Department's Straw Proposal and look

forward to continuing to actively participating in the on-going grid modernization proceeding.

3
l
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Appendix A

Specific Questions from the Department

1. to  e lec t r ic  d is t r ibu t ionHa s  t h e  De p a r t me n t  p r o v i d e d  t h e  c o r r e c t  d i r e c t i v e s
companies on grid objectives?

In  the  St raw  Proposa l ,  the  Depar tmen t  iden t i f ies  fou r  g r id -modemiza t ion  ob jec t ives ,

which are to: (1) reduce the effects of outages, (2) optimize demand, including reducing system
i

and customer costs ;  (3)  in tegrate  d is tr ibuted resources,  and (4)  improve workforce and asset

management. D.P.U.  I 2 - 7 6 - A a t  3 . Al l  fou r  o f  these  ob jec t ives  a re  va l id ,  reasonab le  and

appropr ia te  "d i rec t ives" in  l igh t  o f  today 's  opera t ing  env i ronment .  The Depar tment 's  spec i f ic

d i rec t ives  regard ing  the  requ i rement  to  deve lop  and  imp lement  a  Comprehens ive  Advanced

Meter ing  Plan  ( "CAMP")  meet ing  seven  p redes igna ted  c r i te r ia  tha t  can  on ly  be  met  w i th  the

implementat ion of Advanced Meter ing Infrastructure are not the "correct d irect ives" for e lectr ic

distr ibution companies. The Companies have addressed the reasons for th is conclusion in their

comments on the Straw Proposal.

2 . Ha s  t h e  De p a r t me n t  e s t a b l i s h e d  a p p r o p r ia t e  p r io r i t i e s  a n d  t ime l in e s  f o r  g r id
modernization?

The Companies have offered severa l recommendations re lat ing to the requirement and

t iming  o f  the  submiss ion  o f  a  CAMP. In  sum, the  Compan ies  recommend tha t  the  Depar tment

modify i ts mandate regarding implementation of the CAMP to establish the seven functionalit ies

as  op t iona l ,  long- te rm gu ide l ines  fo r  CAMPs,  ra ther  than  requ i red  e lements .  In  add i t ion ,  the

Department should  reaff i rm that e lectr ic  companies re ta in  the d iscret ion to  s tructure GMPs to

incorporate components ident i f ied by the Companies as further ing the four gr id~modemizat ion

object ives, subject to  the approval o f  the Department.  Th is  f lexib i l i ty  w i l l  a l low the Companies

to design GMPs that are cost-effect ive, benefic ia l and assist in  the continued modernizat ion of

l
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the electric grid, thereby creating a regulatory construct consistent with the Companies' public

service obligation to provide safe and reliable service to customers.

l

In addition, as described in the Companies' comments, the pending investigations by the

Department into TVR and Cyber-security should be completed before requiring the submission of
i
lil
l

a CAMP. This will ensure that assumptions of costs and benefits are aligned with outcomes of

those proceedings. The timeline set out by the Department for filing of a CAMP is likely too

aggressive to allow for reasonable consideration of these important issues.

3. Is the Department's requirement to achieve advanced metering functionality
appropriate?

The Department's requirement to achieve advanced metering functionality is not

appropriate, particularly where the seven functionalities identified by the Department are made

mandatory. The Companies provide extensive comments on this question in Section ll.B.l

Advanced Metering Functionality. In summary, an Advanced Metering System is not a "basic

technology platform" for grid modernization and is not needed to realize "all of the benefits of

grid modernization."

4. Which aspects of the benefits cost analysis should include industry-wide figures?

The cost-benefit analysis should incorporate company-specific information wherever

practical and feasible. If industry-wide figures are used, emphasis should be placed on using

information that represents actual deployments rather than estimated deployments. Care must be

taken with industry-wide figures as that data would likely include inherent biases and differences

that would skew the results, making it difficult to compare actual results to the initial analysis.

5. Which aspects of the benefits cost analysis should be company-specific?

Please see the response to Question 4.

2
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6. Has the Department established the correct categories of benefits associated with
achieving advanced metering functionality"

At this point in time, the Companies do not have additional comments regarding the

categories proposed by the Department. However, as explained in section ll.B.2 - CAMP Cost-

Benefit Analysis, the Companies emphasize the need to include all cost impacts created by the

technology implementation.

7. Sbould the Department establish a targeted cost recovery mechanism for CAMP
investments"

Please see the Companies' comments in section ll.c - Cost Recovery.

8. Should the Department review and approve a cost-tracking accounting system in
advance of allowing a targeting cost recovery mechanism"

Please see the Companies' comments in section ll.c - Cost Recovery.

9. What aspects of a cost recovery mechanism should the Department establish?

Please see the Companies' comments in section lI.c - Cost Recovery.

10. Should the Department establish an offset to O&M expenses to recognize cost
savings from grid modernization technologies?

Offsets to O&M expenses may or may not be applicable or appropriate and should be

evaluated in the context of a company's cost recovery proceeding.

11. Should the Department adopt metrics in this proceeding?

Please see the Companies' comments in section lI.E - Grid Modernization Metrics.

12. What information or standards on cyder-security, if any, should apply to GMPs?

Please see the Companies' comments in section ll.G - Cyber-security.

3
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Florida Power 8 Light Company
Docket No. 1 m13-E1
Staffs First Data Request
Request Na. I
Page I al I

QL'ESTlON
Please refer to Page I of the petition and also lo Page 10. Paragraph 31 of the motion which

indicate a proposed effective date for the optional nonstandard meter rider (NSMR) lariaT of
April I. 2014.

a. It is understood that the pilot project to inspect approximately 400 smart meter enclosures
that is nfened to in Order No. PSCI30387DS-El is expected to be completed "in the lim
quarter of 2014.' Please indicate if the referenced pilot project will be compiled prior to the
April l, 2014 elective date proposed for the NSMR UriH. Please state if staff will have a
copy of the neon before the NSMR tariff goes into effect.

b. Phase indicate if the results al the referenced pilot project will have an impact on the costs
submitted in support of the proposed NSMR tariff including specific examples of whether the
pilot project findings could be used to adjust any of the east estimates that have been
provided for the proposed Enrollment Fee and the proposed Monthly Surcharge.

a.
RESPONSE

The field testing for the meter enclosure project is scheduled to be completed during the first
quarter of 2014. If the project milestones that FPL established in Docket No. l 30l60El
hold, FPLs written report of the results and the plan for the future use of the model should
be available for staff before the NSMR goes into effect FPLs ability to achieve the
milestones it set for itself in Docket No. l 30l60-El is primarily dependent upon the
willingness of FPL's customers to participate in the project.

b. The purpose of the meter enclosure project is to funhcr validate and refine a predictive tool
that FPL is developing to identify probable lutune smart meter communications failures
likely to be caused by conditions within customer~owned meter enclosures. That project will
have no impact on the costs submitted in support of the proposed NSMR tariff. There are no
examples of pilot project findings that could be used to adjust any of the: tariff costs.

I FPL 000001
Ns.\lR
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Florida Power Jr Light Company
Docket No. D0113-E1
Slash First Data Request
loquat No. z
age I of I

l

i

1

l

\
W

l

QUESTION
Please refer to Page 7 Paragraph "3 of the petition. which refers to customers on the postpone
list.

a.

b.

c.

Please define smart meter eligible customers.

Are any customers exempt from being smart meter eligNale"

Have any commercial customers asked to be on the postpone list"

RESPONSE

a. FPL expects to install smart meters for all customers. and therefore all customers will be
smart meter cligibk customers. The NSMR tariff will be available m all of these customers
as long as they have not tampered with or used service in a fraudulent manner. FPL's current
smart meter eligible customers are those customers whose premises currently arc intended to
meive a smart meter. This includes over 4.5 million customers to date.

There are customers whose premises are not yet included in the "eligible" group because
their smart meter installations and activations have not yet been completed. This group of
customers is primarily made up of Commercial/Industrial customers outside of Miami-Dade
County. The remaining customers are scheduled to have smart meter installations completed
by 2015.

c. Yes, 743 Commercial/Industrial customers have asked to be placed on the postpone list.

FPL 000001
NSMR

_
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Florida Power & Light Company
Docket No. 130113£1
Staffs First Du: Request
Request No. I
heel of I

QUESTION
Describe the metering technology provided to net metering customers. Are rel metering
customers also considered to be customers who elect nonstandard non-communicating meter
service in lieu of the standard communicating smart meter service'

a. If yes please explain why it is necessary for the net metering customers to pay the proposed
optout fees.

If no, please advise where in the NSMR or other tariff sheets the net metering customers are
exempt from the proposed NSMR"

RESPONSE
Electronic net meters an designed to measure energy flow in both directions through the meter.
The meter measures the energy consumed and produced by a customer in two separate registers.
A Smart Net Meter ha the communications module allowing the usage data from the two
registers to be read remotely. Smart Net Meters are currently being installed at all of FPL's net
metering customers' locations as the standard net meter.

1
i
1

No. net metering customers will have the option offing service pursuant to the NSMR tariff.

a. Not Applicable.

b. Net metering customers are not exempt from the NSMR tariff.

l
I

.
I
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Print https://us-mg5.mail.yahoo.com/neo/launch?.rand=c le9e8qrjvau0=

Date:

Subject: Re: Contact Us Form// (KMM5194778V83763LOKM)

From: Souther California Edison KANA Customer Service (ctiphc@sce.com)

To: w6345789@yah00.com,

Saturday, January 31 2015 7:55 AM

Confidential Information

Dear Warren Woodward,

1

lThank you for visiting Souther California Edison's website.

Yes, we do have other meters available to customers, other than the Smart Meter.

If you have any additional questions, or if we may be of further assistance, please call our Net Energy
Metering Department at (866)70l-7868. We are available Monday through Friday, 8:00am to 5:00pm.

We appreciate the opportunity to serve you!

Sincerely,

T. Elsasser
Net Energy Metering Department
Souther California Edison

Original Message Follows: ------------~--~--------

I

Please answer the simple question I asked. I cannot find the answer at your website which is why I
emailed you in the first place.

The question is this: Can a customer with a grid-tied solar system refuse a "smart" meter and have just a
non-transmitting analog meter?

From: Souther California Edison KANA Customer Service <cfiphc@sce.com>
To: w6345789@yahoo.com p A5E I; 9 1

l o f t 12/20/2016 ll:l6 AN
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Automated Meters: Myth vs. Fact

Myth: APS will use automated meters to monitor the
actions of its customers.

Automated meters enable direct communication between

the meter and Aps, allowing an enhanced ability for
customers to manage costs. The meters allow customers to

know when and how much energy they are using, enabling
them to make informed decisions about their energy usage.

Fact: Automated meters do not have this capability. Like

the old mechanical meters automated meters measure
how much energy customers use. not how they use energy.

The automated meter does not store or transmit any
personal identification information. The automated meters

give APS no indication of who our customers are. what
they are doing nor can they determine what appliances

customers are using.

Since zoos APS has been replacing traditional customer

meters-whose only function has been to measure
electricity usage-with advanced metering infrastructure

(AMI), also known as "automated" meters. The new meters
have been distributed and installed among almost 1

million of our 1.1 million retail customers. Deployment
of automated meters thus far has centered upon metro

Phoenix, Flagstaff, Prescott Yuma and other areas.

Automated meters provide APS aggregate usage information

that is helping the company plan for the future needs of its

customers they give APS the ability to offer a host ofservice
plans tailored to the different lifestyles of our customers,

and they will help notify APS in the event of a customer
outage enabling the company to more efficiently begin

restoration efforts.

Myth: The customer usage data that APS collects will
be sold to others or will be accessible to outside parties.

Fact: APS places the highest priority on the security of
customer account information. we continue to work

with automated meter vendors electric utilities and

governmental agencies to refine security standards and
practices to ensure that security remains at the highest level.

APS also has outside security firms audit and review our
automated meter system to validate our security practices.

APS does not sell customer automated meter data. The

usage data collected is intended for customers to make
choices that enable them to pay the least amount possible
for their electric service. APS considers all customer

information to be confidential.

while the technology is providing APS customers with

better access to their usage information, the relative
newness of the technology has resulted in some
misinformation about what automated meters can and

cannot do. Here are some of the myths and important
facts about the APS automated meter program:

Myth: Automated meters pose a safety risk to

APS customers.I
l

Myth: The installation of automated meters results In

higher costs to the customer.

Fact: False. APS customer rates have not gone up due to

the installation of automated meters. In fact APS expects
that over time the meter reading charge on the customer
monthly statement will be reduced as the companys

costs to read the meters are reduced. As always. it is 100
percent up to our customers to choose the service plan
they use. no matter which meter is installed on their

home or business. APS customer associates are always
available to help our customers select the service plan

that is best for their lifestyle.

Fact: Automated meters are safe. They use wireless
technology to communicate information about electricity

usage to Aps. The meters transmit this information through
radio frequency (RF) signals. Wireless automated meters
result in much smaller levels of RF exposure than many

existing common household electronic devices such as cell
phones and microwave ovens. According to a study by the
Electric Power Research Institute. a cell phone held against

ones ear exposes someone to more than lOOO times the
RF as an APS automated meter from a distance of 10 feet. PAGE # 9%
REF8l20B056
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SmartMeter Data: Privacy and Cybersecurity

Summary

Fueled by stimulus funding in the American Recovery and Reinvestment Act of 2009 (ARRA),
electric utilities have accelerated their deployment of smart meters to millions of homes across
the United States with help from the Department of Energys Smart Grid Investment Grant
program. As the meters multiply, so do issues concerning the privacy and security of the data
collected by the new technology. This Advanced Metering Lnfrastrueture (AMI) promises to
increase energy efficiency, bolster electric power grid reliability, and facilitate demand response,
among other benefits. However, to fulf i ll these ends, smart meters must record near-real time data
on consumer electricity usage and transmit the data to utilities over great distances via
communications networks that serve the smart grid. Detailed electricity usage data otTers a
window into the lives of people inside of a home by revealing what individual appliances they are
using, and the transmission of the data potentially subjects this information to interception or they
by unauthorized third parties or hackers.

Unforeseen consequences under federal law may result from the installation of smart meters and

the communications technologies that accompany them. This report examines federal privacy and
cybersecurity laws that may apply to consumer data collected by residential smart meters. It
begins with an examination of the constitutional provisions in the Fourth Amendment that may
apply to the data. As we progress into the 21" cenuuy, access to personal data, including
information generated from smart meters, is a new frontier for police investigations. The Fourth
Amendment generally requires police to have probable cause to search an area in which a person
has a reasonable expectation of privacy. However, courts have used the thirdparty doctrine to
deny protection to infonnation a customer gives to a business as pan of their commercial
relationship. This rule is used by police to access bank records, telephone records, and traditional
utility records. Nevertheless there are several core differences between smart meters and the
general third-party cases that may cause concerns about its application. These include concerns
expressed by the courts and Congress about the ability of technology to potentially erode
individuals pr ivacy .

If smart meter data and transmissions fall outside of the protection of the Fourth Amendment,
they may still be protected from unauthorized disclosure or access under the Stored
Communications Act (SCA), the Computer Fraud and Abuse Act (CFAA), and the Electronic
Communications Privacy Act (ECPA). These statutes, however, would appear to permit law
enforcement to access smart meter data for investigative purposes under procedures provided in
the SCA, ECPA and the Foreign Intelligence Surveillance Act (FISA), subject to certain
conditions. Additionally, an electric utility 's privacy and security practices with regard to
consumer data may be subject to Section 5 of the Federal Trade Commission Act (FTC Act). The
Federal Trade Commission (FTC) has recently focused its consumer protection enforcement on
entities that violate their privacy policies or fail to protect data from unauthorized access. This
authority could apply to electric utilities in possession of smart meter data, provided that the FTC
has statutory jurisdiction over them. General federal privacy safeguards provided under the
Federal Privacy Act of 1974 (FPA) protect smart meter data maintained by federal agencies,
including data held by federally owned electric uti lities.

A companion report from CRS focusing on policy issues associated with smart grid cybersecurity,
CRS Report R4 l886, The Smart Grid and Cybersecurity-Regulatory Policy and Issues, by
Richard J. Campbell, is also available.

Congressional Research Service
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SmartMeter Data: Privacy and Cybersecurity

Overview

Smart meter technology is a key component of the Advanced Metering Infrastructure (AMI)i that
will help the smart 8fia2 link the "two~way flow of electricity with the two-way flow of
information." Privacy and security concerns surrounding smart meter technology arise from the
meters' essential functions, which include (1) recording near-real time data on consumer
electricity usage; (2) transmitting this data to the smart grid using a variety of communications
technologies,' and (3) receiving communications from the smart grid, such as real-time energy
prices or remote commands that can alter a consumer's electricity usage to facilitate demand
response.

Beneficial uses ofAMI are developing rapidly, and like the early Internet, many applications
remain unforeseen.° At a basic level, smart meters will permit utilities to "collect, measure, and
analyze energy consumption data for grid management, outage notification, and billing
purposes. The meters may increase energy efficiency by giving consumers greater control over
their use of electricity,8 as well as permitting better integration of plug~in electric vehicles and
renewable energy sources.° They may also aid in the development of a more reliable electricity
grid that is better equipped to withstand Cyber attacks and natural disasters, and help to decrease
peak demand for electricity.'° To be useful for these purposes, and many others, data recorded by

I AMI includes the meters at the consumers residence or business, the communications networks that send data

between the consumer and utility and the data management systems that store and process data for the utility.

ELECTRIC Power Rssemcu Inst., ADVANCED METERING INFRAStRUCTURe (AMI) (2007), available at

http://www.ferc.gov/eventcalendar/Files/2007042309 l 846EPR1%20%20Advanced%20Metering.pdfi The primary

function ofAMI is to "combine interval data measurement with continuously available remote communications" to

increase energy effic iency and grid reliability and decrease expenses home by the utility and consumer. ld.

z The Energy Independence and Security Act of 2007 (EISA) lists ten characteristics of a smart grid. These include

"[i]ncreascd use ofdigital information and controls technology to improve reliability security. and effic iency of the

electric grid", "[d]evelopment and incorporation of demand response, demandside resources and energyeffic iency

resources", and "[d]eployrnent of "smart" technologies (realtime automated interactive technologies that optimize the

physical operation of appliances and consumer devices) for metering communications concerning grid operations and

status and distribution automation." EISA P.L. 110140, §l30l 121 Stat. 1492 178384 (2007) (to be codified at 42
U.$.C §l 738l).

J Depr or ENERGY COMMUNICAtIONS REQUIREMENTS oF SMART GRID TECHNOLOGIES I (20I0) [hereinafter DEPr or

ENERGY COMMUNICATIONS REPORT], available al hltp://energy.gov/sites/prod/files/gcprod/documents/

Smart_Grid_Communicat ions_Requirements_Report_I0-052010.pd£

4 Id. at 3, 5. These technologies include fiber optics wireless networks satellite, and broadband over power line. Id.

5 Id. at 20. "Demand response is the reduction of the consumption of electric energy by customers in response to an

increase in the price of electricity or heavy burdens on the system" ld.

6 DEPT oF ENERGY, DATA AccEss AND PRIVACY IssuEs RELATED To SMART Gem TECHNOLOGIES 5 9 (2010)

[hereinafter DEPT or ENERGY PRIVACY REl>oRT] available Ar http:l/energy.gov/sites/prod/fileslgcprodldocumentsl

Broadband_Repon_Data_Privacy_10_5.pdtE .rec also ELIAS LEAKE Quinn, SMART METERTNG & PRivAcy: ExlsTlnG

LAW AND COMPETING PouchEs: A REPORT FDR THE COLORADO Puauc UTILiTIES ComMlsslon 1. 12 (2009) [hereinafter

COLORADO PRIVACY REPORT] available Ar http://www.dora.state.co.us/puc/docketsdecisions/DocketFilings/09l

593EG/091.593 EG-$pnng2009Rep0n_gmanGndp| ivggy.pdf

1 DEPT oF ENERGY ComMunicATions REPORT supra note 3, at 12.

x Companies are developing several new applications that use smart meter data to afTer consumers and utilities better

control over energy usage for example by determining the energy effic iency of specific appliances within the

household. DEPT OF ENERGY PRIVACY REPORT supra note 6 at 5 9 .Ree also COLORADO PR1VACY REPORT supra note

6, at I. 12.

9 DEi>T or ENERGY COMMUNICATIONS REPORT supra note 3 at l.

'° ld. at 3.

1Congressional Research Service
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Smart Meter Data: Privacy and Cybersecurity

smart meters must be highly detailed, and, consequently, it may show what individual appliances
a consumer is using." The data must also be transmitted to electric utilities-and possibly to third
parties outside of the smart grid-subjecting it to potential interception or theft as it travels over
communications networks and is stored in a variety of physical locations.'2

These characteristics of smart meter data present privacy and security concerns that are likely to
become more prevalent as government-backed initiatives expand deployment of the meters to
millions of homes across the country. In the American Recovery and Reinvestment Act of 2009
(ARRA), Congress appropriated funds for the implementation of the Smart Grid Investment
Grant (SGIG) program administered by the Department of Energy." This program now permits
the federal government to reimburse up to 50% of eligible smart grid investments, which include
the cost to electric utilities of buying and installing smart meters. 4 In its annual report on smart
meter deployment, the Federal Energy Regulatory Commission cited statistics showing that the
SGIG program has helped fund the deployment of about 7.2 million meters as of September
201 l .' At completion, the program will have partially funded the installation of 15.5 million
meters.l° By 2015, the Institute for Electric Efficiency expects that a total of65 million smart
meters will be in operation throughout the United States. 1

Installation of smart meters and the communications technologies that accompany them may have
unforeseen legal consequences for those who generate, seek,or use the data recorded by the
meters. These consequences may arise under existing federal laws or constitutional provisions
governing the privacy of electronic communications, data retention, computer misuse, foreign
surveillance, and consumer protection. This report examines federal privacy and cybersecurity
laws that may apply to consumer data collected by residential smart meters. It examines the legal
implications of smart meter technology for consumers who generate the data, law enforcement
officers who seek smart meter data from utilities, utilities that store the data, and hackers who
access smart grid technology to steal consumer data or interfere with it. This report looks at
federal laws that may pertain to the data when it is (1) stored in a utility-owned smart meter at a
consumers residence, (2) in transit between the meter and the smart grid by way of various
communications technologies, and (3) stored on computers in the grid. This report does not
address state or local laws, such as regulations by state Public Utilities Commissions, that may
establish additional responsibilities for some electric utilities with regard to smart meter data. It
also does not discuss the mandatory cybersecurity arid reliability standards enforced by the North

" See NArL Inst. oF STANDARDS AND TECH., GulDeLn4Es For SMART Gem CYBER S£culu1y: Vol.. 2, PiuvAcy AND
THE SMART Gain i4 (20 I 0) [hcreinaNer NIST PRIVACY RepoRt] available at http://csrc.nist.gov/publicationslnistir/
ir7628/nistir7628_vol2.pdf.

12 ld. at 3-4, 2324. 29.

is The act provides $4.5 billion for "electricity delivery and energy reliability" which includes "activities ro modernize
the electric grid, lo include demand responsive equipment," as well as "programs authorized under title XIII of the
Energy Independence and Security Act of2007." ARRA P.L. l l 15 123 Stat. 115 13839.

14 ARRA §40 S(5) (8) 123 Stat. 115 l 4344 (amendment to be codified at 42 U.S.C. §l7386) (amending the Energy
independence and Security Act of 2007 (EISA) to allow for the reimbursement of up to 50% ofqualifying smart grid
investments instead of only 20%). see also EISA P.L. 110140, §l 306. 121 Stat. 1492 178991 (to be codified as
amended at 42 U.S.C. §l 7386) (initially establishing the SGIG program).

ts FED. ENERGY REGULATORV COMMN AssEssmenT oF DEMAND RESPONSE & ADVANCED MEtERING 3 (20l I).

available at http:// .ferc.gov/legal/staff-rcports/ l1-07-1 ldemandresponse.pd£

is 14.

11 INST. For ELEcTluc ErFlc1Ency UTILITYSCALE SMART METER DEPLOYMENrS, PLANS & PaorosALs I (20l l),
available at http://www.edisonfoundation.net/iee/issuebriefs/SmartMeter Rollouts_09 l l.pd£

2Congressional Research Service
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SmartMeter Data: Privacy and Cybersecurity

American  Elec tr ic  Re liab il ity Corpo ra tion , wh ich  impose  ob liga tions  on  u ti l i ties  tha t pa rtic ipa te
in  the  genera tion  o r transmiss ion  o f e lec tr ic ity."

Genera l federa l privacy safeguards provided under the  Federa l Privacy Act o f 1974 (FPA) pro tect
smart meter data  main ta ined by federa l agencies, inc lud ing data  he ld  by federa lly owned e lectric
u tilities . Section  5  o f the  Federa l Trade Commiss ion  Act (FTC Act) a llows the  Federa l Trade
Commiss ion  (FTC) to  b ring  en fo rcement p roceed ings aga ins t e lec tr ic  u til ities  tha t vio la te  the ir
privacy po lic ies or fa il to  pro tect meter da ta  from unauthorized access, p rovided tha t the  FTC has
s ta tu to ry ju r isd ic tion  ove r the  u ti l i ties .

It is  unclear how Fourth  Amendment pro tection from unreasonable  search and se izures would
apply to smart meter data, due to the lack of cases on th is issue. However, depending upon the
manner in  which smart meter services are presented to consumers, smart meter data may be
protected from unauthorized d isclosure or unauthorized access under the Stored Communications
Act (SCA), the  Compute r F raud  and  Abuse  Ac t (CF AA), and  the  Elec tron ic  Commun ica tions
Privacy Act (ECPA). If smart mete r da ta  is  p ro tec ted  by these  s tah ites , law en fo rcement wou ld
still appear to  have the ab ility to  access it for investigative purposes under procedures provided in
the  SCA, ECPA, and  the  F o re ign  In te ll igence  Surve il lance  Ac t (F ISA).

Smart Meter Data: Privacy and Security Concerns

Residentia l smart meters  p resent p rivacy and cybersecurity issues"  tha t a re  like ly to  evo lve  with
the  tcchno logy.2°  In  2010, the Nationa l Institu te  o f Standards and Technology (NIST) pub lished a
report identifying  some o f these issues, wh ich  fa ll in to  two main  ca tegories: ( I) p rivacy concerns
that smart meters  will revea l the  activities  o f peop le  ins ide  o f a  home by measuring  the ir
e lectric ity usage frequently over time;2 ' and (2) fears that inadequate cybersecurity measures
surround ing the  d ig ita l transmiss ion  o f smart meter da ta  will expose it to  misuse by authorized
and unauthorized users o f the data."

Detailed Information on Household Activities

Smart meters  o ffe r a  s ign ifican tly more  de ta iled  illus tra tion  o fa  consumer's  energy usage than
regular meters. Traditional meters d isp lay data on a consumer's to ta l electric ity usage and are
typ ica lly read  manua lly once  per month ."  In  con trast, smart meters  can  provide near rea l - t ime
usage data by measuring usage electronically at a much greater Frequency, such as once every 15

is For additional infomlation on the development of mandatory national smart grid privacy and cybcrsecurity standards
by federal agencies see MAss. insT. oFTECH., THE FuTultE oF THE ELECTRIC Gem 197234 (20l l) [hereinafter MIT
GRID STUDY] see also CRS Report R41886, The Smart Grid and Cybersecurin-Regulalorjv Polio and Issues, by
Richard J. Campbell.

19 According to the authors of the MIT study cybcrsecurity "refers to all the approaches taken to protect data systems
and networks from deliberate attack as well as accidental compromise. ranging from preparedness to recovery." MIT
GRID STUDY supra note 18 at 208. Closely related is the concept of "information privacy" which "deals with policy
issues ranging from identification and collection to storage access, and use of information." Id. at 219 n.viii.

10 See NIST PRIVACY REPORT,supra note l 1, at 1.

21 Id at 4 l l. Data that offers a high degree of detail is said to be "granular." Id.

zzSee fa. at 4, 2324 29.

pa ld at 2, 9.

n
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Smart Meter Du to: Privacy and Cybersecurity

minutes."  Current smart meter techno logy a llows u tilities to  measure usage as frequently as once
every minu te ."  By examin ing  smart mete r da ta , it is  poss ib le  to  iden tify wh ich  app liances a
consumer is using and at what times of the day, because each type of appliance generates a unique
electric  load "s ignature ."3°  NIST wrote  in  2010 that " research shows that ana lyz ing 15-minute
in terva l aggregate household  energy consumption data can by itse lf p inpo in t the use of most
major home appliances."27 A report for the Colorado Public  Utilities Commission d iscussed an
Ita lian  s tudy tha t used  "a rtific ia l neu ra l ne tworks"  to  iden tify ind ividua l " heavy- load  app liance
uses"  with  90% accu racy us ing  l5 -minu te  in te rva l da ta  from a  smart me te r."  Simila r ly, so ftwa re -
based a lgorithms wou ld  like ly a llow a  person to  extract the  un ique s ignatures o f ind ividua l
appliances from meter data that has been co llected less frequently and is  there fore  less deta iled."

By combin ing appliance usage patterns, an observer could d iscern the behavior of occupants in  a
home over a  period of time.3 For example, the data could show whether a  residence is  occupied,
how many peop le  live  in  it, a r id  whether it is  "occup ied  by more  peop le  than  usua l." "  Accord ing
to the Department o f Energy, smart meters may be ab le  to  reveal occupants '  "da ily schedules
(inc lud ing times when they are  a t or away from home or as leep), whether the ir homes are
equ ipped  with  a lan  sys tems, whe the r they own  expens ive electronic equipment such as plasma
TV s, and  whe ther they use  ce rta in  types o f med ica l equ ipment." "  F igu re  1 , wh ich appears i n
NIST ' s report on smart grid  cybersecurity, shows how smart meter data could be used to  decipher
the  activities  o f a  hone 's  occupants  by match ing  da ta  on  the ir e lec tr ic ity usage with  known
appliance load signatures.

14 Id. m 13.
Zs CoLoRAdo PRIVACY REPORT supra note 6 at 2. Some utilities may elect to receive data at less frequent intervals
because "backhauling realtime or near realtime data from the billions of devices that may eventually be connected to
the Smart Grid would require not only tremendous bandwidth" but also greater data storage capacities that could make
the effort "economically infeasible." DEVTOF ENERGY CommunicAnons R£PORT, supra note 3, al 20. Howcvcr, the
"trend" is for utilities to collect data more frequently. See COLORADO PRIVACY REPORT,supra note 6 at AI n. l I l.

Zs NIST PRIVACY REPORT supra note l l at 2 14.

27 ld at 14. Bu! :he DePT oF ENERGY PmvAcv REPORT, .supra note6, at 9 (claiming in 2010. that smart meter
technology "cannot yet identify individual appliances and devices in the home in detail. but this will certainly be within
the capabilities of subsequent generations at Smart Grid technologies").

2s COLORADO PRIVACY REPORT, supra note 6 at 3 n.7, A8.

*" ld. at A-9.

30 NIST PRIVACY REPORT, supra note I I, at 6 & n.9.

" rd. at I1.
32DEPT or ENERGY PRiVACY REPORT, supra note 6, at 2.

4Congressional Research Service
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a

Figure 1. Identification of HouseholdActivitiesfrom Electricity Usage Data
Unique Eedric Load Sgiaures of Common Housdwold Appliawoes
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to A-9.

Smart meter data that reveals which appliances a consumer is using has potential value for third
parties, including the govcmmcnt. in the past, law enforcement agents have examined monthly
electricity usage data from traditional meters in investigations of people they suspected of
illegally growing marijuana." For example, in United States M Kyla, a federal agent subpoenaed
the suspect's electricity usage records from the utility and "compared the records to a spreadsheet
for estimating average electrical use and concluded that Kyllols electrical usage was abnormally
high, indicating a possible indoor marijuana grow operation."" If law enforcement officers
obtained near-rcal time data on a consumer's electricity usage from the utility company, their
ability to monitor household activities would be amplified significantly." For example, by
observing/hen occupants use the most electricity, it may be possible to discern their daily
schedules.

Jo NIST PRIVACY REPORT, supra note l l at l l 29; see also United Statesv.Kyllo,190 F.3d 1041 1043 (9"' Cir.
I 999) revdon othergrounds 533 U.S. 27 (2001 ).

34 Kvllo 190 F.3d at 1043.

is See supra notes 26-32 and accompanying text.

asSee supranote 32 and accompanying text.
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As smart meter technology developsand usage data grows more detailed, it could also become
more valuable to private third parties outside of the grid." Data that reveals which appliances a
person is using could permit health insurance companies to determine whether a household uses
certain medical devices, and appliance manufacturers to establish whether a warranty has been
violated." Marketers could use it to make targeted advertisements." Criminals could use it to
time a burglary and figure out which appliances they would like to steal.4° If a consumer owned a
plug-in electric vehicle, data about where the vehicle has been charged could permit someone to
identify a person's location and travel history."

Even privacy safeguards such as "anonymizing" data so that it does not reflect identity, are not
foolproof" By comparing anonymous data with information available in the public domain, it is
sometimes possible to identify an individual-or, in the context of smart meter data, a particular
household." Moreover, a smart grid will collect more than just electricity usage data. It will also
store data on the account holder's name, service address, billing information, networked
appliances in the home, and meter IP address, among other information." Many smart meters will
also provide transactional records as they send data to the grid, which would show the time that
the meter transmitted the data and the location or identity of the transmitter."

Increased Potential for Theft or Breach of Data

Smart grid technology relics heavily on two-way communication to increase energy efficiency
and reliability, including communication between smart meters and the utility (or other entity)
that stores data for the grid." Many different technologies will transmit data to the grid, including
"traditional twisted-copper phone lines, cable lines, fiber optic cable, cellular, satellite,
microwave, WiMAX, power line carrier, and broadband over power line."" Of these
communications platforms, wireless technologies are likely to play a "prominent role" because
they present fewer safety concerns and cost less to implement than wireline technologies."
According to the Department of Energy, a typical utility network has four "tiers" that collect and
transmit data from the consumer to the utility." These include "(l) the core backbone-the
primary path to the utility data center; (2) backhaul distribution-the aggregation point for

17 nasT PRIVACY REPORT, .riqzru note | 1 at 14, 3536.

" ld. at 2728.
19 ld. at 28.
40 ld. at 31.

" /d.

xi ld. at ts.

41 See id. at 13, 25.

44 Id. al 2627.

45 Id. at 12 (drawing a comparison to telecommunications providers' "call detail records").

46 ld. an 3 DEr"T oF ENERGY CommunIcATIons REPORT,.mura note3,at 3 (stating that"integrated twoway
communications allows for dynamic monitoring of electricity use as well ms the potential for automated electricity
use scheduling."). As more consumers become generators of electricity through the use of"fiiel cells wind turbines
solar roofs. and the like" the importance of two-way communication will increase. MIT Gmo STUDY supra note 18, at
201.

" DEPT oF ENERGY COMMUNICATIONS REPORT supra note 3 at 3.

is ld. at 5, Si n.2l 5.

49ld. at 16.

6Congressional Research Service
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neighborhood data, (3) the access point-typically the smart meter, and, (4) the HAN-the home
network."50 Energy usage data moves from the smart meter," and then to an "aggregation point"
outside of the residence such as "a substation, a utility pole-mounted device, or a communications
tower."" The aggregation points gather data from multiple meters and "backhaul" it to the utility
using fiber, Tl, microwave, or wireless technology." Utilities typically rely on their own private
networks to communicate with smart meters because they have found these networks to be more
reliable and less expensive than commercial networks."

As NIST explains, consumer data moving through a smart grid becomes stored in many locations
both within the grid and within the physical world." Thus, because it is widely dispersed, it
becomes more vulnerable to interception by unauthorized parties" and to accidental breach." The
movement of data also increases the potential for it to be stolen by unauthorized third parties
while it is in transit, particularly when it travels over a wireless network"--or through
communications components that may be incompatible with one another or possess outdated
security protections.5

Smart Meters and the Fourth Amendment

The use of smart meters presents the recurring conflict between law enforcement's need to
effectively investigate and combat crime and our desire for privacy while in our homes. With
smart meters, police will have access to data that might be used to track residents' daily lives and
routines while in their homes, including their eating, sleeping, and showering habits, what
appliances they use and when, and whether they prefer the television to the treadmill, among a
host of other details.°° Though a potential boon to police, access to this data is not limitless. The
Fourth Amendment, which establishes the constitutional parameters for government
investigations, may restrict access to smart meter data or establish rules by which it can be
obtained." The Fourth Amendment ensures that the "right of the people to be secure in their
persons, houses, papers, and effects, against unreasonable searches and seizures, shall not be
violated...."°2 This section discusses whether the collection and use of smart meter data may

so Id

Si The homenetwork will be used Io provide consumers with near realtime data on their energy usage. Id. Ar 1315.

5: ld. Many urban installations use wireless mesh networks to carry data from the meters to the aggregation point.
These networks are more reliable because each smart meter can serve as a router in the network, providing redundant
network coverage. Id. at 18.

" ld. at 16 19.

'* id. Ar 4 19, 44.

as NIST P1uvAcy REPORT,supra note I I, al 23.

5° la. at 2324.

" rd. at 29.

as See i¢/. at 9, 12, 33, and 36.

59 MIT GR11) STudy,supra note is, at 209, 2 l316.

so Jack l. Lamer & Deirdre K. Mulligan Taking the "Long View " on the F011/1/1 Amendment: Stored Records and the
Sanctity of the Home 2008 STAN. TECH. L. REv.3, 13 (2008).

61 Additionally as described below, there are federal statutory protections that may pertain to this data. State
constitutional and statutory safeguards may also apply but these are beyond the scope of this report.

oz U.S. CONST. amend Iv.

7Congressional Research Service
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contravene this protection. Although there is no Fourth Amendment case on point, analogous
cases may provide guidance."

To assess whether there has been a Fourth Amendment violation, two primary questions must be
asked: (l) whether there was state action, that is, was there sufficient government involvement in
the alleged wrongdoing to trigger the Fourth Amendment, and (2) whether the person had an
expectation of privacy that society is prepared to deem reasonable." If the first question is
answered in the affirmative, then the analysis moves to the second question. But if no state action
is found, the analysis ends there and the Fourth Amendment does not apply. This subpart will first
determine whether access to smart meter data by police, or by privately and publicly owned
utilities, satisfies the state action doctrine, thereby warranting further Fourth Amendment review.

State Action: Privately VersusPublicly Owned Utilities

Most of the safeguards for civil liberties and individual rights contained in the U.S. Constitution
apply only to actions by state and federal govemments.°5 This rule, known as the state action
doctrine, arises when a victim claims his constitutional rights have been violated, and therefore
must prove the wrongdoer had sufficient connections with the government to warrant a remedy."
Applying the state action test is intended to determine whether a utility's collection and
dissemination of smart meter data is governed by the Fourth Amendment, and if so, to what
extent. Although there are many variations in the governance and ownership of utilities-some
are privately owned, others publicly owned, some federally operated, and still others nonprofit
cooperatives-they generally fall into two broad categories: public and private." This section will
analyze the constitutional differences between privately and publicly owned utilities under the
state action doctrine and a public records theory.

Privately Owned and OperatedUtilities

It is broadly said that the Fourth Amendment applies only to acts by the government." But there
are at least two exceptions to this rule. First, if a utility performs a function traditionally exercised
by the government, it may be considered a state actor under the public function exception.
Second, the Fourth Amendment may apply when a private utility acts as an instrument or agent of
the police.

as For additional analyses ofsmart meters under the Fourth Amendment, see Cheryl Dancey Balough Privacy
Implications ofSmarl Meters 86 CHI.KENT L. REV. 161 (20 l l) see also OUINN supra note 6 at 28 ("[l]nterval data
of electricity consumption appears to be in something of a nomansland under Supreme Court Fourth Amendment
jurisprudence.").

as California v. Ciraolo. 476 U.S. 207 21 l (l986) (citing Katz v. United States 389 U.S. 347 360 (1967) (Harlan J.
concurring)).

as Civil Rights Cases, 109 U.S. 3 l l (1883) ("It is Stale action of a particular character that is prohibited. Individual
invasion of individual rights is not the subjectmatter of the £Fourteen1h] amcndmcnL") see JOHN E. NOWAK &
RonA1.o D. ROTUNDA, ConsrmmonA1. LAW §l2. l(a)(i) (8' ed. 2010).

66 NOWAK & ROTIJNDA. xupru note 65.

67 Determining whether a private actor is sufficiently "public" is not clearcut. Then Justice Rehnquist noted "[t]he true
nature of the State's involvement may not be immediately obvious, and detailed inquiry may be required in order to
determine whether the test is met." Jackson v. Metropolitan Edison Co.. 419 U.S. 345 351 (I974).

as Burdeau v. McDowell 256 u.s. 465, 415 (1921).

°" See United States v. Jacobsen, 466 u.s. 109 113 (1984).

8Congressional Research Service
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Under the public function exception, a nominally private entity is treated as a state actor when it
assumes a role traditionally played by the govemment.7° Determining when this exception applies
has not proved easy," but it is reasonably clear that private utilities do not, in most instances,
satisfy it. in Jackson tr Metropolitan Edison Co., a customer sued a privately owned utility under
the Civil Rights Act of 1871 for improperly shutting otifher service without providing her notice
or a hearing." The Supreme Court asked whether there was a close enough nexus between the
state and the utility for the acts of the latter to be treated as those of the former." Although the
utility was heavily regulated by the state, it was held not to be a state actor." The Court reasoned
that the provision of utility service is not generally an "exclusive prerogative of the State."" Also
absent was the symbiotic relationship between the utility and the state found in previous cases.7°
Though its holding was broad, the Court did not foreclose the possibility that a privately owned
utility could be a state actor under different circumstances." This possibility, however, appears
narrow.

The Fourth Amendment may also apply to a private utility if its acts were directed by the
government. Generally, searches performed by private actors without police participation or
encouragement are not governed by the Fourth Amendment." A search by a private insurance
investigator, for instance, was not a "search" in the constitutional sense, though the evidence was
ultimately used by the government at trial." This result differs, however, if there is sutiicient
government involvement. If the search has been ordered or requested by the government, the
private actor will become an "instrument or agent of the state" and must abide by Fourth
Amendment strictures.°° For example, the Fourth Amendment does not apply when a telephone
company installs a pen register on its own initiative." The same action constitutes a search,
however, if requested by the government."

This theory applies not only to direct instigation, but also on a broad, programmatic level. In the
l960s and 19705 the federal government required privately owned and operated airlines to
institute new security measures to combat airline hijacking." In (htifedStates la Davis, the airline

vo Marsh v. Alabama, 326 U.S. 501 (l946) (holding that privately owned property was equivalent to "community

shopping center" thus private party was subject to the Firsl and Fourteenth Amendments).

11 See NOWAK & RomnoA .supra note 65 §l2.2.

7: Jackson 419 U.S. at 347 see also Mays v. Buckeye Rural Elec. Coop.. Inc., 277 F.3d 873 880-81 (6th Cir. 2002)

(holding that nonprofit cooperative utility was not a state actor under the federal constitution); Spickler v. Lee No. 02

1954, 2003 U.S. App. LEXIS 6227, at *2 ( l" Cir. March 3l 2003) (holding that private electric utility company was

not a state actor).

7' ./jackson,419 u.s. at 351.

" 14. at 35859.

75 14 at 353.

" ld at  357.

iv rd. at 351 .

18 I WAYNE R. LAFAVE, SEARCH AND SE1zu11e §l.8 al 255 <4'" ed. 2004).

79 United States v. Howard 752 F.2d 220 22728 (6"' Cir. 1985).

so Coolidge v. New Hampshire, 403 U.S. 443 487 (197I) (internal quotation marks omitted), see LAFAVE supra note

78. §18(b).

"' United States v. Manning, 542 F.2d 685 686 (6'1 Cir. 1976).

so People of Dcarbom Heights v. Hayes 82 Mich. App. 253, 258 (I978).

83 United States v. Davis. 482 F.2d 893, 897903 (9thCir. 19731.
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searched a passenger based on these requirements and found a loaded gun.s4 The Ninth Circuit
held that it made no difference whether the search was conducted by a private or public official:
"the search was paN of the overall, nation-wide anti-hijacldng effort, and constituted 'state action'
for purposes of the Fourth Amendment."85 Thus, if a private party is required to perform a search
or collect data under federal or state laws or regulations there will be sufficient state action for
the Fomth Amendment to apply Or, put another way, the gove cnt cannot circumvent the
Fourth Amendment by requiring a private party to initiate a search or implement an investigative

program.

This agency theory might apply to the collection of smart meter data. If the utility is accessing
this information "independent of the government's intent to collect evidence for use in a criminal
prosecution,"86 the utility will not be considered an agent of the government for Fourth
Amendment purposes. But there might be instances when government instigation will tr igger

further analysis. If, for example, the government requested the utility to record larger quantities of
data than was customary (e.g., increasing the intervals from sub-I5 minute intervals to sub-five
minute or sub-one minute intervals), this would likely warrant Fourth Amendment scrutiny. Also.
if the police requested the utility to hand over customer data, say, for spikes in energy
commensurate with a marijuana growing operation, this would likely be a suff ic ient instigation to
trigger further constitutional review. Other situations may arise where the government establishes
a dragnet-type law enforcement scheme in which all smart meter data is f i ltered through police
computers. This could also implicate the agency theory and warrant a finding of state action.

PubliclyOwned and OperatedUtilities

Although the Fourth Amendment (with its warrant and probable cause requirement) typically
applies to public actors in certain instances their collection of information may not fall under the
Fourth Amendment or may prompt a lower evidentiary standard. The Supreme Court has
infrequently considered the scope of the Fourth Amendment "on the conduct of government
oitic ials in noncriminal investigations,"'" and even less frequently as to "noncriminal
ro inves t igatory governmental conduct?" Nonetheless, there are two lines of cases that may
apply to smart meters in which the Fourth Amendment may not apply at all (noncriminal
no investigatory conduct) or may be reduced (noncriminal investigations). The key to this
analysis is the government's purpose in collecting the data.

The Supreme Court has developed a line of cases dubbed the "special needs" doctrine that
permits the government to perform suspicionless searches if the special needs supporting the
program outweigh the intrusion on the individual's privacy." It is premised on the notion that
"special needs,' beyond the normal need for law enforcement, make the warrant and probable-
cause requirement impracticable."°° IL on the one hand, the objective of the search is not for law

xi rd. at 895.

asld. at 904.

16 United States v. Howard 752 F.2d 220, 22s (6111 Cir. 1985).

av TheSupreme Court. I 986Term-Leading Cases, lot HARV. L. REV. 119, 230 (1987).

xx United States v. Attson 900 F.2d 1427 1430 (9"' Cir. 1990) (emphasis inoriginal).

soFerguson v. City of Charleston, 532 U.S. 67 7778 (2001 ).

90Skinner v. Ry. Labor Executives' Assn, 489 U.S. 602 620 (1989) (quoting Griffin v. Wisconsin, 483 U.S. 868 873
(1987)).
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enforcement purposes but for other reasons such as public safety" or ensuring the integrity of
sensitive government positions," then the doctrine will apply. If, however, the "primary purpose"
or "immediate objective" was "to generate evidence for law enforcement purposes," then
application of the special needs doctrine is not appropriate, and the government must adhere to
general Fourth Amendment principles." Again, the primary inquiry is the purpose of the search.

Some circuit courts of appeal have extended the special needs theory, holding that the Fourth
Amendment does not apply (in contrast to a reduced standard of suspicion as with the special
needs cases) unless the "conduct has as its purpose the intention to elicit a benefit for the
government in either its investigative or administrative capacities."94 In United States v. Attson,
the Ninth Circuit held that the collection of blood by a government-employed physician, which
was subsequently used by the police in a drunk driving prosecution, was not within the scope of
Fourth Amendment protection." The panel reasoned that the doctor drew the blood for medical
purposes, not to further a governmental purpose in obtaining evidence against the defendant in its
criminal investigation, so the Fourth Amendment did not apply."

Applying these two theories to sivan meters, a court would focus on the publicly owned utility's
purpose in collecting the data. If it were for ordinary business purposes such as billing, informing
the customer of its usage patters, or aiding the utility in making the grid more energy-efficient,
then it would not violate the Fourth Amendment. If, however, the public utility began aggregating
data at the request of a law enforcement agency, with the purpose of aiding a criminal
investigation or other administrative purpose, the Fourth Amendment would seemingly apply. As
with private utilities, if the government requested that the public utility report any suspicious
electricity usage, or created a program where certain data was regularly transmitted to the police,
this might become investigatory and warrant Fourth Amendment protections. It appears law
enforcement cannot evade Fourth Amendment restrictions by requesting a publicly owned utility
to collect data for it.

Law enforcement might also request smart meter data under a public records theory. It is
generally accepted that public records are not accorded Fourth Amendment protection." Unless
there is a state or federal statute prohibiting disclosure, "law enforcement access to state public
records is unrestricted."" Thus the inquiry hinges on whether a document is a public record.

°' 14.
ozNatl Treasury Employees Unionv.Von Raab 489 U.S.656, 670 (1989).

" Ferguson. 532 U.S.at 83 (emphasis in original).

94 See United States v. Attson, 900 F.2d 1427 1431 (9'"Cir. l990) Poev. Leonard 282 F.3d123 137 (ZdCir. 2002)
United States v. Elliot. 676 F. Supp. 2d 431, 435-36 (D. Md.2009).

95 Anson 900 F.2doz 1433.

96 14.

97 See Nilson v. Layton City 45 F.3d 369, 372 (l0"'Cir. 1995) ("Information readily available to the public is not
protected by the constitutional right to privacy.") Doe v. City of New York, 15 F.3d264, 268 (2d Cir. I994)
("Certainly there isno question that an individual cannot expect to have a constitutionally protected privacy interest in
matters of public record.") United States v. Ellison 462 F.3d 557 562 (6th Cir. 2006) (accessing license plate number
from computer database held not an intrusion of a constitutionally protected area, thus not a Fourth Amendment
"search") United States v. Baxter 492 F.2d 150 167 (9'" Cir. I 973) (holding that Fourth Amendment protections do
not extend to telephone company toll and billing records), see also Christopher Slobogin, The Search and Seizure of
Computers and Eleclronie Evidenee: Transoclion Surveillanceby the Govemmenl,75 Miss.L J 139 156 (2005).

<18Slobogin supra note97.
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Whether a person's utility records are public records differs from state to state." Some states
deem records of a municipally owned and operated electric utility as public records open for
public inspection, while others have accorded these records statutory and constitutional
protections.

In Florida, for example, records kept in connection with the operation of a city-operated utility
are considered public records.1°° A similar policy applies in Georgia, where all records of a
government agency, including utility records, must be open for inspection.'°' South Carolina, too,
takes a similar approach.102 It is not clear, however, from the reported cases whether these statutes
permit access to personally identifiable information or simply operating records of the utility.
Oldahoma is more explicit, permitting access to "records of the address, rate paid for services,
charges, consumption rates, adjustments to the bill, reasons for adjustment, the name of the
person that authorized the adjustment, and payment for each customer."'°3 Oklahoma does protect
some confidentiality, including "credit infonnation, credit card numbers, telephone numbers,
social security numbers, [and] bank account information for individual customers."'°l Other
states, like Washington, specifically protect personally identifiable utility records. Washington
does not require a showing of probable cause, but instead "a reasonable belief' that the record
will help establish the customer committed a crime.l°' North Carolina likewise states that any
"[b]illing information compiled and maintained by a city or county or other public entity
providing utility services in connection with the ownership or operation of a public enterprise" is
not a public record.'06

99 Because the focus of this report is federal law and the Fourth Amendment a full treatment of state privacy law is
beyond its scope.

'°° In re Public Records-Records of Municipally Operated Utility Op. Atty Gen. Fla. 7435 (1974),available al
http://www.myfloridalegaI.com/ago.nsf/Opinions/B4AED736C2272860852566B3006737lA; see FLA. STAT.
iI l 9.0l( I) (2008) ("It is thepolicy of this state that all state, county and municipal records are open for personal
inspection by any person.").

wt See GA. CODE ANN. §50l8-70(b) (201 l) Op. Apty Gen. Ga. 20004 (2000) (requiring personal utility records of
certain public employees to be disclosed under public records law). Georgia defines a "public record" as "all
documents papers, letters, maps, books tapes photographs computer based or generated information or similar
material prepared and maintained or received in the course of the operation of a public office or agency." GA. CODE
ANN. §50l870(a).

102 In South Carolina public records include "information in or taken from any account voucher or contract dealing
with the receipt or expenditure ofpublic or other funds by public bodies." S.C. CODE ANN. §30450 (201 I). See Kelsey
M. Swanson The Right ro Know: An Approach lo Gun Licenses and Public Access lo Government Records 56 UCLA
L. REv. 1579, 1601 (2009).

'°' OKLA. STAT. tit. 51, §24A.10 (201 1).

101 ld.

nosWASH. R£v. CODE §42.S6.335 (20l1). In Washington, the following rule applies to public utility districts and
municipally owned electrical utilities:

A law enforcement authority may not request inspection or copying of records of any person who
belongs to a public utility district or a municipally owned electrical utility unless the authority
provides the public utility district or municipally owned electrical utility with a written statement in
which the authority states that it suspects that the particular person to whom the records pertain has
committed a crime and the authority has a reasonable belief that the records could determine or
helpdetermine whether the suspicion might be the. Information obtained in violation of this
section is inadmissible in any criminal proceeding.

WASH. REV. CODE §42.56.335. The Washington Supreme Coup has raised this protection to state constitutional status
in In re Personal Restraint ofMaxtield, 133 Wash. 2d 332 344 (1997).

me However, the North Carolina public records law declares that "[n]othing contained herein is intended to limit public
disclosure by a city or county of bill information: that is necessary to assist law enforcement public safety, fire
(continued...)
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Determining whether a utility is a state actor or whether smart meter data is a public record are
merely threshold matters. A finding that an entity is a state actor or data is public does not
foreclose law enforcement's ability to retrieve customer smart motor data, but instead activates
the next step of Fourth Amendment analysis: whether the government invaded a reasonable
expectation of privacy.

Reasonable Expectation of Privacy in Smart Meter Data

Under the modem conception of the Fourth Amendment, the government may not intrude into an
area in which a person has an actual expectation of privacy that society would consider
reasonable.l°7 In the case of smart meter data, the government presumably seeks records in the
custody of third-party utilities on the energy use at a specific home. However, a significant body
of cases has refused to recognize constitutionally protected privacy interests in information
provided by customers to businesses as part of their commercial relationships.l°8 This theory, the
thirdparty doctrine, pennies police access to the telephone numbers a person dials'°° and to a
person's bank documents,' 10 free from Fourth Amendment constraints.

There are two relevant differences, however, between smart meters and the traditional thirdparty
cases that may warrant a shift in approach. First is the possible judicial unease with the notion
that advancement of technology threatens to erode hither the constitutional protection of
privacy.11I From that perspective, as technology progresses, society faces an ever-increasing risk
that an individual's activities will be monitored by the government. This is coupled with the
concern that the breadth and granularity of personal infonnation that new technology affords
provide a far more intimate picture of an individual than the more limited snapshots available
through prior technologies. Do the richness and scope of new information technologies warrant
increased constitutional scrutiny?

Second, smart meters can convey information about the activities that occur inside the home, an
area singled out for specific textual protection in the Fourth Amendment and one deeply ingrained
in Anglo-Saxon law.ll2 Even when the Court declared that "the Fourth Amendment protects
people, not places,"' is ostensibly shifting away from a property-based conception of the Fourth
Amendment, it has sti ll carved out special protections for the home."" However, concomitant
with the increased use of technology in our private lives is increased exposure of our private
activities, including those conducted in the home. Commonly, we share more personal

(...continued)

protection rescue emergency management, orjudicial officers in the performance of their duties." N.C. GEN. STAT.

§l32- l. l(c )(3).

lov Katz v. United States, 389 u.s. 347 361 (1967) (Harlan J., concurring).

ms See Smith v. Maryland 442 u.s. 735 (1979).
109

ld.

110United States v. Miller 425 U.S. 435 (I976).

111 Kyllo v. United States 533 U.S. 27 33-4 (200l ) ("[t would be foolish to contend that thedegreeof privacy secured

)to citizens by the Fourth Amendment has been entirely unaffected by the advance of technology."

it: See Entick v. Carrington, 19 How. SI. Tr. 1029 (c.p. 1765).

"3 Katz v. United States 389 u.s. 347 351 (1967).

114 See Orin S. Kerr, The Fourth Amendment and New Technologies: Constitutional Mvths and the Case for Caution

102 MICH. L. REV. 801 80910 (2004) [hereinafter Ken, Io11rth .4mendmenl and New Technologies].
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information, even as our concerns grow that more individuals, businesses, and others can glean
more information about our personal lives as a matter of course. As with technology generally,
does the fact that more of our lives are becoming "public" call for lesser or greater constitutional
protection, and how does a "reasonable expectation"-based model continue to apply in a
technologically intensive society?

This subpart will first look at the third-party doctrine as it is commonly conceived by the courts.
Then it will discuss whether there are suliicient differences between the use of smart meters and
traditional third-party cases to counsel against its application.

Third-Party Doctrine

Traditionally, there has been no Fourth Amendment protection for information a consumer gives
to business as part of their business dealings."5 This doctrine dates back to the secret agent cases,
in which any words uttered to another person, including a government agent or informant, were
not covered by the Fourth Amendment.' is It was later extended to business records, giving police
access to documents such as telephone records,'" bank records,1 I8 motel registration records,"°
and cell phone records.l20 The Supreme Coup has reasoned that the customers assume the risk
that the information could be handed over to government authorities,l2l and also that they consent
to such access.'" Some lower courts have applied this theory to traditional analog utility
meters.'23 This section discusses the possible applicationof the third-party doctrine to smart
meters.

In Miller to United States, agents of the Bureau of Alcohol, Tobacco, and Firearms (ATF)
subpoenaed several banks for records pertaining to the defendant, including copies of the
defendant's checks, deposit slips, and financial statements.'2' The defendant moved to suppress
the records at trial, arguing that a warrantless retrieval of the bank accords (his "private
papers")'25 was an intrusion into an area protected by the Fourth Amendment. The Coup

l's Orin S. Ken The Case for a T71irdParry Doelrine 107 MICH.L.REV. 561 563 (2009) [hereinaher Ken Third
Party Dmldne]. While the thirdpany doctrine has supporters like Professor Kerr this group is overshadowed by its
vocal detractors. Professor LaFave described its underpinnings as "dead wrong" and that the "Couns woefully
inadequate reasoning does gear violence to the theory of Fourth Amendment protection which the Court developed in
Kale." LAFAVE, supra note78,§2.7(c).Justice Sotomayor lent credence to thissentiment in United Statesv.Jones,
where she posited that it "may be necessary to reconsider the premise that an individual has no reasonable expectation
ofpNvaey in information voluntarily disclosed to third parties." United States v. Jones. 565 U.S. _ 5 (Sotomayor J.
concurring in the judgment and the opinion).

"6 United States v. White, 401 U.S. 745, 750 (l97l) (holding that the Found Amendment "affords no protection to a
wrongdoer's misplaced belief that a person lo whom he voluntarily confides his wrongdoing will not reveal it.")
(internal quotation marks omitted).

117 swim v. Maryland, 442 u.s. 735 (1979).

"' United States v. Miller 425 u.s. 435 (1976).

119 United States v. willis 759 F.2d 1486. 149s (i 1"' Cir. 1985).

1 zo United Statesv.Hynson No. 05576. 2007 WL 2692327 at '6 (E.D. Pa. Sept. l 1 2007).

1:1 Smith 442 u.s. at 744.

1:2Kerr Thi/dParly Doclrine, supra note l15.

1" United States v. Mclntyre, 646 F34 1107 (8"' Cir. 2011).

1:4 Miller, 425 U.s. at 437438.

125Brief for Respondent at 4, Miller,425 U.S. 435(No.741179) 1975 WL 173642 at *4 ("The Fourth Amendment is
historically rooted in a concern for control over personal and private in formation in the face of governmental demands
(continued...)
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disagreed, broadly declaring "the Fourth Amendment does not prohibit the obtaining of
information revealed to a third-party and conveyed by him to Government authorities, even if it is
revealed on the assumption that it will be used only for a limited purpose and the confidence
placed in the third-party will not be betrayed."l2° The Court further noted that "the depositor takes
the risk, in revealing his affairs to another, that the information will be conveyed by that person to
the Govemment."12

Three years later, the Court extended the third-party doctrine to outgoing numbers dialed from a
person's telephonc.'2° In Smith to Maryland, the defendant robbed a woman and began malting
obscene phone calls to her.129 Suspecting Smith placed the calls, the police used a pen register to

track the telephone numbers dialed from his phone.1]0 The police failed to obtain a warrant or
subpoena before installing the pen register." The register revealed that Smith was in fact making
the phone calls to the woman. in denying Smith's motion to suppress, the Court relied on the
third-party doctrine, stating drat "this Court consistently has held that a person has no legitimate
expectation of privacy in information he voluntarily Tums over to third parties."'32 As applied to
the telephone context, the Court found that "[w]hen he used his phone, [Smith] voluntarily
conveyed numerical information to the telephone company and 'exposed' that information to its
equipment in the ordinary course of business. In so doing, [Smith] assumed the risk that the
company would reveal to police the numbers he dialed." JJ

Traditionally, utility records have been handled similarly to bank records and telephone records.
Several lower federal courts have held that customers do not have a reasonable expectation of
privacy in their utility records, thereby permitting warrantless access to these records. In Uni ted
States u Starkweatlier, the Ninth Circuit held that a person does not have a reasonable expectation
of privacy in his utility records.I3' The panel reasoned that (1) these records were no different
from phone records, and thus did not justify a different constitutional result and (2) the public
was aware that such records were regularly maintained, thereby negating any expectation o f
privacy.'" The Eighth Circuit has also upheld warrantless police access to utility records in
United States M Mc]ntyre.136 The Eighth Circuit panel distinguished K y l a , declaring that the
means of obtaining the information in Ky l lo (a thermal-imaging device) was signif icantly more
intrusive than simply subpoenaing the records from the utility company. 137 The court held that
"the means to obtaining the information is legally  signif icant."m Likewise, the court i n Uni ted

(...continued)

for access and use.") (citing Entick v. Caninglon 19 How. St. Tr. 1029 (C.P. l765)).

i n miner, 425 u.s. at 443.

127 Id.

Jan Smith v. Maryland 442 u.s. 735 0979).

1z9 ld. at 737.
no rd.

111 ld.

Hz ld. at 74344.

m ld. an 744

134 United States v. Starkweather, No. 91 30354, 1992 WL 204005, Z! *2 (91l\ Cir. Aug. 24 l 992).

135 Id

"° United States v. Mclntyre 646 F.3a 1 107 (8"' Cir. 201 n.

' " / 4  a u x i n .
i n I d
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Sta tes  i i  Hamil ton he ld  tha t the  means o f ob ta in ing  power records from a  th ird -party by way o f
admin is tra tive  subpoena as opposed to  " in trus ion on the home by 'sense enhancing technology"
is  " lega lly s ign ifican t,"  removing  th is  type  o f s itua tion  from the  Kyllohome  p r ivacy l ine  o f cases
in to  th e  M i l le r - th i rd -p a r ty l in e . "

It is  d ifficu lt to  p red ic t whe the r a  court wou ld  ex tend  th is  trad itiona l th ird -pa rty ana lys is  to  smart
meters . The courts  may seek to  ensure  the  pred ic tab ility and s tab ility o f the  th ird -party doctrine
genera lly and  admin is tra tion  o f u til ity se rvices  spec ifica lly, thus  requ ir ing  a  b righ t- line  ru le  fo r a ll
th ird-party c ircumstances."°  There is  an advantage to  a  ru le  that is  easy to  apply, that a llows
utilities  to  be tte r govern  the ir a ffa irs , and  does no t permit " savvy wrongdoers  [to ] use  th ird -party
services in  a  tactica l way to  enshroud the  entire ty o f the ir crimes in  zones o f Fourth  Amendment
pro tection ." l"  However, there  are  th ree overarch ing considera tions embodied in  the  use o f smart
meters  tha t migh t we igh  aga inst the  app lica tion  o f trad itiona l th ird -party ana lys is . These inc lude
(a) a  person 's  expecta tion  o f p rivacy wh ile  a t home, (b ) the  breadth  and granu larity o f p riva te
in fo rmation  conveyed by smart meters , (c ) the  lack  o f a  vo lun ta ry assumption  o f the  r isk  o r
consent to re lease of th is data.

Privacy in the Home

The loca tion  o f the  search  matte red  little  in  the  trad itiona l th ird -party cases, bu t it may take  on
constitu tiona l s ign ificance with  smart meters.'42  In  the case o f smart meters, the  in formation is
generated in  the home, an area accorded specific  textual protection in  the Fourth Amendment, and
one the Supreme Court has persistently safeguarded.'"  111 no uncerta in terns the Court has
asserted  tha t " [a ]t the  very core  [o f the  Fourth  Amendment] s tands the  righ t o f a  man to  re trea t
in to  h is  own home and there be free from unreasonable  government in trus ion." " " '  Even as
te ch n o lo g y a d va n ce s -wh e th e r  a  tra c in g  o r  th e rma l- ima g in g  d e vice  o r  so me th in g  n e w-th e
Court has mainta ined th is bu lwark. Because of the s ign ificance of the home, access to  smart

139 United States v. Hamilton 434 F. Supp. 2d 974 980 (D. Or. 2006), Booker v. Dominion Va. Power, No. 3:09759,
2010 U.S. Dist. LEXIS 44960 at *I7 (E.D. Va. May 7, 2010); see also Samson v. State 919 P.2d 171 173 (Ala. App.
1996) (holding under state constitution that "utility records are maintained by the utility and do not constitute
information in which society is prepared to recognize a reasonable expectation of privacy"). People v. Stanley, 86 Cal.
Rptr. 2d 89, 94 (Cal. App. 1999) (same).

140 See Duncan Kennedy Form and Substance in Private LarvA¢#udicalion 89 HARV. L. R£v. 1687 1710 (I 976).

tai Kerr, Thy/dParrv Doctrine supra note 115 at 564.

142In Smith, the "site of the call was immaterial for purposes of analysis" of that case. Smith v. Maryland, 442 U.S.
735, 743 (1979). Whether a person dials a telephone number from his home, a telephone booth or any other location
does not alter the nature of the activity and thus does not atTect the Fourth Amendment analysis. The privacy interests
implicated are the same no matter where the call is placed. The same theory applies to bank records. It matters not
where someone writes a check or fills out a deposit slip--the privacy interest is the same.

143 Payton v. New York, 445 U.S. 573 589 ("The Fourth Amendment protects the individuals privacy in a variety of
settings. In none is the zone of privacy more clearly defined than when bounded by the unambiguous physical
dimensions of an individuals home-a zone that finds its roots in clear and specific constitutional terms: The tight of
the people to be secure in their houses shall not be violated.") (quoting U.S. ConsT. amend IV), Minnesota v.
Carter. 525 U.S. 83 99 (1998) (Kennedy, J., concurring) ("[I]t is beyond dispute that the home is entitled to special
protection as the center of the private lives four people. Security of the home must be guarded by law in a world
where privacy is diminished by enhanced surveillance and sophisticated communication systems.").

Lu Silverman v. United States 365 U.s. 505, 511 (1961 ).
l
l
l
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meter data may prompt a doctrinal shift awa from the third-party doctrine. Several home privacy
cases shed light on this possible approach."

In Kyllo it United States, the Court had to decide whether the use of a thermal-imaging device
from the outside of a home that detected the amount of heat coming from inside the home was a
violation of the Fourth Amendment."6 In Kyllo, an agent of the Department of the Interior
suspected Danny Kyllo was growing marijuana in his home with the use of high-intensity
lamps.l" The agent used a thermal imager to scan the outside of Kyllos apartment to determine if
he was using these "grow" lamps.1" Thermal imagers can detect energy emitting from the outside
surface of an objcct."9 When scanning the home, the thermal imager produced an image with
various shades of black, white, or gray-the shades darker or lighter depending on the warmth of
the area being scanned.'5° From the passenger seat of his car, the agent scanned Kyllo's home for
several minutes.I 51 From his scan, he determined that the area over the garage and one side of his
home were relatively hot compared to neighboring homes.l52 Based on utility bills, informant
tips, arid the results of thermal imaging, the agents obtained a warrant to search Kyllo's home.'"
As suspected, inside the home the agents found a marijuana growing operation, including over
100 plants.'5°

Justice Scalia first posited that "with very few exceptions, the question whether a warrantless
search of the home is reasonable must be answered n9.,.15s Searches of the home were historically
analyzed under the common law doctrine of trespass,'5° but during the mid-20'" century the Court
instead anchored the Fourth Amendment to a conception of privacy.'57 While this test may be
difficult to apply in the context of automobiles, telephone booths, or other public areas, it is made
easier whenconcerning the home:

In the case of the search of the interior of homes-the prototypical and hence most
commonly litigated area of protected privacy-there is a ready criterion with deep roots in
the common law, of the minimal expectation ofprivacy that exists and that is acknowledged

I" In April 2012 the Supreme Court will hear oral arguments in its ntosl recent home privacy case Jardines v. Florida,
73 So. ad 34 (Fla. 201l) cert granted 2012 U.S. LEXIS 7 (Jan. 6 2012) (No. I I564) , where it wil l decide whether a
drug sniff at the front door of a suspect's house by a trained narcotics dog is a Fourth Amendment search requiring
probable cause. This case should shed further light on the parameters of privacy surrounding the home.

""' Kyllo v. United States, 533 U.S. 27 29 (200l).

l 4I Id.

HE ld.

119 ld.

150 /d. at 2930.

151ld. at 30.

151ld.

151Id.

154 ld. The Ninth Circuit held that Kyllo had not exhibited a subjective expectation of privacy in the home because he
did not attempt to prevent the heat emitting from the lamps from escaping his home. United States v. Kyllo. 190 F.3d
1041, 1046 (9th Cir. 1999). Further the panel held that even if he had a subjective expectation of privacy it was not a
reasonable one since the imager "did not expose any intimate details of Kyllo's life." ld. at 1047.

is I{v l/o. 533 u.s. at 31.

156See Olmstead v. United States, 277U.S. 438 (1928).

1:7Katz v. United States 389 U.S. 347 361 (1967) (Harlan J. concurring). The modem formulation of the reasonable
expectation of privacy test derives not from the majority opinion but from Justice Harlans concurrence.
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to be reasonable. To withdraw protection of this minimum expectation would be to permit
police technology to erode the privacy guaranteed by the Fourth Amendments"

The Court ultimately held that "obtaining by sense-enhancing technology any information
regarding the interior of the home that could not otherwise have been obtained without physical
intrusion into a constitutionally protected area constitutes a search-at least where (as here) the
technology in question is not in general public uS€.,,159 Kvl lo affirmed the notion that "an
expectation of privacy in activities taking place inside the home is presumptively reasonable."'°°

The Court also protected home privacy by prohibiting the monitoring of the location of a beeper
while inside a residence.'°' In United States v. Kara, with the consent of a govermnent informant
the police attached a beeper to the false bottom of a can of ether, which was sold to Karo.162 The
can of ether was transported between several residences and storage facilities.'°' The police used
the beeper to monitor the location of the can several times while it was located inside of the
residences.'° The Court was asked to determine "whether the monitoring of a beeper in a private
residence, a location not open to visual surveillance, violates Fourth Amendment rights of those
who have a justifiable interest in the privacy of the residence."'°5 The Court answered in the
affirmative.

The Court reiterated the longstanding notion that "private residences are places in which the
individual normally expects privacy free of governmental intrusion not authorized by a warrant,
and that expectation is plainly one that society is prepared to recognize as justitiable."l°° Unless
there are exigent circumstances, "searches and seizures inside a home without a warrant are
presumptively unreasonable...."l°7 The Court ultimately held that the warrantless monitoring of
the beeper in the home was a Fourth Amendment violation.l"

Kyl lo and Kara demonstrate that the Supreme Court "has defended the home as a sacred site at
the 'core of the Fourth Ainendment."'"'° Although neither the Supreme Court nor any lower
federal court has ruled on the use of smart meters, a few propositions can be deduced fromKyl lo
and Karo bearing on this question.

Because smart meters allow law enforcement to access information regarding intimate details
occurring inside the home, a highly invasive investigation that could not otherwise be performed
without intrusion into the home, a court may require a warrant to access this data. In Kyllo, the

ms: /n.II0, 533 u.s. at 34.

use Id. (internal quotation marks omitted).

160Lamer & Mulligan, supra note 60 1 18.

"1 United States v. Kato 468 u.s. 705 (1984).

1f»z ld at 708.
163 ld.

161 ld. oz 70910

165 ld.

166 ld. at 714.

1°'1d. at 714-15.

1°' 14. an 718.
169 Stephanie M. Stem The [inviolate Home: Housing Erceprionalism in The Fourth Amendment, 95 CORNELL L. REV.
905, 913 (2010) (citing Wilson v. Layne. S26 U.S. 603 612 (l999)).
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police merely obtained the relative temperatures of a house,"° and in Kara the police only
generally located the beeper in the house.171 Although this information was limited, the Court
nonetheless prohibited such investigatory techniques. Smart meters have die potential to produce
significantly more information than that derived in Kyllo and Kara, including what individual
appliances we are using, whether our house is empty or occupied, and when we take our daily
shower or bath."2 Further, a look at Figure 1,supra, makes it clear that this level of information
is much more intimate than prior technologies used by law enforcement. This depth of intrusion
suggests that customers may havea reasonable expectation of privacy in smart meter data.

There is also a question whether smart meters are in "general public use." (The police must use
technology not in general public use for Kyllo to apply.)173 Unfortunately, the Court provided no
criterion for mddng this determination.1" Several courts applying this test have held that night
vision goggles were in general public use.175 One federal district court reasoned that the goggles
were regularly used by the military arid police and could be found on the Internet, so were
considered in general public use.l 6 In 2009, the Department of Energy estimated that 4.75% of
all electric meters were smart meters.l" The department projects that by 2012 approximately 52
million more meters will be installed.1" with little guidance on this issue, it is uncertain whether
this jump in numbers would elevate smart meters into the general public use category.

The means by which data is gathered also differentiates the thermal-imaging inKyllo from smart
meters. In Kyllo, the police independently gathered the information using the thermal imager, an
agent went outside Kyllo's house and used the thermal imager himselfI79 With smart meters, the
utility company compiles the information and the police subpoena the company for the data. This
difference in means was material in one lower court analyzing access to traditional utility data.180
It is not clear whether this difference advises against application of Kyllo here.

Mosaic and Dragnet Theories

The second factor guiding against the application of the third-party doctrine is composed of two
interconnected theories: the mosaic and dragnet theories. The mosaic theory is grounded in the
idea that surveillance of the whole of one's activities over a prolonged period is substantially

170 United States v. Kyllo 533 U.S. 27, 30 (200 l).

m Kary 468 u.s. at 705 70910.

112 NISTPRlvAcv REPORT..tupi note I t at 14 & n.35.It is unclear whether the specitieity of the data from the smart
meter will directly affect the constitutional analysis.Kyllo, 533 U.S. at 37("The FourtlI Amelidmenl3 protection ofthe
homebas never been tied to measurement of the quality or quantity of information obtained."). With that said the
NIST report maintains that sufficient information about the activities inside of the home are presented lo implicate a
IQlla, home searchanalysis.

173141110.533 u.s. at 34.

114 See Douglas Adkins The Supreme Court Announces a Fourth Amendment "General Public Use" Srandardfor
Emerging Technologies bu! Fails lo Define ll:Kyllo v. United States 27 DAYTON L. R.EV. 245 (2002).

175 See United States v. Dallas 355 F. Supp. 2d 1095 l 107 (ND. Cal. 2005).

176 United States v. Vela, 486 F. Supp. 2d 587 590 (W.D. Tex. 2005).

177 DEPT oF ENERGY SMART Gem Sysr£M R£po1tT vi (2009), available Ar http://energy.gov/sites/prod/filesloeptodl
DocumcntsandMediaJSGSRMain_090707Iowres.pdtT
17a id.

179United States v. Kyllo, 533 u.s. 27, 29 (2001).

"° United States v. Mclntyre 646 F.3d 1 107, i 11 112 (8'" Cir. 201 1).
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more invasive than a look at each item in isolation.1B1 In the case of smart meters, this is the
difference between knowing a person's monthly energy usage, and being able to discern a
person's daily activities with considerable accuracy. This theory intersects with dragnet-styled
law enforcement techniques in which the police cast a wide surveillance net, taking in a wealth of
personal information with the goal of finding criminal activity among the stream of data.

Although the Supreme Court has never formally adopted the mosaic theory, there seems to be a
ready-made majority potentially willing to consider it.m In United States u Jones, the police used
a GPS tracking device to track Jones's movements for almost a month.'" The majority, led by
Justice Scalia, held that attaching a GPS device on a vehicle for the purpose of collecting
information constituted a "search" under the Fourth Amendment.'" The physical intrusion, rather
than a Kat:-type invasion of privacy, was the lynchpin of the decision.I85 Justices Alito and
Sotomayor both agreed that this was a search, but on different grounds. Both discussed an
adaptation of the mosaic theory as prohibiting police from tracking a person for an extended
period of time..justice Alito, joined by Justices Breyer, Ginsburg, and Kagan, assumed that a
short-term search would not violate the Fourth Amendment, but that "the use of longer term GPS
monitoring in investigations of most offenses impinges on expectations of privacy." as Likewise,
Justice Sotomayor agreed with this "incisive" observation, noting that "GPS monitoring generates
a precise, comprehensive record of a personas public movements that reflects a wealth of detail
about familial, political, professional, religious, and sexual associations."l" Both of these
comments closely mirror those of the opinion below, which relied on the mosaic theory: '°A
person who knows all of another's travels can deduce whether he is a weekly church goer, a
heavy drinker, a regular at the gym, an unfaithful husband, an outpatient receiving medical
treatment, an associate ofpanicular individuals or political groups-and not just one such fact
about a person, but all such facts."l"

Although the Jones majority did not embrace the mosaic theory, the concurrences demonstrate
that five justices are flirting with the idea. These arguments resemble those made against the
unfettered use of smart meter data. With smart meters, police would have a rich source of
personal data that reveals far more about a person than traditional analog meters. Understanding a
person's daily activities, including what appliances he is using, is a far leap from knowing his
monthly energy usage. This is the difference between knowing about a single trip a person took
and monitoring his movements over a month-long period. The breadth and granularity of the
smart meter data may be seen as warranting application of the mosaic theory and may perhaps
find receptive ears on the Court.

Additionally the dragnet theory may apply to collection of energy usage data. This theory states
that surveillance normally permitted under the Fourth Amendment-such as monitoring a
person's movements on a public street-becomes an impermissible invasion of privacy when

"" See Cent. Intelligence Agency v. Sims. 4/1 u.s. 159 178 (1985).

ix: See Orin Kerr VoLo1<H CONSP1RACY Whats the Status of the Mosaic Theory Acer .ones?. hnp://volokh.com/2012/
0 l /23/whatsLhestarusofthemosaic-theoryalterjones/.

is: United States v. Jones 565 u.s. _ 2 (2012).

"' ld. at 3.

ws ld. at 4.

1116 ld. at 13 (Alito J. concuning in the judgment).

187 ld. at 3 (Sotomayor. J. concurring in the judgment and the opinion).

Isa United Statesv.Maynard 615 F.3d 544, 562 (D.C. Cir. 2010).
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conducted on a prolonged, 24-hour basis.'"° "If such dragnet-type law enforcement practices as
respondent envisions should eventually occur," Justice Rehnquist asserted earlier in United States
u Knotty, "there will be time enough then to determine whether different constitutional principles
may be applicable."l°° Twenty-four hour access to our intimate daily activities, including what
appliances we use when we take our daily shower or bath, eat, and sleep, may push smart meters
into the dragnet category.

Coinciding with the mosaic and dragnet theories is the difference in sophistication and the
quantity of the data revealed between traditional thirdparty cases and smart meters. Comparing
Smith with Katz provides insight into this distinction. Pen registers, as used inSmith,have
"limited capabilities"-they can only record the numbers dialed from a phone.'°' In comparison,
in Katz the police listened to the contents of Katz's phone call-the actual words spoken.l92 In
noting this distinction, it seems the Smith Court, in permitting the use of pen registers,
intentionally limited its holding to the discrete set of data conveyed-the telephone numbers
dialed. Smart meters, to the contrary, have the potential to collect arid aggregate precise detail
about the activities inside the home. It is more than one packet of data, but reveals minute-by-
minute activity, something far more revealing, and arguably more like Katz thanSmith.

Assumption of the Risk-Consent

The third difference between traditional thirdparty cases and smart meters is the nature of
services involved and whether the customer actually assumes the risk or consents to this
information being shared with others. Assumption of the risk and consent are the two leading
theories supporting the third-party doctrine. In United States u Miller, the customer "assumed the
risk" that the bank would tum over the bank records to government authorities.l93 That was a risk
he took in doing business with the bank. As to the consent theory, one commentator asked and
answered the question as follows: "When does a person's choice to disclose information to a
third-party constitute consent to a search? So long as a person knows that they are disclosing
information to a third-party, their choice to do so is voluntary and the consent vaiia."'°"

With banking or telephone services, a customer has the option of transferring his business to
another bank or another telephone carrier.I" To the contrary, because electric utilities are
essentially monopolies, the customer cannot simply switch services. The only way to avoid the
recordation of his electric usage is to terminate his utility service altogether, an impracticable
option in modem society. As one state court has noted:

Electricity even more than telephone service, is a "necessary component" of modem life,

pervading every aspect of an individual's business and personal life: it heats our homes,

is 14. at 558.
190United States v. Knotts, 460 U.S. 276 28384 (l983). Because this statement was not essential to the holding, it was
dictum: persuasive. but not binding.

'°' Smith 442 u.s at 741 (citing Katz v. United States, 389 u.s. 347 (I 967».
'° Katz 389 u.s. at 34s.
193Smith 442 U.S.at744 (citing United States v. Miller 425 U.S. 435 (l976)).

194 Kerr Thirdparty Doctrine supranote its at 588.

X 95Contra Smith 442 U.S. at 750 (Marshall, J. dissenting)("[U]nless a person is prepared to forgo use of what for
many has become a personal or professional necessity he cannot help but accept the risk of surveillance. it is idle to
speak of "assuming" the risk in contexts where as a practical matter individuals have no realistic altcmative.").
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lii

l

Powers our appliances, and lights our nights. A requirement of receiving this service is the
disclosure ro the power company (and in this case an agent of the state) ozones identity and
the amount ofelectricity being used. The nature of electrical service requires the disclosure
of this information, but that disclosure is only for the limited business purpose of obtaining
the service196

l

It is  no t c lear whether assumption  o f the  risk or consent shou ld  app ly to  smart meters. it is
reasonable to  assume that customers understand utility companies must co llect usage data to  b ill
the customer for that usage. Customers receive the ir s ta tement each month demonstrating th is
fac t. However, most customers  a re  p robab ly no t familia r with  the  soph is tica tion  o f smarl meters
and the deta iled data  sets that can be derived from them. Even if customers are  aware the ir u tility
usage can be recorded in  sub-fifteen minute in tervals, a  reasonable customer would probably be
surprised, if no t shocked, to  know that da ta  from smart meters can potentia lly be used to  p inpo in t
the usage of specific  appliances. If knowledge of the sophistication of the data is  a  prerequis ite  to
assumption  o f the  risk  or consent, it is  d ifficu lt to  say whether a  reasonab le  customer wou ld
understand the  privacy imp lica tions with  th is  new techno logy.'°7

Because smart meters  a re  an  emerg ing  techno logy no t ye t jud ic ia lly tes ted , it is  d ifficu lt to
conc lude with  certa in ty how they wou ld  be  hand led  under the  Fourth  Amendment. Further,
beyond the  poss ib le  constitu tiona l imp lica tions o f smart meters, federa l co inrnun ica tion  and
privacy sta tu tes may a lso apply. As noted by Professor Kerr, " in  recent decades, leg is la tive
privacy mies govern ing  new techno log ies have proven rough ly as p rivacy pro tective , and qu ite
otien  more  pro tective  than, para lle l Fourth  Amendment ru les." I9°

Statutory Protection of Smart Meter Data

l
l

ll
i

This section d iscusses federa l sta tu tory protections that may be applicab le to  the contents o f
communications sent by a  smart meter, independent o f the  Fourth  Amendment, wh ile  they are
e ither s to red with in  the  smart meter p rio r to  transmiss ion , during  transmiss ion , o r a fte r they have
been de live red  to  the  u til ity. Three  federa l laws, the  Elec tron ic  Communica tions Privacy Act
(EcpA),'°°  the  Sto red  Communica tions Act (seA),*°°  and  the  Computer F raud  and  Abuse Act
lcFAA)20i may be applicable to  these s ituations and are d iscussed in  more deta il be low.

we In re Restraint ofMaxfield, 133 Wn.2d 332, 341 (Wash. I997);see also Balough, supra note 63, at 185.

191 Cf United States v. Warshak,631 F.3d 266. 288 (6th Cir. 2010) ("Miller involved simple business records, as
opposed to the potentially unlimited variety of 'confidential communications at issue here.").

ionKerr Fourth Amend/nenf and New Tech/tologies siqzru note l 14 at 806.

199 For more detailed information on ECPA, .Ree CRS Report R41733. Privar.)': An Overview of the Electronic
Communication.: Privacy Act, by Charles Doyle.

200 For a more detailed discussion of the SCA. see CRS Re on R41733.Privaqv: An Ovetvieiv o the ElectronicP
Communications PrivaqvAd by Charles Doyle.

201For more detailed information on the CFAA, see CRS Report 971025 Cybercrime: Ari Overview of the Federal
Computer fraud and Abuse Statute and Related Federal Criminal Laws by Charles Doyle.
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The Electronic Communications Privacy Act (ECPA)

ECPA, enacted in 1986, "addresses the interception of wire, oral and electronic
communications."202 The statute defines electronic communications as "any transfer of signs,
signals, writing, images, sounds, data, or intelligence of any nature transmitted in whole or in part
by a wire, radio, electromagnetic, photoelectronic or photooptical system that affects interstate or
foreign commerce...."203 Based on the description of the smart meter network provided above,3°"
the envisioned transmission of customers' energy usage data by smart meters would seem to fall
squarely within the definition of electronic communications under ECPA.

ECPA generally prohibits the interception of electronic communications, but also provides a
mechanism for government entities to conduct such surveillance, and a number of other
exceptions.205 Additionally, the statute provides that interception under the procedures and
exceptions set forth in ECPA, or pursuant to the Foreign Intelligence Surveillance Act, are the
exclusive means for intercepting electronic communications.206 The unlawful interception of
electronic communications in violation of ECPA is generally punishable by imprisonment for not
more than five years and/or a fine of not more than $250,000 for individuals and not more than
S500,000 for organizations.2°7

Of particular relevance to the immediate discussion is the fact that ECPA permits interception of
an electronic communication where a party to the communication has consented to such
interception.20' In the context of a smart meter network that is the subject of this report, it appears
that the utility would be a party to all of the communication sent by the smart meters, since it is
primarily receiving that information for its own billing purposes. Therefore, if the utility consents
to law enforcement's interception of the traffic which is addressed to it, that surveillance would
not appear to violate the prohibitions in ECPA.

ECPA also provides a procedural mechanism for law enforcement to conduct surveillance
activities for investigative purposes without the consent of any party to the communication. The
statute limits the types of criminal cases in which electronic surveillance may be used and
requires court orders authorizing electronic surveillance to be supported by probable cause to
believe that the target is engaged in criminal activities, that normal investigative techniques are

*°` S.Rept. 99541 at 3.
to: 18 u.s.c. §25l0(l2).
zoo See supra note 47 and accompanying text (noting that smart motors may use a varietyofcommunications
technologies including fiber optics wireless networks satellite, and broadband over power line).

:as 18 U.S.C. §2516. Exceptions cover things such as interception with the consent of a party to the communication and
interception by communication service providers as an incident to providing service.

we 18 U.S.C. §25 l l(2)(0. FISA defines electronic surveillance to include more than the interception of wire, oral, or
electronic communications, 50 U.S.C. §l80 l(f) but places limitations on its definition based upon the location or
identity of some or all of the parties to the communications involved.

107 "Except as provided in (b) of this subsection or in subsection (5) whoever violates subsection (1) of this section
shall be fined under this title or imprisoned not more than five years, or both." 18 U.S.C. §25 l l(4)(a).
:ms 18 u.s.c. §25\ 1(2)(¢).
109 The list of covered criminal provisions can be found at 18 U.S.C. §25 l6(l ) and includes otTenses such as violence
at international airports animal enterprise terrorism arson, bribery of public oRicials and witnesses unlawful use of
explosives, fraud by wire radio or television, terrorist attacks against mass transportation sexual exploitation of
children; narcotics production and trafficking and many others.
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insufficient, and that the facilities that are the subject of surveillance will be used by the targeL2 I0
It also limits the use and dissemination of information intercepted.2l' in addition, when an
interception order expires, authorities must notify those whose communications have been
intercepted.212 Law enforcement may also conduct electronic surveillance when acting in an
emergency situation pending issuance of a court order.°"

The government may also conduct electronic surveillance under the authority of the Foreign
Intelligence Surveillance Act (FISA). FISA governs the gathering of information about foreign
Powers, including international terrorist organizations, and agents of foreign Powers" Although
it is often discussed in relation to the prevention of terrorism, it applies to the gathering of foreign
intelligence information for other purposes.2 I5 Although some exceptions apply, such as for
emergency situations,°'° the government typically must obtain a court order, supported by
probable cause, from the Foreign Intelligence Surveillance Court (FISC), a neutral judicial
decision maker, in order to conduct electronic surveillance pursuant to FIsA.2"

The Stored Communications Act (SCA)

The SCA was enacted in 1986 as Title ll of the Elechonic Communications Privacy Act
(EcpA),"" to "address[] access to stored wire and electronic communications and transactional
records."2'° The SCA prohibits unauthorized persons from accessing a facility through which an
electronic communication service (ECS) is provided, or obtaining, altering, or preventing access
to an electronic communication while it is in electronic storage in an Ecs."° The SCA also limits
the circumstances in which providers of ECS or a remote computing service (RCS)may disclose
information that they carry or maintain.22 I The SCA also provides a mechanism by which law
enforcement may compel the disclosure of stored communications.2z

The terms "electronic communication service," "remote computing services," and "electronic
storage" are all specifically defined by the SCA. As described above, the SCA applies only to
providers of either an ECS or an RCS, stored communications held by other types of entities are
not protected by the SCA. Therefore, in order to determine whether the SCA would protect stored
information collected by a smart meter, this report will first examine whether a utilitys
deployment of a smart meter network falls within the definition of an ECS or an RCS and then

21° 18 u.s.c. §§2516, 2518(3).
211 18 u.s.c. §25 i7.

112 18 u.s.c. §25 I8(8).
zu 18 u.s.c. §25 I8(7).
214 See 50 U.s.c. §1801(a) (definition of"foreign power").
zig For example, it extends to the collection of information necessary for the conduct of foreign affairs. See 50 U.S.C.
§l80l (e) (definition of "foreign intelligence information").
~"° 50 u.s.c. §1805(¢).
217 50U.S.C. §§I80l 1808. FISA authorizes electronic surveillance without a FlSA order in specified instances
involving communications between foreign Powers. 50 U.S.C. §l802.
21s p.L. 9950s.

219 S.Rept. 99-541 at 3.

22018 U.S.C. §270l(a). Unauthorized access includes exceeding an authorization to use the facility. ld.
221 18 u.s.c. §2702.
2z 18 u.s.c. §2103.
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discuss the protections and disclosure restrictions that might apply to any smart meter network
that qualifies as an ECS or RCS.

Electronic Communication Services

An ECS is defined by the SCA as any service which provides users "the ability to send or receive
wire or electronic communications."'2' The statute also defines an "electronic communication" as
"any transfer of signs, signals, writing, images, sounds, data, or intelligence of any nature
transmitted in whole or in part by a wire, radio, electromagnetic, photoelectronic or photooptical
system that affects interstate or foreign commerce."22 As described above, one of the essential
functions of a smart meter would appear to be the capability to transmit consumer electricity
usage data to the smart grid using a variety of communications technologies.225 These
transmissions would seem to fall neatly within the SCA's definition of an electronic
communication. Therefore, whether a smart meter network would qualify as an ECS would likely
depend on whether the deployed smart meters could be said to be providing this ability to users.

It is not clear whether it would be accurate to categorically describe smart meters as providing
customers with "the ability to send or receive" communications. It could be argued that a utility
customer would use the smart meter to transmit usage information to the utility, in the same way
that the same customer uses a traditional meter ro record household electricity usage over a
billing period. However, the Ninth Circuit has suggested that an ECS should not include
situations in which electronic communications are used only "as an incident to providing some
other service, as is the case with a street-front shop that requires potential customers to speak into
an intercom device before permitting entry, or a 'drive-thru' restaurant that allows customers to
place orders via a two-way intercom located beside the drive-up lane."226 On one hand, it may not
be accurate to describe utility customers as users of smart meters at all, particularly if the
deployment of such smart meters is intended principally for the benefit of the utility and does not
change the experience of utility customers. On the other hand, some of the proposed usesof
deployed smart meters may include using collected data for the benefit of the customers for
example by determining the energy efficiency of specific household appliances.327 As a result, the
ultimate classification of a particular smart meter network as an ECS may depend largely on the
specific facts present, such as the manner in which it is marketed, or the ostensible purposes for
which the transmissions are intended to be used.

If a smart meter network qualifies as an ECS, then transmissions containing smart meter data
would be protected under the SCA only while such transmissions are in electronic storage, as that
term is defined by the statute.228 Therefore, one must first determine whether, and under what
circumstances, the data collected by a smart meter network is in electronic storage in order to
determine what protections apply.

zz: 18 u.s.c. §25l0(l 5).
Eu 18 U.S.C. §25 l0(l2). Wire communications are defined as communications containing the human voice and are not
implicated here. 18 U.S.C. §25l0(l).
1:5See supra note 47 and accompanying text.

:to Company v. United States (In re United States), 349 Asa 1132. 1141 (9'*' Cir. 2003) (holding that definition of Ecs
includes service that provides drivers withtheability to make phone calls from their car for directory assistance,
driving directions, or roadside assistance because those activities are intrinsically communicative).

2:7See supra note 8.

211 is u.s.c. §2701.
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For purposes of the SCA, a communication is in electronic storage at an ECS if it is in temporary,
intermediate storage incidental to electronic transmission or in storage for backup protection.229
As applied to the smart meter network, data residing on the smart meter itself prior to being sent
to the utility would appear to be in electronic storage, as such storage is likely temporary and
undertaken solely in anticipation of some eventual transmission to the utility. In contrast, once the
data has arrived at the utility and resides on its servers, it may no longer be in temporary or
intermediate storage. However, some form of the communications may still be being held for
backup purposes, and in such a case might be considered in electronic storage under the statute.
To the extent that the data would be considered in electronic storage, either while on the meter or
on the utility's computers, the data would appear to be subject to the SCA's provisions applicable
to providersof ECS.

The SCA prohibits intentionally accessing without authorization, a facility through which an ECS
is provided and obtaining, altering, or preventing access to an electronic communication while it
is in electronic storage." Criminal penalties for violating the SCA's prohibitions on unauthorized
access start at imprisonment for not more than one year (not more than five years for a
subsequent conviction) and/or a fine of not more than $100,000.2" However, violations
committed for malicious, mercenary, tortuous or criminal purposes are subject to higher penalties
and may be punished by imprisonment for not more than five years (not more than 10 years for a
subsequent conviction) and/or a fine of not more than $250,000 (not more than $500,000 for
organizations).2" Victims of a violation of the SCA also have a civil cause of action for equitable
relief, reasonable attorneys' fees and costs, and damages equal to the loss and gain associated
with the offense but not less than sI,000.2"

The SCA generally restricts the ability of providers of ECS to disclose the contents of
communications in electronic storage, if the ECS is offering those services to the public.23'
However, the statute also permits certain disclosures to law enforcement. Such permitted
disclosures by a provider of electronic communication services to law enforcement can be either
voluntary or compelled. Normally, voluntary disclosure to law enforcement is authorized only if
the contents of the communication were inadvertently obtained by the service provider and
appear to pertain to the commission of a crime.235 However, it should be noted that the utility in
this case appears to be the intended recipient of all communications sent over the smart meter
network, and the SCA's restrictions on disclosures of electronically stored information held by
ECS or RCS providers may generally be overcome if an intended recipient of the communication
consents to the disclosure. Jr, Consequently, the utility may have more latitude to share
communications in electronic storage with law enforcement than a traditional provider of ECS,
such as a telephone company, would have.

129 18 u.s.c. §25l0(l 7).
zs0 18U.S.C.§270l(a). Unauthorized access includes exceeding an authorization ro use the facility. Id.
231 is u.s.c. §2701(b)(2).
pa: 18 u.s.c. §270I(b)(1).
pa: is U.s.c. §2707.
234 18 U.S.C. §2702(a)(l) ("a person or entity providing an electronic communication service to the public shall not
knowingly divulge to any person or entity the contents of a communication while in electronic storage by that
service").

1:5 18 U.s.c. §2702lb)(7).
unsee is u.s.c. §2702(i>)(3).
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For purposes of compelled disclosures to law enforcement, the SCA distinguishes between recent
communications and those that have been in electronic storage for more than 180 days. A search
warrant is required to compel providers to disclose communications held in electronic storage for
180 days or less.237 However, communications held for more than 180 days may be obtained by
law enforcement through a warrant, subpoena, or a court order supported by specific and
articulable facts sufficient to establish reasonable grounds to believe that the contents are relevant
and material to an ongoing criminal investigation. as Customers whose communications have
been disclosed are generally required to be given notice of such disclosure, but such disclosure
may be delayed if notification might result in endangering the life or physical safety of an
individual, flight from prosecution, destruction of or tampering with evidence, intimidation of
potential witnesses, or otherwise seriously jeopardizing an investigation or unduly delaying a
trial.

Remote Computing Services

it is likely that the classification ofa smart meter network as an RCS would similarly be fact-
dependent. The SCA defines an RCS as a service in which computer storage or processing
services by means of an ECS are provided to the public."0 It is conceivable that the data collected
by smart meters may in fact be stored or processed by the utility, but there is no indication that
such storage or processing would be categorically provided as a service to the public, rather than
solely for the utility's internal benefit.2" If such service is not provided to the public, then it
would likely be inaccurate to classify the smart meter network as an RCS. However, if one of the
features of a particular smart meter deployment is to give customers the ability to store or process
their usage data, then it would appear to qualify as an RCS.

For those smart meter networks which qualify as an RCS, the SCA generally protects the contents
of electronically transmitted communications "carried or maintained on that service" for
customers of the service. Disclosures of such information are generally prohibited,2'2 but the SCA
also provides a means for law enforcement to obtain access to the contents of such
communications. The government may obtain a warrant supported by probable cause, or use a
subpoena or a court order supported by specific and articulable facts sutiicient to establish
reasonable grounds to believe that the contents are relevant and material to an ongoing criminal
investigation" However use of a subpoena or court order supported by specific and articulable
facts also requires the government to give prior notice to the customer whose information is
sought, unless particular circumstances warrant delayed noticc.2" RCS customers whose

137 is u.s.c. §2703(x)
:is 18 U.S.C. §2703(d). Some courts have held that this "reasonable grounds" standard is a less demanding standard
than "probable cause." See In re Application of the United States, 620 F.3d 304, 313 (ad Cir. 2010) ("We also conclude
that this [§2703(d)] standard is a lesser one than probable cause.").
239 18 u.s.c. §2705(a).
240 is u.s.c. §27l i 12).
241 However if some other service provided by the utility allows the data collected by a smart meter to be stored or
manipulated for the benefit of the utilitys customers. it is possible that this system would fall within the definition of
an RCS.

24: The SCA allows providers of an RCS to disclose stored communications with the consent of the subscriber of an
RCS. 18 U.S.C. §2702(b)(3).
243 is u.s.c. §2703(b)(1).
144 lB U.S.C. §2703(b)(1)(B).
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communications have been disclosed in violation of the SCA may pursue a civil cause of action
for equitable relief, reasonable attorneys' fees and costs, and damages equal to the loss and gain
associated with the offense but not less than $1,000.2"'

The Computer Fraud and Abuse Act (CFAA)

The Computer Fraud and Abuse Act (CFAA) prohibits intentionally accessing and obtaining
information from a computer used in or affecting interstate commerce, without authorization or in
excess of a granted authorization.2" The definition of a computer for purposes of the CFAA is "an
electronic, magnetic, optical, electrochemical, or other high speeddata processing device
performing logical, arithmetic, or storage functions, and includes any data storage facility or
communications facility directly related to or operating in conjunction with such device"
excluding 'gr automated typewriter or typesetter, a portable hand held calculator, or other similar
device...."2

The servers on a utility's network would likely fall squarely within the definition of a computer
under the CFAA. Similarly,smart meters themselves also appear to meet the definition of a
computer, insofar as they store customers' energy usage data and also perform logical operations
by routing transmissions across the utility's network. Additionally, in light of the significant role
that energy utilities play in the modem economy, the smart meter network would also likely be
considered to have an effect on interstate commerce, even if they operate entirely within one
state. Therefore, intentionally gaining access to the utility's servers or smart meters to obtain
customer data would likely constitute a violation of the CFAA if done without the utility's
authorization or in excess of an authorization granted by the utility.

The criminal penalties for violating the unauthorized access provisions of theCFAA have a three
tier sentencing structure. Simple violations are punished as misdemeanors, imprisonment for not
more than one year and/or a fine of not more than $100,000 ($200,000 for organizations).2" At
the next level, cases in which: "(i) the offense was committed for purposes of commercial
advantage or private financial gain, (ii) the offense was committed in lilrtherance of any criminal
or tonious act in violation of the Constitution or laws of the United States or of any State, or (iii)
the value of the information obtained exceeds $5,000" may be punished by imprisonment for not
more than five years and/or a fine of not more $250,000 ($500,000 for organizations).2°° The third
tier is for repeat offenders whose punishment is increased to imprisonment of not more than 10
years and/or a fine of not more than $250000 ($500,000 for organizations) for a second or
subsequent conviction.2'0

"' is u.s.c. §2707.
"' is u.s.c. §1030(a>(2). For more detailed information on the CFAA, sac oRs Report 97\025. Cybercrime: An
Overview of the Federal Computer Fraud and Abuse Slalufe and Related Federal Criminal Laws by CharlesDoyle.

247 18 u.s.c. §1030(=1(1).
14s 18 U.s.c. §1030(¢)(2)(A).
249 la U.s.c. §1030(c)12)(B).
zs is u.s.c. §§I030(¢) 3571.
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The Federal Trade Commission Act (FTC Act)

Section 5 of the FPC Act prohibits "unfair or deceptive acts or practices in or affecting
commerce"25' and gives theFederal Trade Commission (FTC) jurisdiction to bring enforcement
actions against "persons, partnerships, or corporations" that engage in these practices" In the
past, the FTC has used its authority under Section 5 to take action against businesses that violate
their own privacy policies or that fail to adequately safeguard a consumer's personal
information.2" Although there do not appear to be any cases in which the FTC has taken action
against an electric utility for failing to protect consumer smart meter data, the Commission would
have authority to enforce Section 5 against a utility that fell within its statutoryjurisdiction.

Covered Electric Utilities

This section considers whether the FTC would have Section 5 jurisdiction over each of the four
types of electric utilities identified by the Energy Information Administration (EIA): investor-
owned, publicly owned, federally owned, and cooperative.2" It finds that the FTC clearly has
jurisdiction over investor-owned utilities. It is unclear whether the Commission has jurisdiction
over publicly owned utilities or federally owned utilities. The FTC could enforce Section 5
against for-profit electnc cooperatives, and case law suggests that nonprofit electric cooperatives
may also be subject to the act's requirements.

The FTC has jurisdiction to enforce Section 5 against "persons, partnerships, or corporations,"
with exceptions not applicable here.2" Utilities that are "persons" or "partnerships" would be
subject to the FTC's enforcement Powers automatically,2 6 as the statute does not provide any
additional jurisdictional requirements for these entities. Most electric utilities, however, are
organized as legal entities that would potentially tit within the definition of "corporation" The
FTC Act states that, for the purposes of Section 5, the term "corporation":

shall be deemed to include any company, trust, socalled Massachusetts trust or association,
incorporated or unincorporated, which is organized to carry on business for its own profit or
that of its members, and has shares of capital or capital stock or certificates of interest, and
any company, trust, so-called Massachusetts trust, or association, incorporated or
unincorporated without shares of capital or capital stock or certificates of interest, except
partnerships which is organized to carry on business for its own profit or that of its
members. 57

psi 15 u.s.c. §45(8)(I)
251 ms u.s.c. §45(a><2).
ass See "Enforcement of Data Privacy and Security" infra p. 4 I see also NIST PRIVACY REPORT supra note I I at 23
n.48.

254 ENERGY INFO. ADMIN., ELf:crItIc Power InDusTnv Ovsavisw (2007) [hereinafter EIA ELECTRIC POWER
OvERvIEw], availableAr http://www.eia.gov/cneaf/electricity/page/prim2/toc2.htmI.

:as Is U.s.c. §45(»><2).

:Se The FTC Act does not fisher define "persons" or "partnerships" or impose any additional jurisdictional
requirementson these entitiesin the way that it does for "corporations" See 15 U.S.C.§44.
257 Is us.c. §44.

29Congressional Research Service

PAGE # /oZ?



Smart Meter Data:Privacy and Cybersecurity

This definit ion, part icularly  in its use of the words "shall be deem ed to include," suggests that a
w ide variety  of  legal ent it ies could potent ially  const itute "corporat ions" M oreover,  in Cal i fornia
Denial  Ass n in FTC , the Suprem e Court rem arked that the "FTC Act directs the Com m ission to
prevent the broad set ofent i f ies under i ts jurisdict ion" from violating Section 5.258 In that case,
the Court found that the term "corporat ion" also included nonprofit entit ies, so long as they
imparted signif icant econom ic benefit to their members.259 Thus, as the Court's opinion
dem onstrates, the key question when determ ining whether an entity  is a "corporation" for the
purposes of Section 5 jurisdiction is not what legal form  the entity  takes, but rather whether the
entity  is "organized to carry  on business for its ow n prof it  or dirt  of its m em bers."

Investor-Owned Utilities

Investor-ow ned ut ilit ies are clearly  subject to the FTC's Sect ion 5 jurisdict ion as "corporat ions."
The EIA defines investor-owned clcctnc ut ilit ies as those that "have the fundam ental object ive of
producing a prof it  for their investors" and distribut ing these prof its as div idends or reinvest ing
them in the business.2°° These utilit ies satisfy  the definit ion of "corporation" under the statute
because they are companies organized to carry on business for the profit of their investors.2°'

Publicly OwnedUtilities

I t  is unclear w hether the FTC has Sect ion 5 jurisdict ion over publicly  ow ned ut ilit ies. The agency
probably  lacks jurisdict ion over these ut ilit ies if  it  characterizes them  as "corporat ions," but it  is
possible that it  m ay have jurisdict ion over them  if  it  characterizes them  as "persons." Publicly
ow ned ut ilit ies include "m unicipals,  public ut ility  districts and public pow er districts,  State
authorit ies, irrigat ion districts,  and joint m unicipal act ion agencies.":° The EIA describes these as
"nonprofit  governm ent entit ies that are organized at either the local or State level," are exem pt
from  state and federal incom e taxes and "prov ide serv ice to their com m unit ies and nearby
consum ers at cost."2°3 In contrast to investor-owned utilit ies or cooperatively  owned utilit ies,
publicly  ow ned ut ilit ies obtain capital by  issuing debt rather than selling an ow nership interest in
the utility  to investors or m em bers.2"'

A s " C o r p o r a t i o n s "

Publicly  ow ned ut ilit ies probably  do not  fall w ithin the FTC's Sect ion 5 jurisdict ion over
"corporations" because they are not organized to carry  on business for profit .  Rather,
governm ents form  these utilit ies for the sole purpose of distributing electricity  to consum ers at

255 Cal. Dental Ass'n v. FTC, 526 U.S. 756. 768 (I999) (emphasis added) (internal quotation marks omitted).

259 ld. at 76669.

kw EIA ELEcTric POWER OvEkviEw, sum note 254.

:on Indeed, the FTC hasasserted Section 5 jurisdiction over holding companies with investorowned electric utility
subsidiaries in the past. See e.g. DTE Energy Co. 131 F.T.C. 962 (May 15 200l) (complaint); CMS Energy Corp.
127 F.T.C. 827 (June 2, I999) (complaint). Sec also In re DTE Energy Co. FTC File No. 001 0067 (May 15 2001 )
(consent order) In re CMS Energy Corp. FTC File No. 991 0046 (June 2, 1999) (consent order).

pa:EIA ELECTRIC PowEr OvERviEw supra note 254.

26) ld.

zu DAvio E MCNABB, Puauc UTrLmEs: MANAGEMENT CHALLENGES For THE 2 lsT CENTURY 165 (zoos).

30Congressional Research Service

PAGE H/O29

v --v ~



SmartMeter Data: Privacy and Cybersecurity
l

cost.2"5 Significantly, when publicly owned utilities realize net income-that is, revenues they
ham in excess of their expenses-they either (I) use it to finance their operations in lieu of
issuing more debt,2"' or (2) transfer it to the general fund of the political subdivision that they
serve. 67 Thcse utilities typically lack investors or members to which they could distribute net
income as divide¢nds.*"" Thus, publicly owned utilities are probably not "organized to carry on
business" for profit and are probably exempt from the FTC's Section 5 jurisdiction if
characterized as "corporations."

A s "Persons"

It is unclear whether a court would find that the FTC has Section 5 jurisdiction over publicly
owned utilities as "persons," as a coin could employ several different canons of statutory
interpretation when deciding whether "persons" includes state or local government entities.2°° In
the l 980s, the FTC attempted to assert Section 5 jurisdiction over two statechartered municipal
corporations-the cities of New Orleans and Minneapolis-as "persons," alleging that the cities
engaged in unfair methods of competition by assisting taxicab companies in maintaining high
prices and stifling competition." The Commission later withdrew both complaints, and thus no
court considered whether jurisdiction was proper. More recently. the Commission has asserted
jurisdiction over state government agencies that regulate certain professions such as dentistry,27 I
optometry,272 and funeral services."3

11277

There appears to be only one court case that engages in a full discussion and interpretation of the
meaning of "persons" under Section 5. In California State Board of Opton1etry v. FTC, the D.C.
Circuit Court ofAppeals considered "whether a State acting in its sovereign capacity is a `person'
within the FTC's enforcement jurisdiction."m The FTC had issued a rule declaring "certain state
laws restricting the practice of optometry to be unfair acts or practices."m Petitioners, which
were state boards of optometry and professional associations, argued that the court should strike
down the rule because ii went beyond the FTC's statutory authority.276 In vacating the mle, the
court found nothing in the relevant provisions of the FTC Act "to indicate that Congress intended
to authorize the FTC to reach the 'acts or practices' of States acting in their sovereign
capacities.

*" EIA ELEcnuc Power Ovsnvlsw supranote 254.

z66 MCNABB, supra note 264, at 165.

261 EIA ELECTRIC Power OvianvIsw supra note 254.

288 MCNABB, supra note 264, at 165.

269Incontrast to entities that are "corporations," the FTC does not have to show that entities qualifying as "persons" are
organized for profit. See 15 U.S.C. §44.

270 In re City of Minneapolis,105 F.T.C. 304 (May 7, l985) (order withdrawing complaint), In re City of New Orleans
105 F.T.C. l (Jan. 3 1985) (order withdrawing complaint).

271In re N.C. Statc Bd.of Dental Examrs 151 F.T.C. 607 (Feb. 3 201 l) (state action opinion) In re South Carolina
State Bd. ofDentistry 138 F.T.C. 229 (Sept. 12, 2003)(complaint).

273 In re Mass. Board of Registration in Optometry 110 F.T.C. 549 (June13 l 988) (decision).

27) In re Va. Ba. of Funeral Dies. & Embalmers 138 F.T.c. 645 (Oct. 1 2o04) (complaint).

274 910 F.2d 976, 979 (ac. Cir. 1990).

27s 14. at 978.

276 ld at 97879.

117 /d. at 980, 982.
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A court approaching the question of whether "persons" includes publicly owned utilities would
start with the language of the statute. Courts traditionally give broad deference to an agency when
the agency interprets the extent of its own jurisdiction unless the reach of its jurisdiction is clear
from reading the statute "under ordinary principles of construction."278 Attempting to discern the
Commission's jurisdiction under Section 5 of the FTC Act is diiiicult, as the statute does not
define the term "persons" for the purposes of that provision. Title 1, Section 1 of the United
States Code (the Dictionary Act) provides: "In determining the meaning of any Act of Congress,
unless 1/ie ea/zfexr indicates otherwise the words 'person' and 'whoever' include corporations,
companies, associations, finns, partnerships, societies, and joint stock companies, as well as
individuals."279

However, the context in which "persons" appears in Section 5 probably forecloses the use of the
default definition of "person" in the Dictionary Act. in Section 5, Congress listed the terms
"persons," "partnerships" and "corporations" separately, which indicates that it intended to give
each term independent significance. The terns "corporations" and "partnerships" would not have
independent meaning in Section 5 if the term "persons" in Section 5 included the entities listed in
the Dictionary Act. Furthermore, the FTC Act requires that "corporations" be organized for their
own profit or the profit of their members in order for the FTC to exercise jurisdiction over
them-a requirement it does not impose on the other entities."° By reading the term "persons" to
include the entities listed in the Dictionary Act, the FTC could evade this additional requirement
simply by bringing its complaint against an entity as a "person" rather than a "corporation"-a
result that Congress probably did not intend. Thus, a court that ended its analysis here could find
that the meaning of "persons" remains ambiguous. The court could then choose to defer to the
FTC's broad interpretation of its own jurisdiction under the Supreme Court's decision in Chevron
us/4. Inc. v. NRDC In¢.`"'

The California Optometry court, however, declined to defer to the FTC's interpretation of its own
jurisdiction because it found that principles of federalism outweighed Chevron deference."2
Quoting the Supreme Court's decision in Will u Michigan Department of State Police,2" the

zeal See Cal. Dental Assn v. FTC, 526 U.S. 756, 76566 ( I 999) ("Respondent urges deference to this interpretation of
the Commissions jurisdiction as reasonable. But we have no occasion to review the call for deference here, the
interpretation urged in respondents bNefbeing clearly the better reading of the statute under ordinary principles of
construction.") (internal citations omitted) see aLso Chevron U.S.A., inc. v. NRDC Inc. 467 U.S. 837. 84243 (l984).

z79 1 u.s.c. §1 (emphasis added).

1"° See is u.s.c. §44.

our Chevron 467 u.s. at 84243. In that ease the Court held that

When a court reviews an agencys construction of the statute which it administers, it is confronted
with two questions. First always is the question whether Congress has directly spoken to the
precise question at issue. If the intent of Congress is clear that is the end of the matter; for the
coin as well as the agency. must give effect to the unambiguously expressed intent of Congress.
If however the court determines Congress has not directly addressed the precise question at issue,
the court docs not simply impose its own construction on the statute as would be necessary in the
absence ofanadministrative interpretation. Rather if the statute is silent or ambiguous with respect
to the specific issue, the question for the court is whether the agencys answer is based on a
permissible construction of the statute. ld.

pa: Todd H. Cohen Double Vision: 7l1e FTC Stale Regulation and Deciding What s Best for Consumers 59 GEO.
WASH. L. REV. 1249 1267 (1991) ("in sum the California State Board qfOptomclrjv court relied on federalism
principles to justify protecting state interests. The court extended the judiciallycreatedParker state action doctrine to
cover FTC trade regulation rules and applied the clear statement doctrine to prevent the FTC from invalidating a state
law as unfair without additional congressional action.").

2" 491 U.s. 58 (1989).
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California Optometry court stated that "in common usage, the term person does not include the
sovereign, and statutes employing the word are ordinarily construed to exclude it."28" In the Will
case, the Court considered whether the term "person" as it appeared in 42 U.S.C. §l983 included
a state."' The Court held that it did not, involdng the principles of federalism when it wrote that
"[t]his approach is particularly applicable where it is claimed that Congress has subjected the
States to liability to which they had not been subject before."2" The Court found that the statute's
language fell "far short of satisfying the ordinary rule of statutory construction that if Congress
intends to alter the 'usual constitutional balance between the States and Federal Government,' it
must make its intention to do so 'urunistakably clear in the language of the statute."'m

The Court's decision inWill, as interpreted by the D.C. Circuit in California Optometry, suggests
that Congress must clearly indicate in a particular statute when it wishes to subject states to a new
form of liability, particularly when this would change the balance between state and federal
authority by intruding on the actions a state takes in its sovereign capacity. There does not appear
to be a clear indication that Congress intended the word "persons" in the FTC Act to subject
publicly owned utilities to FTC enforcement actions.2" Thus, if the FTC's enforcement of Section
5 against a publicly owned utility would alter the balance between the state and federal
governments, a court might read "persons" to exclude these utilities. As the California Optometry
court indicated whether the balance is altered may depend on whether the operation of the utility
amounts to the state acting in its sovereign capacity (balance altered) or merely engaging in a
proprietary function (balance not altered).289 The California Optometry court suggested that
whether a state is acting in its sovereign capacity or engaging in a proprietary function may vary
according to the antitrust laws' state action doctrine, a multipronged analysis that is beyond the
scope of this report.290 If a court found that the state was acting in its sovereign capacity when the
state (or one of its subdivisions)operated an electric utility, the court could hold that the FTC
does not have Section 5 jurisdiction because of the federalism principles and clear statement rule
that guided the interpretation of the statute in Will and were adopted by the court in California
Optometry/.m

A third possible choice for a court would be to adopt the reasoning of the FTC and find that
Congress clearly intended "persons" to include government entities, because under the other
antitrust laws, the term "persons" includes state and local government entities, and the antitrust

zu California Oplomclrjv 910F.2d 976 980(D.C.Cir.1990) (internal quotation marks omitted).

2 sswin,491 u.s. at 60.

286ld. at 64.

2s1ld. at 65 (citations omitted).

:as Representative Covington, the sponsor of the act explained during floor debate on the measure that Section 5
"embraces within the scope of that section every kind of person natural or artificial who may be engaged in interstate
commerce.5 l CONG. REC. 14928 (l9l4). Despite this remark courts have not taken such a broad view of the FTC's
jurisdiction under the act. Even the Supreme Court has held that there are some limits on the entities covered by
Section5.See Cal. Dental Assn v. FTC S26 U.S. 756 76667 (1999) (requiring, for jurisdiction that a "proximate
relation" must exist between the activities of a nonprofit and the benefit it provides to itsmembers, and implying that
the activitiesmust confer "more thandhminimsor merely presumed economic benetiLs" on the members).

:avSeeCalifOrnia Optometry.910 F.2d at 98081 ("This rule of statutoryconstruction serves to ensure that theStates'
sovereignty interests are adequately protected bythepolitical process.").

z90 ld. at 980. For more information onthefactors that coins consider when making this determination see FED. TRADE
COMMN, RErORT oF THE STATE ACTION TASK FoncE (2003) available at http://www.Rc.gov/os/2003/09/
$[a(¢a¢[ionr¢porlpdf

291 See Cohen supra note 282 at 1267.
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laws, including the FTC Act,m should be read together The California Optometry court
acknowledged this argument, writing that "several Supreme Court decisions hold that a State is a
person for purposes of the antitrust laws."2°' The court ultimately rejected the argument, however,
because it found that "when a State acts in a sovereign rather than a proprietary capacity, it is
exempt from the antitrust laws even though thoseactions may restrain trade," and that this state
action doctrine may "limit the reach of theFTC's enforcement jurisdiction."2" Thus, if a court
found that a state acted in its proprietary capacity when the state (or one of its subdivisions)
operated a public utility, then the state action doctrine would not apply, and it would be possible
for a court to find jurisdiction even under the California Optometry case. The FTC has advanced
this reasoning, arguing that the state boards over which it asserts jurisdiction do not amount to the
states acting in their sovereign capacities.:°° Whether the operation of a particular publicly owned
utility consists of the state acting in its sovereign capacity or engaging in a proprietary function
may vary according to the antitrust laws' state action doctrine, a multi-pronged analysis that is
beyond the scope of this reports

Thus, whether a court would find that the word "persons" in Section 5 includes certain
government entities such as publicly owned utilities is unclear because it may depend on which, if
any, of several principles of statutory construction the court adopts. A court could, among other
options: (l) find that the meaning of"persons" in Section 5 is ambiguous, and thus defer to the
FTC's broad interpretation of its own jurisdiction because of the Chevron doctrine, (2) find that
the statute is ambiguous, but that principles of federalism outweigh the court's usual Chevron
deference to the Commission's interpretation of its own jurisdiction-a determination that may
require a court to find that the state is acting in its sovereign capacity when the state (or one of its
subdivisions) operates an electric utility; or (3) find that Congress clearly intended "persons" to
include government entities because Section 5 should be read together with the other antitrust
laws, under which the term "person" includes state and local government entities-a
determination that may require a court to find that the state is performing a proprietary function
when the state (or one of its subdivisions) operates a utility.

Federally Owned Utilities

It is unclear whether the FTC could enforce Section 5 against a federally owned utility. Indeed,
there does not appear to be any case in which the FTC has sought to enforce Section 5 against a
federal agency.2 x The FTC probably lacks Section 5 jurisdiction over the nine federally owned

292 Although this report focuses on the FTC's consumer law cases under Section 5 ("unfair or deceptive acts or
practices"), and not itsantitrust cases ("unfair methods of competition") both types o f prohibited activities share the
same phrase for the purposes ofdetemtining the agencys jurisdiction: "persons partnerships, or corporations." See 15
U.S.C. §45(3X2).

293 See In re Mass. Board of Registration in Optometry, 110 F.T.C. 549 (June13,1988) (decision) (citations omitted).

z94 California Optonierry 910 F.2d at 98o (citations omitted).

295 Id. at 980 (citation omitted).

2% See e.g. In re N.C. State Bd. of Dental Exam'rs, 151 F.T.C. 607 (Feb. 3 201 l) (state action opinion) in re Mass.
Board of Registration in Optometry 1 10 F.T.C.549 (June 13. 1988) (decision).

297 Formoreinformation on the factorsthatcourts consider when making this determination. see FED. TRADE COMMN
REPORT oF THE STATE AcTion TASK FORCE (2003) available athttp://www.he.gov/os/2003/09/statcactionreportpdi

198 This report does not consider whether any constitutional implications would result if the FTC, an independent
executive branch agency brought an enforcement proceeding against another executive branch agency. See generally
Michael Eric Harz When Can the Federal Government Sue Irseu?,32 WM. & MARY L. REV. 893 (1991).
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u ti l i ties  ope ra ting  in  the  Un ited  Sta tes"  if i t cha rac te r izes  them as  " co rpo ra tions ."  L ike  pub lic ly
owned  u til ities , federa lly owned  u til ities  a re  no t o rgan ized  fo r p ro fit.  As the EIA no tes , " fede ra l
power is  not so ld  fo r pro fit, bu t to  recover the costs o f opera tions and repay the Treasury fo r
funds borrowed to  construct genera tion  and transmiss ion  fac ilities ." '°°  If the  Commiss ion
characterizes these u tilities as "persons,"  it is  unclear whether a  court would  find that th is  term
inc ludes government en tities .'° '

As a  p ractica l matte r, FTC en fo rcement o f Section  5  aga ins t federa lly owned u tilities  is  p robab ly
unnecessary in  the context of smart meter data because of other federal laws, such as the Privacy
Act,302 that would  like ly pro tect th is  data  when it is  s tored in  records systems mainta ined by
federa l agencies, inc lud ing federa lly owned utilities.'°3

Cooperatively Owned Utilities

F orp ro fit e lec tr ic  coope ra tives  wou ld  c lea r ly fa l l  with in  the  Commiss ion 's  Sec tion  5  ju r isd ic tion
over " corpora tions"  opera ted  fo r the ir own pro fit o r tha t o f the ir members .'° '  Indeed, the  FTC has
main ta ined ju risd ic tion  over fo r-p ro fit coopera tives as "corpora tions"  in  the  past, inc lud ing  a  mea l
healthcare cooperatives and a  wine maker.'°°  However, it appears that most e lectric
coopera tives-and  particu la r ly the  coopera tives  tha t will rece ive  funds  under the  Departmen t o f
Energy's  Smart Grid  Inves tmen t Gran t p rog ram-are  nonpro fits .3°7

It is  poss ib le  tha t the  FTC wou ld  have  Section  5  ju risd ic tion  over these  nonpro fit e lec tr ic
coopera tives as "corpora tions"  o rgan ized fo r p ro fit. These d is tr ibu tion  u tilities  are  owned by the
"consumers they serve,"  and those that are  tax-exempt must "provide e lectric  service to  the ir
members at cost, as that term is  defined by the In terna l Revenue Service." '°8  However, when the
activities o f a  cooperative resu lt in  revenues that exceed the cooperatively costs, these "net
marg ins are considered a contribution of equity by the members that are required to  be re turned
to  the members consis tent with  the organ ization 's  bylaws and lender limita tions imposed as a
cond ition  o f loans."309 Thus, in  contrast to  pub lic ly owned u tilities , wh ich  typ ica lly transfer any
net income to  the genera l fund o f the government that they serve, e lectric  cooperatives re turn  net
marg ins to  the ir members as equ ity, and when that equ ity is  re tired by the board o f d irectors,
members receive cash payments ' 0  Although it does not appear that a court has considered

199 EIA ELECTRIC PowerOvsitvlew .supra note 254. Among these utilities are the Tennessee Valley Authority the
four power marketing administrations in the Depanmcnt of Energy and the Army Corps of Engineers. Id.

'°° ld.

101See supra notes 26997 and accompanying text.

Joz 5 u.s.c. §552a.

J03See "The Federal Privacy Act of 1974," injia p 45.

' ° '  is  u.s .c . §44.

Joe In re Minn. Rural Health Coop. FTC File No. 051 0199 (Dec. 28, 2010) (decision and order).

*0° In re Heublein Inc., 96 F.T.C. 385 (Oct. 7 l980) (final order).

307 See DEP'T oF ENERGY, CAz STuov - NANONAL RURAL ELECTRIC COOPERATIVE ASSOCIATION SMART Gem
lNVESTMENr GRANT I. available oz hnp://energy.gov/sites/prod/files/oeprod!DocumcntsandMedia/
NRECA_case_study.pd£

:au EIA ELEcrnuc Power OvERviEw supra note 254.

309 ld. "Net margins" is the term given to "revenues in excess of the cost of providing service." ld.

no See Ag. Cent. Rural Electric Coop. Patronage Capital, http://www.crcc.coop/CRECAdvantage/PauonageCapital/
tabid/7l I/Default.aspx l"Allocated patronage capital appears as an entry on the permanent financial records of the
(continued...)
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whether the FTC has Section 5 jurisdiction over a nonprofit electric cooperative that returns its
net margins to its consumermembers in addition to providing them with electricity service, the
Supreme Court, as well as lower federal courts, have issued guidance on factors that a court may
consider in answering this question.

Applicable Law

Under Section 5, the FTC Act requires that a "corporation" be "organized to carry on business for
its own profit or that omits members."3 re In California Dental Ass 'n M FTC, the Court considered
whether the FTC could enforce Section 5 against a "voluntary nonprofit association of local
dental societies" that was exempt from paying federal income tax and furnished its members with
"advantageous insurance and preferential financing arrangements" in addition to lobbying,
litigating, and advertising on their beha1£"' The Court found that the FTC had jurisdiction over
the California Dental Association as a "corporation," stating that

the FTC Act is at pains to include not only an entity "organized to carry on business for its
own profit," but also one that canies on business for the profit "omits members." Whilc such
a supportive organization may be devoted to helping its members in ways beyond immediate
enhancement of profit, no one here has claimed that such an entity must devote itselfsingle-
mindedly to the profit ofothers. It could, indeed, hardly be supposed that Congress intended
such a restricted notion ofcovered supporting organizations, with the opportunity this would
bring with it for avoiding jurisdiction where the purposes of the FTC Act would obviously
call for asserting it."3

The Court declined to specify the percentage of a nonprofit entity's activities that must be "aimed
at its members' pecuniary benefit" ro subject it to FTC jurist¢rs<m."" However, the Court wrote
that a "proximate relation" must exist behzvccn the activities of the entity and the profits of its
members, and implied that the activities must confer "more thande minims or merely presumed
economic benefits" on the members."5 The Court's justification for this result was that "nonprofit
entities organized on behalf of for-profit members have the same capacity and derivatively, at

(...continued)

cooperative and reflect [sic] your equity or ownership in CREC. When patronage capital is retired, a check or bill credit
is issued to you arid your equity in the cooperative is reduced. When considering a retirement the board analyzes the
financial health of the cooperative and will not authorize a retirement that will adversely affect the financial integrity of
the cooperative."), Fall River Rural Electric Coop. Patronage Capital, http://www.Frrec.com/myAccount/
patronageCapital.aspx (The Cooperatives Board of Directors retires patronage capital when finances allow often on
an annual basis. The oldest patronage capital is retired first. Fall River currently retires patronage capital on a rotation
of approximately 20 years.") Kauai island Util. Coop. Member Patronage Capital Information, http://www.kiuc.coop/
member_patcapqa.htm ("A portion of Patronage Capital may be periodically paid to the members upon approval of the
Board of Directors and our lenders."); Sulphur Springs Vallcy Electric Coop. Inc., Patronage Capital Credits,
http://www.ssvec.org/?page_id=583 ("Capital credits represent your share of the Cooperatives margins - margins are
the operating revenue remaining after operating expenses. The amount assigned in your name depends on your energy
purchases. To calculate this we divide your annual energy purchase by the Cooperatives operating income for the
year. The more electricity you buy, the more capital credits you am.").

"' is u.s.c. §44 (emphasis added).

Jazz 526 u.s. 756, 75960 767 (1999).

Jo Id. at 766 (internal citations omitted).

114ld.

"5 Id. at 766-67.
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1,316

least, the sam e incentives as for-profit  organizations to engage in unfair m ethods of com petit ion
or unfair and deceptive acts.

It is clear that the FTC m ay still have Section 5 jurisdiction even when the benefits that a
nonprofit  prov ides to its m em bers are secondary to its charitable functions. In American Medical
Ass 'n v FTC, the Second Circuit  considered whether the FTC could enforce Section 5 against
three m edical professional associat ions,  including the Am erican M edical Associat ion (AM A), a
nonprofit  corporation com posed of "physicians, osteopaths, and m edical students."3'7 The court,
acknow ledging that the associations served "both the business and non-business interests of their
m em ber physicians," found jurisdict ion because the "business aspects" of their act iv it ies,
including lobbying for m em bers and offering business advice to them , subjected them  to the
FTC's jurisdict ion despite the fact that the business aspects "were considered secondary to the
charitable and social aspects of  their w ork."m

When determ ining w hetherjurisdict ion exists a coin m ay  consider other factors in addit ion to
the benefits that the nonprofit  prov ides to its members. [rt Community Blood Bank to FTC, the
Eighth Circuit  considered w hether a "corporat ion" included all nonprof it  corporat ions.)19 The
appeals court held that the FTC lacked Section 5 jurisdict ion over nonprofit  blood banks because
the banks' act iv it ies did not result  in "prof it" in the sense of "gain from  business or investm ent
over and above expenditures.""° The blood banks, the court observed, lacked shares of capital,
capital stock, or cert if icates, and were "organized for and actually  engaged in business for only
charitable purposes...321 One bank's articles of incorporation touted the entity 's charitable
purposes, and all of the banks were exem pt from  paying federal incom e taxes.m  Upon
dissolut ion the corporat ions w ould transfer their assets to other charitable or nonprof it
organizations" In addit ion, none of the funds collected by the blood baM  cs had "ever been
distributed or inured to the benefit  of any of their m em bers, directors or o8icers."324 The coin
found that these factors m ade the blood banks "charitable organizations" both "in law  and in
fact," exem pting them  from  the FTC's Sect ion 5 jurist¢¢i<>n."'

A n a l y s i s

The coe law  suggests several factors that a court m ay weigh when determ ining whether a private,
nonprofit entity  composed of members, such as an electric cooperative, is subject to the FTC's
Sect ion 5 jurisdict ion as a "eorporat ion.""° The m ost signif icant factor is w hether the nonprof it

"° ld. at 768.
"1 638 F.2d 443, 446 (1980).

J r ld. at448. The coin notedinpassing that the AMA's articles of incorporation stated that one purpose of the
organization was to "safeguard the material interests of the medical profession." ld.

""40s F.2d 1011, 1015 (8'"cn. 1969).

:to See id. at loll. The court also remarked that at least one case had established that "even though a corporation's
income exceeds its disbursements its nonprofit character is not necessarily destroyed." ld.

3:1 ld. at 1020, 1022.

:Hz ld. at 1020.

313 ld.

J 24 ld.

"5 14. al 1019.

:be This analysis assumes that a coin would extend the holdings of the applicable case law, which covered entities
organized as nonprofit corporations and professional associations to include entities organized as non refit electricP

(continued...)
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provides an economic benefit to its members that is more than de minims and that is proximately
related to the nonprofits activities. This benefit need not be the sole-or even primary-fUnction
of the nonprofit. Additional factors that the case law suggests weigh in favor of a finding of
jurisdiction include that the nonprofit: (I) has gain from its business or investments that exceeds
its expenditures, (2) has shares of capital or capital stock or certificates, (3) is not organized
solely for charitable purposes or does not engage only in charitable work, (4) has articles of
incorporation that list profit-seeking objectives, (5) is subject to federal income tax liability, (6)
would distribute its assets to profit-seeking entities upon dissolution, and (7) distributes any of
the funds it collects to its members, directors, or oiiicers.

It is possible that the FTC has Section 5 jurisdiction over nonprofit electric cooperatives, although
the outcome in any particular case may depend on the characteristics of the individual utility. A
court could find that the typical nonprofit electric cooperative provides "economic benefit" to its
members in at least two ways: (a) by providing electricity service to rnembers,m and (b) by
returning net margins to members in the form of patronage capital, which is an ownership interest
in the cooperative that is later converted to cash payments to members when that capital is
retired."-" With regard to la), it is likely that a court would find that electricity service is an
"economic benefit" as defined in the case law. InCalifornia Dental Ass n, the nonprofit
professional association provided "advantageous insurance and preferential financing
anangementsj' as well as lobbying, litigation, and advertising services to its members'2° 111
American Medical Ass 11, the nonprofit lobbied on behalf of its members and offered business
advice to membcrs."0 These benefits, it is assumed, enabled the members to more easily conduct
business profitably. Electricity service allows people to conduct activities at all timesof the day,
and thus provides a similar and clearly significant economic benefit to those who use it, whether
for business or recreational purposes. As the primary objective of an electric cooperative is to
provide electricity service to members, the necessary proximate relation between the activities of
the nonprofit and the benefit to its members clearly exists.

Despite its pecuniary nature, there are a few problems with considering benefit (b), patronage
capital, to be an "economic benefit" as defined by the Court. First. it is not clear that patronage
capital actually is a benefit. A court could view patronage capital as a no-interest loan firm the
consumer-member to the utility,"1 or, because it is typically allocated to member accounts in a
manner proportional to members' spending onelectricity, simply a refund of money collected
from the members that reflects the actual cost of providing service in a particular ¥€8r.332 If

(...continued)

cooperatives.

17Many cooperatives provide other services tn their communities that could constitute "economic benefits" The
National Rural Electric Cooperative Association notes that, "In addition to elccnic service many electric coops are
involved in community development and revitalization projects" that include "small business development and jobs
creation improvement of water and sewer systems and assistance in delivery of health care and educational services."
Nat'l Rural Electric Coop. Assn, Member Directory http://www.nreca.coop/members/MemberDitectory/Pages/
dcfault.aspx.

:pa See sources cited.vup/unote 3 l 0.

Jo Cal. Dental Assn v. FTC. 526 U.S. 756 75960 767 (I999).

"° Am. Med. Assn v FTC 638 F.2d 443. 44s (1980).
rt See e.g. Cent Rural Electric Coop. Patronage Capital http://www.crcc.coop/CRECAdvantage/PatronageCapital/
tabid/71 l/Dcfault.aspx ("These margins represent an interestfree loan of operating capital by the membership to the
cooperative.").

Hz See.e.g.,Kauai Island Util. Coop., Member Patronagc Capital Information, http://www.kiuc.coop/mernber_patcap
(continued...)
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adopted by a court, ne ither of these characterizations would appear to  be consistent with  the
"pro fit"  tha t the  s ta tu te  describes"3  or the  "economic benefit"  tha t the  Supreme Court requ ires fo r
a  nonpro fit to  be  a  " co rpora tion ."

Second, even if a  court found patronage cap ita l to  be an economic benefit, it is  not c lear that it is
more than De  min ims . Patronage capita l must be  " re tired " before members receive cash payments
for it."4  Retirements are made at the d iscretion of the cooperative 's board of d irectors because the
capita l is needed to finance the cooperative 's ongoing expenses, and thus retirement of a class of
cap ita l typ ica lly occurs a fter a  long ro ta tion period, such as 20 years."5  Although the Supreme
Court d id  no t ho ld  tha t an  "economic  benefit"  must p roduce immed ia te advantage to  the members
of a  nonprofit, a  court cou ld  potentia lly view the decades-long de lay in  cash payments as
s ign ificantly decreasing the degree o f economic benefit tha t the  cap ita l p rovides. In  add ition ,
patronage cap ita l wou ld  probab ly be considered de min ims if the  cooperative 's  net marg ins were
small, as  th is  wou ld  mean tha t little  cap ita l wou ld  be  issued  to  members . It is  thus d ifficu lt to
d iscern whether a court would End that an economic benefit accrues to  members as a result o f
the ir rece ip t o f patronage capita l, which neverthe less probably bears the requis ite  "proximate
re la tion "  to  the  ac tivities  o f the cooperative that produce any net marg ins d istributed as capita l.

with  regard  to  the  add itiona l fac to rs , those  favoring  ju r isd ic tion  inc lude  (2 ) coopera tives  typ ica lly
have shares of capita l stock, includ ing patronage capita l,"°  (3) cooperatives do not operate so le ly
fo r the  benefit o f the  peop le  ou ts ide  o f the  organ iza tion  like  the  nonpro fits  in Commun ity  Bl ood
Bank did because cooperatives provide e lectric ity service and patronage capita l to  the ir
members,m and (7) an  e lectric  coopera tive  typ ica lly re turns any net marg ins to  members in  the
form of patronage capita l, an ownersh ip  in terest re funded to  consumermembers as cash when the
cap ita l is  re tired!"  Factors that cannot be eva luated because they are  specific  to  each ind ividua l
cooperative inc lude (l) whether the revenues of the cooperative exceed its  expenditures, (4) the
particu la r ob jectives lis ted  in  a  coopera tive 's  a rtic les o f incorpora tion  or o ther foundationa l
document, (5 ) whether a  nonpro fit e lec tr ic  coopera tive  is  exempt from federa l income tax
liab ility, wh ich  depends on  whether it meets  the  requ irements  under Section  50 l(c )( l2 ) o f the
In terna l Revenue Code,"°  and (6) whether a  coopera tive  wou ld  d is tr ibu te  its  assets  to  pro fit-
seek ing  en tities  upon d isso lu tion-a  fac to r tha t a lso  may depend on  s ta te  laws."0

It is  l ike ly tha t a  court wou ld  find  tha t nonpro fit e lec tr ic  coopera tives  impart economic  bene fits  to
the ir members by d is tr ibu ting  e lectr ic ity to  them or, poss ib ly, by issu ing  pa tronage cap ita l to
them. However, because many of the other factors that courts consider may d ieTer for each

(...continued)

qa.htm (characterizing the retirement of patronage capital as a "refund").

:as ts u.s.c. §44.

J34 See sources cited supra note 310.

ms See id.

no See Nat'l Rural Electric Coop. Assn Seven Cooperative Principles hnp://www.nrcca.eoop/membcrs/
SevenCoopPrinciples/Pages/defaulLaspx (describing "Members Economic Participation").

no Whether electricity service and patronage capital, which are clearly benefits constitute "economic benefits" within
the meaning of the Supreme Courts holding in Cali/éamia Dental Ass n is a separate question.

us See sources cited supra note 3 l 0.

339 I.R.c. §501(¢)(i2>.

340 See Cmty. Blood Bank v. FTC, 405 F.2d lot I 1020 (8"' Cir. 1969).

39CongressionalResearch Service

PAGE #/3?



Smart Meter Data Privacy and Cqbersecurih/

particular cooperative, it is not possible to draw any general conclusions about whether theFTC
would have Section 5 jurisdiction over these entities as "corporations."

Enforcement of Data Privacy and Security

If the FTC has Section 5 jurisdiction over a particular electric utility, it may bring an enforcement
action against the utility if its privacy or security practices with regard to consumer smart meter
data constitute "unfair or deceptiveacts or practices in or affecting commerce.""' The FTC Act
defines an "unfair" act or practice as one that "causes or is likely to cause substantial injury to
consumers which is not reasonably avoidable by consumers themselves and not outweighed by
countervailing benefits to consumers or to competition."3"2 According to the FTC, an act or
practice is "deceptive" if it is a material "representation, omission or practice" that is likely to
mislead a consumer acting reasonably in the circumstances.'" The history of the Commission's
enforcement of consumer data privacy and security practices shows that the agency has brought
complaints against entities that (1) engage in "deceptive" acts or practices by failing to comply
with their stated privacy policies, or (2) employ "unfair" practices by failing to adequately secure
consumer data from unauthorized parties.3" Often, conduct constituting a violation could fall
under either category, as a failure to protect consumer data may be an unfair practice because of
the unavoidable injury Ir causes, as well as a deceptive practice because it renders an entity's
privacy policy materially misleading.

"Deceptive"Privacy Statements

A utility that fails to comply with its vim privacy policy may engage in a "deceptive" act or
practice under Section 5 of the FTC Act. inFacebook Inc., the FTC alleged, among other things,
that the social networking site violated promises contained in its privacy policy when it made
users' personal information accessible to third parties without users' consent.' 5 Facebook had
claimed that users could limit thirdparty access to their personal information on the site. Despite
this promise, applications run by users' Facebook friends were able to access the users' personal
information. The Commission also charged that Facebook altered its privacy practices without
users' consent, causing personal information that had been restricted by users to be available to
third parties. This change, which allegedly "caused hand to users, including, but not limited to,
threats to their health and safety, and unauthorized revelation of their affiliations" constituted both
a "deceptive" and an "unfair" practice in the view of the Commission.3°6 Finally, the Commission
alleged that Facebook had represented to users that it would not share their personal information
with advertisers but had done so anyway.

141 15U.S.C. §45(a)(l ) For man: details on FTC enforcement of consumer data privacy and security under Section 5,
see CRS Report RL34120, Federal information Security and Data Breach Notification Laws by Gina Sievers.

34: ts u.s.c. §45(n).
543 In re C1itTdale Assocs. Inc.,103F.T.C. l10 174 (1984) (policy statement at end of opinion).

344See ConsumerPrivaqv:Hearing Before theS. Comm.on Commerce. Sci.. and Transl., I1"'Cong. (2010) (statement
flor D. Leibowitz, Chairman Fed. Trade Commn) (describing the FTC's enforcement activity in the areas of

consumer data privacy and security), available al http:// .Rc.gov/odtestimony/100727consumerprivacy.pd£ The
FTC recently released a preliminary report on the consumer privacyjmplications of new technologies. FED. TRADE
CoMlvln, PROTECTINGCONSUMERPaivAcy IN AN ERA or RAPIDCHANGE;A Pnoeoseo FaAmewolu< For BUSINESSES
ANDPOLiCYMAKERS (20l0) available alhttp://www.ftc.gov/os/20 l 0/12/ I0 l 201 privacyreportpdfi

14s FTC File No. 0923184 (Nov. 29, 201 I) (complaint).
346Id.
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In Twitter Inc., the FTC alleged that the social networldng site engaged in "deceptive" acts when
it violated claims made in its privacy policy about the security of consumer data by failing to "use
reasonable and appropriate security measures to prevent unauthorized access to nonpublic user
infonnation." 347 The Commission found that Twitter had pennitted its administrators to access
the site with easy-toguess passwords and failed to limit the extent of administrators' access
according to the requirements of their jobs. In a consent order, the company agreed not to
misrepresent its privacy controls and to implement a comprehensive information security
program that would be assessed by an independent third party"

As smart meter data becomes valuable to third parties,"° utilities may be tempted to sell or share
this information with others to increase revenues and provide new services to their customers. If
prohibited by the terms of the utility's privacy policy, it may be a "deceptive" act or practice for
the utility to share a consumer's personal information with third parties without a consumer's
consent. 50 The FTC could also find deception when a utility represents that its privacy controls
are capable of protecting smart meter data when, in fact, they are not.

"Unfair" Failure to Secure Consumer Data

Failure to Protect Against Common Technology Threats or Unauthorized Access

The FTC may consider it an "unfair" practice when an electric utility fails to safeguard smart
meter data from well-known technology threats as the data travels across the utility's
communications networks. For example, inDSWIne., the FTC brought enforcement proceedings
against the respondent, the owner of several shoe stores."' The agency alleged that the
respondent failed to protect customers' credit card and check information as it was transmitted to
the issuing bank for authorization. The information collected at the register traveled wirelessly to
the store's computer network, and from there to the bank or check processor, which
communicated its response back to the store through the same channels. The agency charged that

[a]mong other things, respondent (l)created unnecessary risks to the information by storing
it tn multiple tiles when it no longer had a business need to keep the information, (2) did not
use readily available security measures to limit access to its computer networks through
wireless access points on the networks, (3) stored the information in unencrypted files that
could be accessed easily by using a commonly known user ID and password (4) did not
limit sufficiently the ability ofcomputers on one in-store network to connect to computers on
other instore and corporate networks, and (5) failed to employ sufficient measures to detect
unauthorized access. As a result, a hacker could use the wireless access points on one in-
store computer network to connect to, and access personal information, on the other instore
and corporate networks."2

341 FTC File No. 092 3093 (Mar. 2, 2011) (complaint).

34 s FTC File No. 092 3093 (Mar. 2 201l ) (decision and order)

349 nIsi PiuvAcy Rsronr supra note 11 at 14, 3536.

350 As suggested below it may also be an "unfair" practice regardless o f whether the utility has a privacy policy.

"1 FTC File No. 052 3096 (Mar. 7 2006) (complaint).

352Id
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Similarly, in Cardsystems Solutions,Inc., the Commission brought a complaint against a credit
and debit card authorization processor."3 The FTC alleged that the respondent failed to protect its
systems by neglecting to guard its network against "commonly lmown or reasonably foreseeable
attacks" that could be avoided using low-cost methods."" As part of settlement agreements in
DSW and Cardsysterns, the respondents had to create "a comprehensive information security
program" to protect consumer information that would be assessed periodically by an independent
third party."

Smart meters also transmit personal consumer information, often wirelessly, across several
ditTerent communications networks located in various physical places.356 Thus, it is possible that
the FTC would view a utility's failure to protect smart meter data against common technology
threats as an "unfair" practice if the utility could have avoided the threats by using low-cost
methods such as encrypting the data, storing it in fewer places and for no longer than needed,
implementing basic wireless network security, and taking other reasonable measures suggested
by the agency in DSW1nc.

Failure to Dispose of Data Safely

A utility's failure to dispose of smart meter data safely may also constitute an "unfair" practice
under Section 5. Forexample, in Rite Aid Corp., the respondent, the owner of retail pharmacy
stores, purportedly failed to safely dispose of personal information in its possession when it
neglected to: "( l) implement policies and procedures to dispose securely of such information,"
including rendering "the information unreadable in the course of disposal, (2) adequately train
employees to dispose securely of such information, (3) use reasonable measures to assess
compliance with its established policies and procedures for the disposal of such information, and
(4) employ a reasonable process for discovering and remedying risks to such information.""7 The
information was later found in various publicly accessible garbage dumpsters in readable form.
This suggests that utilities holding smart meter data and other personal information, whether on
electronic or physical media, must ensure that the methods used to destroy this data render it
unreadable to third parties.

Penalties

There is noprivate right of action in the FTC Act. If the Commission has "reason to believe" that
a violation has occurred, it may, aler notice to the respondent and an opportunity for a hearing,
issue an order directing the respondent to cease and desist from acts or practices that the agency
finds violate the act.J58 If the respondent disobeys an order that has become final, the U.S.
Attorney General may bring an action in district court seeking the imposition of civil monetary

"' FTC File No. 052 3 its (Sept. 5 2006) (complaint).

354 Id.

ass See e.g.,In re Cardsystems Solutions.Inc.,FTC File No. 052 3148 (Sept. 5 2006) (decision and order).

ass NIST PnlvAcv REPORT .mura note I 1, at 23.

"7 FTC File No. 012 3121 (Nov. 12 2010) (complaint).

an 15 U.S.C. §45(b). The Commission may seek a preliminary injunction in district court init "has reason to believe"
that an entity subject to the Commission's jurisdiction "is violating oris about to violate any provision flaw
enforced" by the FIC and such an injunction would be in the public interest. 15 U.S.C. §53(b). In "proper cases the
Commission may seek and alter proper proof, the court may issue, a permanent injunction." ld.
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penalties of up to $16,000 per violation ($l6,000 per day for continuing violations), as well as
further injunctive and equitable relief that the court deems appropriate. 59

After a party becomes subject to a final cede and desist order under the act, the Commission may
seek redress for consumers by bringing suit in state or federal court against the party if the
Commission "satisfies the coin that the act or practice to which the cease and desist order relates
is one which a reasonable man would have known under the circumstances was dishonest or
fraudulent."3°° "Such relief may include, but shall not be limited to, rescission or reformation of
contracts, the refund of money or return of property, the payment of damages," and public
notification of the violation, "except nothing in [15 U.S.C. §57b(b)] is intended to authorize the
imposition of any exemplary or punitive damages."'°' Once the Commission has issued a final
cease and desist order (not a consent order) finding an act or practice to be deceptive, then it may
bring suit in district court to obtain a civil penalty against an entity that engages in that act or
practice: (1) after the order became final ("whether or not such person, partnership, or corporation
was subject to such cease and desist order"), and (2) "with actual knowledge that such act or
practice is unfair or deceptive and is unlawful" under Section 5 of the FTC Act.362

The Federal Privacy Act of 1974 (FPA)

Smart meter electricity usage data pertaining to U.S. citizens or permanent residents that is
retrievable by personal identifier Hom a system of records maintained by any federal "agency,"
including federally owned utilities, is subject to the protections contained in the Privacy Act'63
when it is maintained, collected, used, or disseminated by the agency.

Federally Owned Utilities as "Agencies"

All nine of the federally owned utilities are federal agencies covered by the Privacy Act. For the
purposes of the act, the term "agency" includes, but is not limited to, "any executive department,
military department, Government corporation, Government controlled corporation, or other
establishment in the executive branch of the Government (including the Executive Office of the
President), or any independent regulatory agency..,3c>4 According to EIA, utilities that are part of
an executive department include the four power marketing administrations in the Department of
Energy (Bonneville, Southeaster, Southwestern, and Wester), the lntemational Boundary and
Water Commission in the Department of State, and the Bureau of Indian Affairs and the Bureau

l

l
l

359 15 U.S.C. §45(l). The size of the civil monetary penalty was last adjusted for inflation in 2009. 16 C.F.R. §l.98.

"° 15 u.s.c. §57b(a)(2).
Jen 15 lJ.s.c. §57b(b).
:so 15 u.s.c. §45(ni)(lXB).
in 5 U.S.C. §552a. The federally owned utilities primarily sell electricity to nonprofit electric utilities on the wholesale
markets rather than distribute electricity directly to consumers.ElA ELECTRIC powerOvERvlEw, supra note 254. As
these utilities provide only about l% of total sales of electricity to end user consumers, id. they may be unlikely to
acquire consumer smart meter data, which is typically transmitted to distribution utilities. However as the smart grid
becomes more interconnected more utilities at different points in the smart grid may come into possession of this data.
NIST PiuvAcy RErORT supra note I I, at 23.

isi See 5 U.S.C. §552(0( l ). The act also covers data in a "system of records" operated by a government contractor on
behalf of a federal agency. See 5 U.S.C. §552a(m).
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of Reclamation in the Department of the Interior.3°5 The U.S. Anny Corps of Engineers resides in
the Department of Defense, which is an executive department.""" The Tennessee Valley Authority
is a government-owned corporation.3°7

Smart Meter Data as a Protected "Record"

The Privacy Act protects the type of electricity usage data gathered by smart meters, provided that
the data pertains to U.S. citizens or permanent residents, is personally identifiable, and is
retrievable by the individual's name or another personal identifier. The Privacy Act "governs the
collection, use,and dissemination of a 'record about an 'individual' maintained by federal
agencies in a 'system of records."'3"" Under the statute, a "record" is "any item, collection, or
grouping of information about an individual that is maintained by an agency that contains his
name, or the identifying number, symbol
individual,

, or other identifying particular assigned to the
such as a finger or voice print or a photograph. 9

An "individual" is defined as "a citizen of the United States or an alien lawfully admitted for
pennanent residence.""° A "system of records" is "a group of any records under the control of
any agency from which information is retrieved by the name of the individual" or other personal
identifier "assigned to the individual."'7I

Smart meter data held by an agency certainly fits within the broad definition of a "record"
because it is a grouping of information about an individual, namely, data on that individual's
electricity usage. The data is typically stored along with a consumer's account information, which
usually includes a consumer's name, social security number or other "identifying particular.""2
Thus, smart meter data would constitute a protected "record" under the Privacy Act, assuming
that it pertains to a citizen of the United States or lawful permanent resident and is retrievable by
a personal identifier such as a consumer's name or account number.

Requirements

For infonnation on the general safeguards that the Privacy Act provides for data that is
maintained by a federal agency and meets the other requirements for a covered record under the
act, see CRS Report RL34120,Federal information Security a/td Data Breach NoImcalion Laws,
by Gina Steve fs.

365 ERA ELECT RIC POWER OVERVIEW, s u m note  254

:so DEP'T  oF T HE ARMY CORPS oF ENG'RS CIVIL Wonlcs ST RAT EGIC PLAN l  ( 2 0 0 4 )  a va i l a b l e Ar
h ttp ://www.c o rpsresu l ts .us/pd fs /c w_stra t.pd£  It i s  a l so  a  "M a j o r  Com m and with in : h e  Ar m y. "  l d .

a n  T e n n .  Va l l e y Au th .  Ab o u t  T vA,  Im p ¢ u w w . I va .¢ 0 > va b o u I t va n n d e x h tm .
sea See CRS Repo r t RL34  I 20  F ede ra l  In fo rma ti on  Secu r i ty  and  Da ta  Breach  No ti f i ca t i on  Laws, by G i na  Si eve rs
(c i ta ti ons om i tted ) .

' ° "  5  u .s .c .  § 5 5 2 (a ) (4 ) .
"0  5  u .s .c .  § 5 5 2 3 ( a ) ( 2 I .
" ' 5 U . s . c . §552a(a)(5 ) .
11: NIST  PRIVACY REPO RT  supra  note l  I , a l  2 6 2 7 .
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Smart grid Powers up privacy worries
By DAVID PERERA I  01/01/15 09:00 AM EST

The next Big Data threat to our privacy may come from die electricity we consume in
our homes.

"Smart" online power meters are tracking energy use - and that data may soon be

worth more than the electricity they distribute .

The Department of Energy is publishing in January the final draft of a voluntary code
of conduct governing data privacy for smart meters, 38 million of which have already
been installed nationwide. The meters gather information about household electricity
consumption and transmit it wirelessly at regular intervals to the supplier. It's a key
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element in the push for the so-called smart grid, a more efficient way to distribute the
nation's electricity

( Also on POLITICO: Don't expect a Cuban oil bonanza)

But, despite the voluntary code, critics fear consumers will still be cajoled or conned
into giving up their data, not just to power companies but to third-party data
aggregators. Too much money is at stake, they say And the huge profits to be made
could upend the business model of energy utilities.

"I think the data is going to be worth a lot more than the commodity that's being
consumed to generate the data," said Miles Keogh, director of grants and research at
the National Association of Regulatory Utility Commissioners.

All sorts of inferences about people's private lives are potentially available from
detailed energy consumption data. The number of people inside a house. Daily
routines. Degree of religious observance. Household appliance usage. Even, according
to two German hackers, what's on the television, given a fast enough meter refresh
rate.

"Very sensitive information can be revealed about homes, and homes are the most
sacred privacy environment," said Nancy King, an Oregon State University business
law and ethics academic who's studying smart meter deployments.

( Also on POLITICO: Obama blocks Bristol Bay oil, gas development)

Access and control of that energy usage data will be key she added. "Most consumers
are just unaware about how their data feeds into the Big Data machine and are
powerless to do much about it."

For now, electric utilities collecting the data use it to improve how they manage the
distribution of power. They envision a smart grid of greater reliability and efficiency
able to respond rapidly to fluctuations in demand. A smart grid would be more
economical and have a smaller environmental footprint.

The market for the kind of Big Data energy analytics that will run the smart grid will
reach a billion dollars annually in the United States and Canada by 2019, predicts
analysis firm Navigant Research.
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But that same data could also be a gold mine for other purposes - retailers deciding

where to open their next store, marketers profiling neighborhoods with an even finer

tooth comb, or in ways we have yet to even think up.

l
l

l
ii

Exhaustive electricity consumption data "is a holy grail, in many ways" for marketing

analysts and consumer data aggregators, said Lee Then, a senior attorney for the

Electronic Frontier Foundation. "Few other types of data get inside the home the way

that electrical usage data does." l

( Also on POLITICO: McConnell: Keystone will be GOP Senate's first move)

The privacy-invading potential of smart meters hasn't gone unnoticed by the Energy

Department, which in September published a draft voluntary code of conduct

governing data privacy and the smart grid.

i

l

l

l

"Almost two years ago now, we said we should probably facilitate something among

the industry that addresses the privacy concerns around this area before it really

becomes an issue, before there's really a lot of demand for that data," said Eric

Lightner, director of the Federal Smart Grid Task Force. He anticipates publication of

the final draft in January

i
l

l

Central to the draft code is "customer choice and consent," the concept that rate payers

should control access to their data by third parties. Already there's a developing

market for devices that hook up to smart meters and collect data at a rate far quicker

than utilities. Home security vendor ADT, for example, can connect to smart meters in

near real time for an energy management offering.

Critics wonder whether the code of conduct will stand up to the changes that Big Data

will create in the energy industry "When you become a company whose most valuable

asset is not the kilowatt-hours but the data, that fundamentally changes what kind of

company you are," Keogh warned.

For example, an exception to the consumer consent principle in the draft code is

"aggregated or anonymized data" - data at the level that Keogh predicts will be the

most valuable for data miners. Consumer market analysts don't care "whether I am

washing my dishes at 4 in the afternoon or 5 in the afternoon," he said. But they do

care about regional patterns formed by that individual usage.

( Also on POLITICO: How the "War on Coal" went global)
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Utilities might find it a "lucrative business line for them to do the synthesis of the data,

and then provide it to third parties," he suggested.

But many power utilities, operating in one of the world's most heavily regulated

industries, are highly cautious businesses, and at least one says they are barred from

using data like that. "Interval data is considered personally identifiable data, even if it's

anonymized," said an executive with a West Coast public utility who asked not to be

identified. "We just can't give that land of thing up."

But that points to the other loophole contained in the code of conduct - the power of

voluntary consent. Not even the most heavy-handed utility regulator can do much if

consumers decide to permit access to their consumption data - perhaps in exchange

for a price break.

"If the customer wants to share that kind of information with a third party then that's

a different story. They've allowed it to happen. It's their usage data," said the executive.

DOE's Lightner agreed.

Consumers have a history of trading privacy for "very little monetary reward," noted

King. "It would be fair to probably assume that many many consumers would give

unfettered access to their data through a smart meter to providers who would give

them free energy."

So far, nobody appears to be proposing that, nor even lesser incentives, in exchange for

consumers' meter data.

That leads some to believe that estimates of the value of smart meter consumption

data are overblown -- or at any rate, that it's too early to say whether the next big gold

rush of consumer data will come from the smart grid.

"It's speculative to assume that the data will be incredibly valuable," said Richard

Caperton, director of national policy and partnerships at Opower. The Arlington,

Va.-based company has a stake in the energy Big Data game already It partners with

utilities to give consumers comparative analyses of their energy usage measured

against similar households, letting them know if their consumption is greater or less

than their neighbors .

Ultimately a voluntary code of conduct is too fragile a way to protect household data,

says King, the privacy professor. Neither is the concept of consumer choice necessarily
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an ideal way to protect consumer privacy, she added. DOE, of course, has little choice

but to go the voluntary route, since it doesn't have regulatory authority over the

consumer end of the power system.

The solution, she says, is a "basic, comprehensive data law in this country and it does

not need to be based on notice and consent," King said.

Follow @politico
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Now utilities can tell customers how much energy each
appliance uses (just from the smart meter data)
May 15 2014

If must be at least a decade since I first heard the idea of "disaggregating" electric bills. The idea back
then was to "listen" for the electric signatures of different appliances and gradually figure out which
appliances were using how much power

Now a variation on this theme is in operation, as you will read in this guest editorial from Salim

Popatia of Ecotagious. You ll nave to decide for yourself if it's good enough in your territory But I

agree with his premise that this level of detail - this ability to see which devices in your home or

business are consuming the most electricity - can be a powerful tool and motivator for customers. -

Jesse Beret

By Salim Popatla

What gets measured gets managed: Taking homo energy reports to the next level

4
.l_

The advent of smart meters, like smart phones, was just the beginning. A phone that
allowed you to easily check and respond to email (Blackberry circa 2006) was a ten-fold
increase in value as compared to the phones of the past. Today, however, the thought of
being able to use a phone only for talking and mailing seems archaic. What about taking
and editing pictures, paying for my coffee, measuring my steps or the tremendous
amounts of other value that third party apps have brought to the smart phone?

l

Soon, the idea of using smart meters to simply tell us how much eledridty is being used at any given

time will seem similarly archaic. One of the next areas of value comes from taking smart meter data

and 'disaggregating' it to tell us exactly how customers are using electricity. Do external devices

already do this? Sure. Just as progress in the smart phone world reduced the need for external

devices (cameras, alarm docks radios, pedometers navigation systems, etc) the ability to get

accurate, appliance level feedback, without the need to invest in external hardware, is the next step in

the world of smart meters.

Why is this important?

As we all know, what gets measured gets managed. Knowing that l use
more electricity than my neighbor, although motivating, unfortunately it's

PAS; /§/



not necessarily actionable. On the other hand. knowing spedlically that I spend more money on
electric space nesting gives me much more context in which to ad. 'Studies indicate that the more
specific the information, the better the corrsewation impact. The problem however, is mar increased
specificity is typically associated with inaeased cost and lower accessibility.

The idea behind smart meter disaggregation is to get specific information into the hands of the

masses. cost effectively. Is more spedlie information available via external devices? Are better

cameras available than what's on your phone? Yes and yes. The problem is that not everyone is

willing to make the investment or go through the trouble of acquiring another device. The next

iteration of smart meter disaggregation requires no additional hardware and allows for the detailed

breakdown in consumption necessary to help drive conservation.

In a recent pilot, Greater Sudbury Hydro worked with Ecotagious Inc. to test the impact of delivering

actionable information and recommendations. They disaggregated their smart meter data and

combined it with behavioral science to deliver load specific feedbag reports and recommendations to

their highest potential customers. The result was impressive at over 4% conservation alter just a few

months. This could be just the beginning. In addition to conserving energy and saving money,

wstomers were delighted with the initiative as it showed how their new smart meters could work for

them.

utility companies wanting to meet their specific conservation targets to drive arstomer engagement

should ensure they are making the most of their smart meter investment. They can now use the

power of smart meta data disaggregation to identify the customers who are most likely to help them

reach their specific targets and tum them into willing partners in the drive for energy conservation.

'Elearic Power Researdi Institute: Residential Elediicity Use Feedback ~A Research Synthesis and

Economic Framework: :I ii. a;1ll: OLJ' u 1:it" A.A.A.. • 1° ll. :. I a lIAr 'Lr 1.°;11l: ; ._(

mmn 1n1m

Salim Papatra is the VP d Business Development for Eggtggggygi, a company (ha helps utility

companies meet Meir specific demand and energy efficiency targets by using smart refer

disaggregation to provide re s i de nt customers withappliance level feedback
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Securing the smart meter supply chain

Posted on July 30, 2013

Posted By: Michael John

Topic: Metering

Security issues have attracted more attention as smart meter rollouts have progressed. Consumers have
expressed concerns about the privacy of their data, which has led to delays in smart metering programs
in the US and the Netherlands. As this was not an area of focus before and therefore without
specifications, there have in Europe been instances of smart metering implementations where the
necessary features have not been enabled or older forms of encryption are used.

The industry is currently working closely with governments and consumer groups to address the issue of
security. Technical specifications continue to evolve, while new or revised secMty and data privacy
mandates may still be introduced. The European Commission's Smart Grids Task Force now requires
that security and privacy be addressed even at the pilot stage of a smart metering program. There are
also more governments taking the lead on smart metering programs, which when means more
involvement from the regulator or national ministry.

This is why information security has to be a core part of smart metering rollouts from the start. Utilities
can avoid scenarios where infrastructure must be upgraded or replaced to meet new requirements if end-
to-end security is embedded within system design. With several utilities in Europe nearing an installed
base of a million smart meters or more, it is important they recognize that security is not just about
enabling the technical features on the smart meter, but ensuring the underlying processes are managed
in a secure and trusted way across the supply chain.

Smart metering lifecycle

The lifecycle of the smart meter begins at the design and engineering phase. It is then manufactured and
delivered to the party responsible for installing it at the premises of the consumer, at which point, it
moves into the operational phase and becomes part of the smart metering network. Finally, at Md of life,
the smart meter must be decommissioned to ensure remaining sensitive data such as security credentials
and personal information is disposed of securely.

At each phase of the smart meter lifecycle, an unauthorized third party might attempt to gain access to
sensitive data and use it to launch a malicious attack on either a consumer or an organization. For
example, if architecture design is not robust, an attacker could potentially manipulate the smart meter,
data concentrator, or gateways in order to disconnect the supply of electricity. A large scale disconnect
across multiple households would not only cause inconvenience to the residents in those locations, but
may also lead to issues with the grid itself - such as a power outage.
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Other potential security threats include tampering with meter data in order to manipulate the outcome
of billing, or the leakage of personal information arid utility-related data that could provide attackers with
insight into a householder's behavior. Known as a consumption signature', this type of information can
be used to work out the times of day the householder is absent from a property, as well as the types of
electronic appliances they own.

The attacker would need to be highly sophisticated and have significant resources at their disposal.
However, given that data concentrators might not be located within secure premises, there is the potential
for unauthorized parties to gain access to the sensitive data they hold by physically breaking into them.

Security by design

From the outset, the smart meter engineering process must be suitably robust. If a meter crashes (or is
made to crash), attackers could potentially exploit this possibility either by injecting code or executing
existing code that would allow them to manipulate the meter. Likewise, the engineering of firmware - i.e.
software closely tied to the hardware components of the device - must be robust. Here, functional testing
is necessary to ensure it is resistant to Malware disguised as standardized communications protocols.

Secure firmware engineering will be essential for meter manufacturers moving forward. As recent
history has shown, attackers are more likely to target the means of production, and there have been
several cases of USB sticks shipping direct from offshore factories that contained Malware. As such,
even if a product is certified as being functionally compliant to the relevant standards, it doesn't
necessarily mean it is secure, or indeed that there is authentic firmware on it.

This is why a security and data protection by design' approach is recommended whereby data protection
and security features are built into smart metering systems before they are rolled out. In the world of IT,
robust security design is based on end-to-end communications where the receiver can prove the identity
of the sender and knows that the message has not been tampered with in transit.

Building a Trust Provisioning model
l
llll
i
l

1

l

Manufacturers for example, are trusted for engineering and producing secure and reliable products. To
assure all stakeholders (utilities, meter network operators, consumers) that engineering and production
processes of manufacturers are secure, manufacturers can express conformity by obtaining a dedicated
certification, for example ISO 27001 , the international standard for information security management.

In Europe, Elster, who was recently awarded ISO 27001 certification, has created what is effectively a
secured cell within its factory. As shown in Figure l, the meter enters one end of the cell as an in-trusted
and unsecured device and emerges at the other end fully sealed and provisioned with unique key material
and its trust anchors'. The smart meter is therefore supplied to the utility as a `trusted' device - i.e.
loaded and pre-configured with the correct, authentic firmware and credentials. Elster has also developed
a secure process for exchanging the provisioned information with its customers.
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Figure 1: A secured cell for the factory environment
Source: Elster

A key benefit of the trust provisioning approach is that it is agnostic of market design and the smart
metering infrastructure, given that every Member State chooses its own model of smart metering
implementation and will be at a different stage of liberalization.

Once the meter is installed, ownership transfers to the utility or the party responsible for operating the
meter. At this point, it is critical that the appropriate data security protocols and privacy protection are
already enabled. Further down the line, the decommissioning is just as important, as there may still be
security relevant data stored on the meter that, if obtained, could allow unauthorized parties to observe or
decrypt previous communication or any personally identifiable information left on the meter.

Similarly, a secure process is required for re-provisioning devices. Utilities will need to ensure they have
unique keys for all of their smart meters, and have a management process to update them, and to alter
access controls should a smart meter be re-provisioned for a new tenant.

Roadmap and ramp-up plan

Although there are no standards designed to address the smart metering and smart grid supply chain
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specifically, there are existing standards that provide a baseline and others that are being enhanced to
meet the requirements of smart metering and smart grid programs.

In the UK, the central data and communications company (DCC), the fiction established to manage the
data that travels to and from gas and electricity smart meters in households over the wide area network
(WAN), will rely on external assurance and certification. This will be achieved via the CESG - the UK
Government's National Technical Authority for Information Assurance (IA).

CESG is developing Commercial Product Assurance (CPA-Foundation) security characteristics for smart
metering equipment. Once approved by DECC and CESG, they will be published to enable equipment
manufacturers to have their equipment tested against the characteristics.

Meanwhile, in Germany the Federal Office of Information Security (Bundesamt fair Sicherheit in Der
Informationstechnik - BSI) has specified the smart meter protection profile (PP for the Gateway of a
Smart Metering System). It is based on the international Common Criteria (CC) and secures the
communication behlveen the smart meter in each household and the smart grid, as well as addressing
German privacy laws. In meeting these rigorous requirements and being focused around a single device'
however, there is the possibility for further delays to roll-out.

Certainly, it is clear that all stakeholders must have confidence in the standardization and specification
process, that the markets be better educated about the tools and technologies available to them, and that
government and industry agree a sufficient rather than minimum set of security design requirements.
Otherwise, the commercial introduction of certified devices can prove challenging.

With a current understanding of threats, and a current understanding of the required architecture, it is
possible to agree on a roadmap that gets rollouts underway and a ramp-up plan to assure manufacturers
achieve volume. Utilities that have yet to commence commercial smart meter rollouts now have the
opportunity to address security from the outset, specify options that are well aligned with the
recommendations made by the EC and relevant industry bodies, arid avoid the complexity and expense of
implementing security in retrospect.

Michael John is Solution Manager at Elster. He is committed to ensuring Elster's Smart Grid and Smart Metering
applications are secure by design and fUlly compliant with the latest EU standards for seeurify and privacy. He has
played a key role in developing Privaey Enhancing Technologies (PETs) for Smart Grids at Elater.
In addition to his role Ar Elster he is also actively involved in the European Commission's Snarf Grids
Task Force Expert Group 2, which focuses on the regulatory recommendations for privacy, data
protection and cyder security in the Smart Grid environment. He is also involved in ESMlG's Security
and Privacy Group. Michael is furthermore engaged in several related groups at member state level in
Europe.

Michael John has a strong telecommunications and information security background Prior to joining
Elster in 2010, he was a Network Engineer at Nortel. He also holds an MSc in Computer Science.

http://www.energvcentral.com/c/iWsecuring-smart-meter-supplv-chain
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Summary of Evidence on Smart Meter Fires

I ]
?1..»

...I JU9TLSE A
s w w z r m n e a f

1
.¢-,v
m Y-/- 4*n A?

\

VMO mens
TO RUB WD
sums

T06ETHER
TO WUILD
A FIRF?

w
. \/ .; . ,¢  * r

1 , l

w e£9066
» 'w
fH..

. :»

s

6 1
l l

',4.
c

\
\ ..

s 4.Wt /

,P7
1 s
\

kl
1 . 9r

II.. \
w .

»
.

I  .

/ *112*/?"\

In California and around world, smart meters have been Inked to fires,
explosions, and damaged appliances. For every fire started at the meter, in
an appliance, or on wiring, smart meter causality should be suspected.

4>:.=.l. l\1<:...:.m.1l :.nivi:.\".." . Iv I..1~h1 F e

v

>
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In 2012 a Pacific Gas and Electric
(PG&E) whistleblower Pat Wrigley,
who worked as a meter reader for 9
1/2 years testified at California Public
Utilities Commission judicial hearing:
- Smart meters cause fires
- PG8¢E Is covering up the risk
hIIl2s1Lli¢QuLil.b§LEnx1Qlln.U§k \

\
.\

>.
\

i.,'»- .4 : -Matt Beckett, a California fire
department captain stated, 'Two
years ago PG&E replaced that meter
[analog] with a "Smart Meter'£ Immediately following we noticedpower surges in the
form of our refrigerator motor intermittent speeding up simultaneously with our lights
becoming brighten As a seventeen year veteran and current Fire Captain this caused
me to become very concerned."The Smart meter on his house was replaced with an
analog, and there were no problems, until a new Smart Meter was reinstalled. This time
he had two surge protectors burn out.liltnilemiSatelyNe1:atQtk.Q[9£Ii£e;QaQtaiN;IindS;

Another California fire captain, Ross writes, 'v was at home doing yard work in the late
afternoon when my wife came outside and told me that "half the power was oft again "
This had been happening on and oft for about two weeks l then went outside to

1
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where my meter was and I could instantly Ame/I the burnt electrical smoke. As I was
looking at the meter I inadvertently placed my hand on the meter itself and almost
burned my hand... the metal box into which all the homers wiring from the meter is
stored was also too hot to touch with a bare hand. "
mQI§I:8LGiD9l

California Public Utilities Commission, and PG&E's response

In 2009 PG&E reported to the California Public Utilities Commission (CPUC) smart
meters Interfered with AFCI's and GFI's "During the second quarter of 2009, PG&E
discovered a limited number of cases of SmartMeter"" radio interference with customer
electronics, including ground fault circuit interrupters (GFCI) and arc fault circuit
interrupters (AFcl). Pages 6-7Advanced Metering Infrastructure; January 2010 Semi-
AnnualAssessment Report and SmarfMefer r

41  . : L
O

January 2011: PG8tE, The Utility Reform Network, CPUC Office of Ratepayer
Advocates, California Energy Commission, CPUC Energy Division and others

Meeting agenda: IJIIQJZZ
-A - 2  1  - i -I - l

discussed "smart meter incidences involving fires.
f w - 1 /

Jim Meadows January
meeting

I

Provide Insight (incident rates)on TURnidentified issues:
smanmeter incidence involving tiresand electrical shorts:
Interference (900MHz. garage and consumer deuces) and
'dead sockets Dec meetly

2013: PG&E Data Response on smart meter fires. n.me -1 s a f§ 1 mz» ¢ QJ s .QQm
QcntemuJQIQadsi2Q1Qz031DaIa-BQspQnseEQE_sma11.meter_ttrespd! Much of the
d t d t d, and PG&E states, "in no instance has PG&E found that a
SmartMeter "', either gas or electric, has caused a fire." However, PG&E now monitors
temperature and voltage readings of smart meters for hazardous conditions. "PG&E
issues field orders to perform safety inspections at potentially overloaded and or high
temperature sites. The data has led to pane/ inspections at customer premises that
have found undersized wiring, physical panel damage, and overloaded conditions. "

_m r  /w -c n  n

The CPUC is charged with overseeing utility safety. In the CPUC's Annual Report to
the Governor and the Legislature May 2014, they state, 'There was some concern
regarding fires in smart meters but this was investigated by CPUC staff in 2013. Staff
determined that, of reported tires invo/ving smart meter installation, none were actually
caused by the smart meter" (p.5) EMF Safety Network sent a records act request in
December 2014 for the details of that investigation, however the CPUC has not
provided any details. hot / / f f I /2 01/

2
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Smart meter fires, surges, exploding meters, and damaged appliances in
California and around the world
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Bakersfield, California, Smart Meter Blows
1 Up At Business (2009): "employees Ar Henry

M.M. Engines said their Smart Meter caught
Hre, which sparked concern and questioned the
safety of these new meters. On Wednesday a
PG&E technician was called out to replace the
meter after employees found the device burned
up and lying on the ground. " "Basically it was
an explosion. /saw the meter on the ground
and the face plate was blew off and the whole
meter was blackened. Even the breaker box
that moused the meter was blackened by what

seemed to be an electrical short,"said Vemon Nelson, an employee."hIp;Ll
_ - r- -

_o |A

as:hU§iN§S§

Berkeley California Flre Department report (2010) states,
newly
orange glow inside the meter housing"

"Investigation revealed the
installed PG&E Smart Meter in the kitchen was hot ro touch and smoking, with a

1211122642H1IsaIHh¢H§mQ[K-QrQl1mQ=GQD1@DIl\1QIQadsJ
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Stockton California (2015):
Dozens of smart meters exploded
and caught fire after an electrical
surge cut power to about 5800
homes near Stockton CA. CBS
News reports, "A power surge left
thousands without power for most of
the day in Stockton after smart
meters on their homes exploded on
Monday " "Neighbors in the South
Stockton area described it as
a large pap, a bomb going oft
and strong_enougn to shake a

house. n 11: l ll; : o»xi; e 1| co
A

I 11 ;ll .

Santa Rosa, Callfornla (2011): Three smart meters explode at a shopping mall.
According to the incident report from the Santa Rosa Fire Department firefighters found
the electrical room at the Santa Rosa Mall "charged with smoke" and "upon
investigation founds PG&E meters that had blown off the electrical pane/ causing
damage ro the interior wiring of the electrical panel. A fire was still smoldering... "

;\ |: h |  A  •  1 5  o f ; |  : 1 11;
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Palo Alto (2011 ): 80 PG&E smart meters caught on fire and burned out after a power
surge. The incident raised questions for residents and utilities officials about smart
meter safety. "Mindy Spatt, communications director for The Utility Reform Network
(TURN), said the utility-consumer advocacy group received many complaintsabout
surges damaging appliances when the SmartMeters were first installed. Comparing
analog to the new meters, she added, "in the collective memory of TURN, we have not
seen similar incidents with analog meters.

Power mishap damages appliances for Livermore residents (2012): 28 smart
meters were replaced by PG&E when a power line replacement caused a power surge
which fried appliances, We and air conditioners. "The surge of electricity ripped through
28 homes on Hudson Way in Livermore."hltQmLabs:zne1aLs.GQmLaLQbh¢§l8zz08AQl

• 0 .v/.I 4.9A

Nevada (2014): Reno and Sparks fire chiefs call for smart meter fire investigation, "in
the wake of a troubling spate of blazes they believe are associated with the meters,
including one recent fire that killed a 61-year-old woman.1hltQ;Léaaaaal.[9j.9QmLslQI3d

l _ _ . _ . _ _ _ _
l l l l 1 :  : aIIn .of. '• 'Lm

Florida, News Investigative report (2011 ): "I went over to the FPL meter and it had
caught on fire, it was all black smoke andcharred, "DHQMbaoanama£nhMQMM§1a¢MegiQn;&
».11 °== | 1  u - ¢l o l l= :I  :H

¢

Chicago Illinois (2012): 2012 ComEd confirms smart meter fires. _hnpil
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Philadelphia Pennsylvania (2012): utility PECO suspended smart meter installation
due to fires. h!Il2§1Ll¥Ql1llLb9ZQ§DmLIBQDi!4K

ll
lTexas (2012): Customers of Counterpoint report smart meter fires. h_t;Q;L/
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Oncor Changing Smart Meter Installation After Fires
<< CBS Dallas / Fort Worth: "The Chief Executive
Officer of Oncor says the company has a new
procedure for installation of smart metersafter two
house Fires in Arlington last week. Robert Shapard
says old wiring in two homes could not support the
new smart meters. "

/

Canada: Nanaimo mother of two left without power
for two days after smart meter smoked and caused
a power outage bI1Qs1lyQulu.heL9nQ§1a£l2s§L£EQ
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New Zealand: Fire Prone Meter boxes causing
concern. "Front line Hrefignters are concerned about
the number of household power meter boxes that
are bursting into flames. There have been 67
callouts in Christchurch to electrical malfunctions so
far this yean and new smart meters have

been involved in three in the last hve days.

Australia:
- "Smart Meter Disaster" is a 2012 Australian W news report on smart meter hazards,

including fires. _l]ttp§;LlyQy_tu,l;e[4§L1gAr_g§§lg
- Smart meter shock: electrical hazards found in 3500llbmes "VictoriaS energy

regulator has conceded smart meter contractors might lack required skills and is
reviewing the qualifications of workers rolling out the $2 billion scheme. " 'smart meter
installers have identified dangerous and possibly life-threatening electrical hazards in
3500 Victorian homes.

_ -

Smart meter blasts covered up 2012: A whistleblower claims power companies
know smart meters are exploding and are lying to consumers to cover it up. 'John'
works for Jemena and claims at least six smart meters have exploded in and around
Pascoe Vale, since Christmas. John was installing a meter yesterday which burst into
flames in front of him. He's told Neil Mitchell under strict anonymity power companies
are misleading the public and smart meters are dangerous. hnp1Agggg¢L,3aw,ggm,al;[
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Thousands of smart meters replaced due to fire risk

QA' .0 A o : oo:Qo1 : l1Lo l ° - . q .»n= . . \  l  l l
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Portland General Electric Oregon replaced 70,000 smart meters due to fire risk. hnpi!
r Iii i I i

Lakeland Florida replaced 10,657 smart meters due to fire risk:_h11Q;m
I r - IA/N 08 1 ?T I - v l < Io

9A M A A . l - ,||,-L . | . . o

In Canada Sask Power replaces 105,000 smart meters due to fire riskJ]11Q;j[
r - - - - n

// /n  w / k/
_ - »l l  I  l l  .  :ll. .|»

s - f  I  wt - - 4
Ontario, Canada Thousands of smart meters in Ontario to be removed over safety
worries: "Some 5,400 of Ontario's 4.8 million smart meters are being removed
and replaced because of a risk they could heat up, cause an electrical short
and possibly spark a fire."
t -ot- - -  - :Q r-

A rri

Industry and expert commentary

R* I

I

IEEE [professional technological association]: "Obviously all
companies with smart meter programs, and all their suppliers
and .sub-contractors, are going to have to take a close look at
the issue of fire hazards. This is just the beginning of a difWcu/t
story "
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TESCO: According to research by TESCO smart meters are
more prone to "hot socket" than analog meters. Failure modes
include catastrophic (expected) "Catastrophic failure" is defined
as "a meter which has burnt, melted, blackened, caught fire,
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arced, sparked, or exploded." See: " t r : / / m i w . r /

r$ \ A A; l l . ° \ l I OQAA9 • 0A
See also:LNQil

- n - •  | |  • f

Wireless Smart Meters and Potential for Electrical Fires. Commentary by Cindy
Sage, Sage Associates and James J. Biergiel, EMF Electrical Consultant July 2010:
Smart meters can create an over-current condition on the wiring and produce heat,
which the neutral cannot properly handle, which can lead to fires.
- "The use of smart meters will place an entirely new and significantly increased burden

on existing electrical wiring because of the very short, very high intensity wireless
emissions (radio frequency bursts) that the meters produce to signal the utility about
energy usage."

- 'The location of the fire does NOT have to be in close proximity to the main electrical
panel where the smart meter is installed. "

- "A forensic team investigating any electrical fire should now be looking for connections

6
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ro smart refers as a possible contributing factor to fires."
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Ontario Fire Marshall Report: "During our initial research of the new meters we
encountered an unusual amount of fire incidents involving smartmeters. "Anecdotal
information supported [the fact that] problems occurred after the old analog meters were
updated to the new digital smart meters. " The report noted the possibility of a fire
resulting from "a loose connection in the meter base."
'What could be the reason for this? The old meter base connections may not have been
in a condition for seamless exchange to a new meter New meters may have defects
that cause electrical failures or misalignment with old meter base. Careless
installation during changeover "

un I-n m r -I rt -f
mQLsDQI:5§A¢§fauH¥:Q@§§:Qh3!Q§:QQ4ls1

American Electric Power (AEP) How hot are your meters? 2015:l3odays meters
are light. The old ones were heavy and dissipated heat a lot better actually, "said Ken
Dimpfl, of American Electric Power (AEp). in 2010, they started seeing smart meter
failures due to high temps or thermal overload. 'This began ourjourney of looking at
'hot sockets, m Dimple/ said. "Over the course of a two-year period, AEP
analyzed roughly 25 meters that failed. Post event analysis concluded that the root
cause was a poor connection at the meter "

Hydro Quebec requires 3 meters distance between a smart meter and gas tank
ha :// f dr c. m  / YS/ 2/S/F/4 4 7 / Nw.h I

m/ i  I / r -i

Norm Lambe, an insurance claims adjustor, contends the utility companies are
tampering with the evidence by immediately removing smart meters when there's
a fire."A dangerous precedent is being followed in the insurance industry concerning the
in vestigation of smart meter Fires...When the local electrical utility arrives and
determines that a smart meter is the issue, they have been removing the meter and
preventing the inspection of the meter by the experts... This is a serious situation, as the
utility company upon removal of the meter is tampering with what is evidence
concerning the cause of the tire and can be held criminally responsible. " h
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54rurnaQ4QLEwder;Qe-Qn&nactMeteLEices_c0mpiled
by Sandi Maurer, EMF Safety Network Director
January 2015. Sandi Maurer has intervened on
smart meter proceedings at the CPUC since 2010.
See also EMF Safety Network Smart Meter Fires and
Explosions:httnilirnlsaieiyneI:mQLk.QIQLSmaEt;
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Warren Woodward
55 Ross Circle

Sedona, Arizona 86336
928204 6434

,Cr
September 2, 2014

Zulu SEP -s Arcrsb

Arizona Corporation Commission . \i(} i
r COHTRU!

Arizona Corporation Commissioner (ACC)
Docket Control Center
1200 West Washington Street
Phoenix, Arizona 85007 DOCKETED

SEP 5 2014Re: Docket # E-0l345A-I3-0069 ORIGINAL
DOCKFTED avCommissioners,

f

't£634
A source within APS has revealed that APS "smart" m is are failing, and failing in a way that presents a

fire risk to ratepayers.

My source, whose privacy I must protect, tells me that APS has replaced thousands of faulty "smart"
meters, and is scheduled to replace 50 to 60 thousand this year alone due to heat induced failure of the remote
disconnect switch and LCD display. (I have seen the failed LcDs.)

Remote disconnect switch failure resulted in a recall of over 10,000 "smart" meters in Lakeland, Florida
where 6 house fires occurred And in Portland, Oregon, remote
disconnect switch fauilurc resulted in a recall of 70,000 "smart" meters alter 3 tires there [2QE,3g1I£1llg10,QOQ_

"Smart" meter-caused house lines have resulted in massive "smart" meter
recalls in Pennsylvania (186,000) and Saskatchewan (l05,000).

XQumul!_i||!sa!i2ateAES.lL9ll£¢- State statute demands it.

A.R.S. 40-361.8 - Every public service corporation shall furnish and maintain such service,
equipment and facilities as will promote the safety, health, comfort and convenience of its
patrons, employees and the public, and as will be in all respects adequate, eliicient and
reasonable.

a
IA.R.S. 40-321.A - When the commission finds that the equipment, appliances, facilities or

service of any public service corporation, or the methods of manufacture. distribution,
transmission, storage or supply employed by it, are unjust, unreasonable, unsafe, improper,
inadequate or insufficient, the commission shall determine what is just, reasonable, safe, proper,
adequate or sufficient, and shall enforce its determination by order or regulation.

APS has painted a very rosy picture of their "smart" meters over the years, but have they told you about
this dangerous and potentially life threatening inherent flaw, one that analog meters do not have? APS has a
history of concealing information from the public and regulatory agencies. APS refuses to come clean about
their "dark money" political donations, and, earlier this year, it was revealed that APS did not report an
explosion at their Palo Verde nuclear plant for 5 months
§_nngnthg]. Also, ifAPS is replacing tens of thousands of"smart" meters, how long will it be Lentil APS comes
begging for a rate increase so that ratepayers bear the financial bnmt of their (and your) "smart" meter fiasco?

\
Sincerely,

I

/

/
/

PAGEWarren Woodward # /677'
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Warren Woodward
55 Ross Circle

Sedona, Arizona 86336 R E C E I V E D
928204 6434

we 0f.:T 2| A l l = 0 i
October 19, 2014

AZ CORP COHHlSS.iC'
DOCKET CONTRJL

Ari20na Corporation Commission

DCJCKETEDORIGINAL

Arizona Corporation Commissioner (ACC)
Docket Control Center
1200 West Washington Street
Phoenix, Arizona 85007

OCT 21 2014
Re: Docket # E-01345A-I3-0069

nccfzew Ag BY

Commissioners;

,.,,~-».»»..._._

Enclosed is an email I received from your "Manager of Consumer Services", Connie
Walczak. It is in response to my September 2"', 2014 letter to you (docketed here:
h : / /ma .e pocket. c . av/d ka ft 00 155746. concerning information I received
about thousands ofAPS's "smart" meters being replaced due to heat induced failure of the
remote disconnect switch and LCD display. I'll remind you that the "smart" meter remote
disconnect switch has been the cause of many "smart" meter related fires and subsequent
"smart" meter recalls in the U.S. and Canada.

Ms. Walczak's email raises several concerns.

The first is that it is shocldng to lead that here in Arizona we have our first "smart"
meter related house fire lawsuit against APS and the "smart" meter manufacturer, Elater. The
suit really should also name each of you for carelessly and negligently allowing "smart" meter
installations despite repeated warnings from myself and others.

Back in 2012 for example, I sent all ACC commissioners a 21 page compilation of
reports from the US, Australia and Canada about fires, explosions and burned out appliances
due to "smart" meter installations. That list is at the following link and is, of course, longer now
because the problem has not gone away:

- - - x l s o n

I

;

The second concern is that your "investigation" of this very serious "smart" meter issue
consisted of asking APS questions without placing APS under oath. When will you loam that
this company cannot be trusted to give honest answers? Several times in the past I have pointed
out the futility of asking APS anything unless they are under oath. When are you going to wake
up?

One of the latest incidents ofAPS lying to you was their response to questions submitted
to them by commissioner Brenda Burns. In my YouTube video, , I

PAGF it /47
I



proved that some of the answers APS gave commissioner Brenda Bums were lies. Typically,
you did nothing about it.

It is very alarming to learn that there have been other fires in Arizona that APS has been
able to blame on "broken or loose meter clips."

APS: "There have been some tires within the APS service territory that were initially
alleged to be caused by Elster meters. However, in these instances, a root cause external to the
meter itself such as broken or loose meter clips or defective wiring at the location, was
determined to be the cause of the fire."

"Some/ires"? How many is "some"'? Isn't the ACC at least curious? Are "smart" meter
related fires so commonplace they are met with a yawn now? Just the 'price of progress'? Or is
the ACC uninterested because meter clips are on the customer's side of the meter?

I called attention to the absurdity ofAPS's 'meter clip defense' three years ago in an email
sent to all ACC commissioners on September l0"', 201 l. I was commenting on APS's lame
excuse made two days previous at an ACC "workshop" meeting when APS was asked about the
"smart" meter fire issue. I wrote:

"I could not believe you accepted the APS response about meters causing fires.
Their response was on a par with "The dog ate the homework To refresh your
memory, APS said if there is a fire it is probably because the old meter has not
been changed for 40 years and the jaws that grip the new meter are corroded
away. Think about that. What they are saying is the installer saw something was
wrong but went ahead with installation anyways"

The kicker is that, as you should well know. APS can legally deny responsibility for
anything on the homeowner's side of the meter, which includes meter clips - clips that worked
line for God knows how many years until APS came along and messed with them by yanking
out a perfectly good meter and replacing it with an expensive microwave radiation emitting fire
hazard. What an absolutely sickening scenario, and APS gets to blame the victims! When was
the last time you checked your meter clips?

The problem of a bad connection at the clips is known as a "hot socket". Tesco, self-
described as "the trusted source for electric meter testing equipment and metering accessories
for over 100 years", has determined through testing that, "Electromechanical meters
withstand bot sockets better than solid state meters." In other words, analog meters
withstand imperfect meter clips better than "smart" meters.

4I fv I oN ..1 ° | 0 . . .I 0

I have enclosed an article written by K.T. Weaver that explains the whole hot socket issue
and includes slides from a Tesco presentation on same. Weaver's impressive bio includes a B.S.
in Engineering Physics, an M.S. in Nuclear Engineering with a specialty in radiation protection,
and employment in the nuclear division at a leading electric utility for over 25 years. (Article is
online here: w - - - -/ | 3.12 0 l l ¢ . . I  . |  I  11 s l
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Ms. Walczak's conclusion is typical of the ACC: "Sta5"s review found no issue with
APS's response. If you feel this is not the ease, you may file a formal complaint with Docket
Control."

Stay's review found no issue with APS's response?

OK, here's my review: l) "Smart" meter related fires are occurring in Arizona but APS
gets to blame the victims so you don't care. 2) We aren't told how many of these fires have
occurred or what the damage was. 3) We have our first Arizona "smart" meter house tire
lawsuit. 4) Once again, the gullible (or is it corrupt?) ACC takes APS at their word. 5) If l don't
like any of this I get to do the ACC's regulatory work for them once more by filing a formal
complaint.

I already have one formal complaint pending against APS. I don't think I can take on
more of your neglected work for free at this time.

As regulators you people are a sad joke.

Sincerely,
/ '

» ¢
*1 »  Aa- . 1

I//98146
Warren Woodward

PS - Commissioner Gary Pierce, at a political event in early 2013 I heard you try to assuage a
constituent's anxiety over "smart" meter related tires by telling her that we have not had any
"smart" meter related fires in Arizona. What would your response be now that you know there
in fact have been fires in Arizona? Tough luck for people who don't check their meter clips?
Tough luck for people whose wiring worked fine until the "smart" meter came? The "smart"
grid is so fantastic it's worth the risk of people's lives and property? What, Gary?

And one other thing: APS wrote, "APS is aware, through various media reports, that utilities in
several jurisdictions have replaced advanced meters manufactured by Sensus Corporation tier
allegations that those meters were related to house fires."

To clarify, "smart" meter fires that are the result of actual meter malfunction (as opposed to hot
socket, etc.) are not confined to the Sensus brand. For example, alter a number of Sensus tires
in Pennsylvania, PECO Energy switched to Landis & Gyr "smart" meters then still had another
"smart" meter fire in which 16 apartments were damaged and 30 people were displaced in
Bensalem, PA on February 6'*', 2014.
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Remote Disconnect Switch Failure Investigation

I
Qnuis.we!9L4Is
Oct 17 at 4:05 PM

Dear Mr. Woodward,

This email is being provided as a response to your September 2, 2014 letter to the Commissioners,
docketed September 5, 2014. In that letter you requested that the Commission investigate APS
regarding faulty "smart" meters that required replacement due to heat induced failure of the remote
disconnect switch. You questioned recalls in states where house Gres occurred due to remote
disconnect switch failures.

StaN" presented the following questions to APS in response to your request. APS's response is below
each question.

l . Has APS removed any meters installed as part ofAPS's AMI system in the past year due to heat
induced failure of the remote disconnect switch or LCD display? If so, how many?

APS has not removed any of the Company's AMI meters in the past year due to heat induced failure of
the remote disconnect switch or LCD display.

APS did replace 32,000 AMI meters (roughly 3%) in 2014 from January let through August 3 let.
Approximately half of these meters were replaced by the meter manufacturer due to a problem with the
soldering of a circuit board within the meter. The other meter replacements were for various reasons
with the most common failures attributed to blank LCD displays and non-communicating radio
modules. Those meters still under warranty were also replaced by the meter manufacturer. Again, none
of these replacements were associated with heat induced failures.

2. Is APS aware of other utilities in the country that have replaced or recalled meters of the types
installed as part ofAPS's AMI system as a result of disconnect switch or LCD display failure? If so,
please prowde the name of the utility(ies) and all information you may have about these replacements
including meter manufacturer(s).

APS is not aware of any Elster (manufacturer of the AMI meters in use at APS) meters that have been
replaced or recalled by another utility company as a result of remote disconnect failures or LCD display
failures associated with heat induced failures. As noted above, LCD failures have occurred in some
meters for other reasons.
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3. Has APS experienced any house fires that are attributable to failures or flaws in meters installed
as part ofAPS's AMI system? If so, please provide details.

No. There have been some fires within the APS service territory that were initially alleged to be caused
by Elster meters. However, in these instances, a root cause extcmad to the meter itself such as broken
or loose meter clips or defective wiring at the location, was determined to be the cause of the tire.

4. Finally, an insurance company otherwise responsible for paying a claim on a house fire, has filed
a lawsuit against APS and Elster, claiming that the Elster meter was the cause of the tire. Elster, APS,
arid their internal and eiaemal investigators, disagree with the insurance company's claim. To date, the
insurance company's claim remains unsupported by any expert testimony.

Interestingly enough, tire very same insurance company has alleged that a second house tire was caused
by an Elster meter. However, no lawsuit has been filed, and no evidence has been provided to support
the allegation. It is APS's understanding that the insurance company is now focusing its investigation
on an attic fan as the potential source of the second house tire.

5.
attributable to failures or flaws in the types of meters installed as part of APS's AMI system?

Is APS aware of other utilities in the country that have experienced house fires that are directly
Ipso,

please provide the name of the utility(ies) and all information you may have about these incidents.

APS is not aware of any Elster meters that have been implicated in house fires.

APS is aware, through various media reports, that utilities in several jurisdictions have replaced
advanced meters manufactured by Sensus Corporation after allegations that those meters were related
to house fires.I

H
Hopefully, the above information will provide the answers you are looking for. Staff"s review found no
issue with APS's response. If you feel this is not the case, you may file a formal complaint with Docket
Control.

Best Regards,

Connie Walczak

Manager Consumer Services

Utilities Divis ion

Arizona Corporation Commission

602-542-029 I
pAGE#/,13
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Analog Meters Withstand "Hot Sockets" Better Than
Smart Meter;
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Greg ,  the  me te rs  themse lves  l i ke ly  con t r ibu ted  to  the  f i res ,  the  seve r i ty  o f  the  f i re
Even i f  e lectr ic  u t i l i ty  companies are able to  "b lame" a hot socket or  customer w ir ing for  many smart
me te r  re la ted
damage, or the speed at which the fires spread.

Subsequent to  a  house f i re ,  one o f  the pr imary respons ib i l i t ies  for  invest igators  is  to  determine the
point of origin and cause of the f ire. Determining the cause typically involves establishing whether the
f i r e  w a s  a c c i d e n t a l  o r  c r i r n i n e d  i n  n a t u r e .  It  i s  d o  p o s s i b l e  t h a t  t h e  f i n a l  i n v e s t i g a t i o n  r e p o r t
wil l  document that the f ire 's cause remained "undctcnnined."

When a  smar t  meter  and  assoc ia ted  meter  box a re  the  o r ig in  o f  a  f i re ,  many t imes the  ev idence  is
burned or "consumed" to the extent that a f i l l  cause determination is d iHicudt to make with certa inty.
This is exemplif ied by examining the gbQy§__phglg for a smart meter-related fire in Reno, Nevada, sti l l
under invest igat ion.  For  some smart  meter  f i res,  the Ere may s imply  be documented as "acc identa l"
and where the cause was "electrical" in nature. in other instances, a complete forensics investigation is
not completed due to a lack oftraining, time, or other needed resources for the assigned investigators.

Uti l i ty  companies are able to t ice advantage of the above situation where ix is  usually d if f icult  for t ire
invest igators to "def in i t ive ly" establ ish the cause of smart meter-re lated f i res. Ut i l i ty  companies (and
part icular ly meter manufacturers) thus always blame the customer's w ir ing or a "hot socket" issue for
smart meter-related t ires even when contrary evidence exists. A hot socket is where there is a loss of
t e n s io n  i n  a t  l e a s t  o n e  o f  t h e  me te r  s o c k e t  j a w s  fo r  t h e  me te r  r e c e p ta c le .  T h i s  l o s s  o f  t e n s io n
contr ibu tes  to  micro-arc ing  tha t  can lead to  eventua l  ca tas t roph ic  fa i lu re  o f  the  smar t  meter  w i th  a
subsequent explosion and/or fire.

lns l ! !s !nL 'l3 :§ t in£B9a! l l ta
I

The primary purpose of this article to establish that even if the "hot socket" is a source or
"cause" of a smart meter-related fire, it is probable that the smart meter contributed to the
eventual catastrophic failure. This has been confirmed through industry testing results that utilities
won't disclose.

Indus t ry  tes t ing  by  a  company ce l led  IES_QQ-;J1 ie_ .E.a .1 tem_Sne9 iahy_ .QQmnan! ,  a r r ived  a t  the
following conclusion (and as pictured in the slide below):

pmE#l?



"Electromechanical meters withstand hot sockets better than
solid state meters."

Expwztod 8 Ul1r-xpr;.(;tc:r1 Results

Expoaldz
1 HotScdtltllr\l:lldlylllt-hdlodtlh.Thohdlodtllolrotholomeod

thopmhlomuldnothotmotm.
l El»alurn¢a1ann=almannwnuumahonoauunaunmmsauaaunum
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Sourer: TESCO nplooontltlvo'a prountatlon on "Hat Soekot loouoo' N
the SoutttoaNom Mohr School l Conference 2014.

Slide 15 of the presentation by a TESCO representative indicates that:

I

There was an acknowledgement that meter manufacturers recently ("over the course the past twelve
months") have begun to release smart meters designed to better withstand hot sockets, but this is little
comfort to the people and millions of homes across North America where smart meters have already
been installed over the past several years.

Slide 5 (shown below) of the presentation by a TESCO representative states:

Unexpected:
u Conant plays raya um! Ede h how

qulddy l mater ws bum up. Motel
werebunnadupnsarlyasquicktyaW
amps. 30 amps. and 130 amps.

| Relatively small amounts d vibration
am be Mo catalyst no Me beginning and
eventual catastrophic dun d a ha
andnot. Note: Other catalysts Inducts out
arena lnnltsdtopowarsuauaa. debris.
hunldty.

0 Contact muunen plays no ids In
casting a hot Godot

"At the start of our laboratory investigation the oldest electro mechanical meters withstood hot
sockets the best."

"The latest vintage solid state meters withstood hot sockets the least."

"Legal counsel for the utility customers would not allow publication of any data linking their
utility to this sort of research."

Also note that Slide 5 indicates that meter manufacturers and utilities "wanted an independent
third party to lm!! that the meters [themselves] were 1l9_t the source [of flresl."

PASE l l / JS '



Tow lI1;II.Ji Iuv¢~>;ll\..1.\tl<.»p

OwUtltynndwrmeiarnunuf1darhganlnmenhazillmlllrbmndflalunt
gods.

Bomwanbdtonmaknaunnlhatlhomaienvvuunotcauaingifuanhl
motnrbox. Ndthcrcxpcdldthllthcywlnbulttnywlmndln
u1¢¢p¢na¢nlu»u¢p¢nwh»lpw¢u»nv¢¢»nh¢¢a¢»¢»bvm»huwcuu.
llnulltoN10soonulslndorivothamhlnwhnunnrfthuauroo.

»

- » .,; '

I Themelermanufndularswanhdtomakavaloinformationpubllc.

I  ThaLlI I ltI I lwlntadtou11du\llndlhacluuolndln
mauIuunyeouuuownnwafl¢¢nufyha¢ou=luln
e»n¢la. Logdcounaelforltnuiilltyantnmanvunuld
ndaliowpubillztlondlnydlnlhhdngthohllltyblhia
son ol ruunzh. 9

sun <IISU>:Watson

Sourer: Tesco nprnontatlvra pnumatlon on "Mot Sean Inns' at
an Southeastern llelar School a Conference z0t4.

What is described above is not exactly an ob iv testing goal. So the presentation/ testing results
makes the "desired" conclusion that "hot sockets are the source of the problem n9_h9m §_" but yet
solid state meters are more susceptible to catastrophic failure than traditional analog meters.
That logically means that smart meters are inslsssl a source of catastrophic failure "problems."
Hopefully you appreciate the "sleight of hand" on how these testing results are presented by the
industry testing company.

Conclu '

SkyVision Solutions believes that there are inherent issues with smart meter construction and operation
that makes tires more probable or severe Dian with traditional analog meters. These issues were
discussed in a recent article, §m!u_M,1£n_l_ML £_¢h£_g1,&9fEim1 Some of these reasons deal
with the potential flammability of plastic enclosure materials under fault conditions and the fact that
electronic components contained within smart meters such as metal-oxidc varistor (MOVs) can burst
into flames when degraded over time from such conditions as voltage surges in the power lines.

Actually, one only needs to read documents written by Underwriters Laboratories to confirm this
common sense conclusion whereby the UL wrote:

"The introduction of smart meters raises new concerns about functional safety, performance and
product safety, data security, and interoperability, which arc not fully addressed by the [current]
standards. This [new] standard was developed to address problems that have been reported from
Field installations of smart meters, including Url, meters ejecting from meter socket bases and
exposed live parts. When electronic components are overstressed, there is a potential for the
components to explode."

In any case, based upon the evidence presented that traditional analog meters withstand hot socket
conditions better than smart meters:

Even if utility companies are able to somehow "blame" a hot socket or customer wiring
condition for many smart meter-related fires, the smart meters likely contdbuted to the Rm, the
severity of the fire damage, or the speed at which the fires spread (as compared to a traditional
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analog meter).

Do you still want a smart meter attached to your home? I didn't think so.

Source Material for this Article:

ITESCO Presentation by Tom Lawton on"Hot Socket Issues -Causesand Best Practices" at the
Southeaster Meter School & Conference 2014, available for viewing (asof October 16, 2014) at:

/ www v - - - . .I ll! nu| we l.l»r: .lo=ll° .. A 'Kb \(t 1 4

I
l"Writinga FireInvestigationReport," at

1g
a
I
I

etng neiarensneiameratnr
K.T Weaver. the website moderator for SkyVisionSolutions.org has earned a B.S. in
Engineering Physics and an M.S. in Nuclear Engineering with a specialty in radiation
protection, both degrees received from the University of Illinois at Urbana-Champaign. He
was employed by a leading electric utility for over 25 years. He sawed in various positions
and functions, including Station Health Physicist, Shift Overview Superintendent, Senior
Health Physicist, corporate Health Physics Supervisor, and corporate Senior TechnicalExpert
for Radiobiological Effects. He was considered qualif ied by the Nuclear Regulatory
Commission (NRC) as a site Radiation Protection Manager in accordance with USNRC
Regulatory Guide 1.8. The website moderator sawed in various on-call emergency response
organization positions including Health Physics Director and Environmental Manager. He
served as a member of the corporate Radiation Advisory Committee which dealt with radiation
protection policy and litigation issues that included interaction with the company's General
Counsel and company Medical Director. The website moderator has received specialized
training in radiation biophysics, radiological emergency response planning and preparedness,
and project management. The moderator has participated in various industry committees and
activities related to the Edison Electric institute, the Institute for Nuclear Power Operations.
the American Nuclear insurers, and the Nuclear Energy Institute. The moderator is a member
of the Tau Beta Pi Association and is also a member of the Honor Society of Phi Kappa phi.
He is an emeritus member of the Health Physics Society and has three times sewed as
President of the Midwest Chapter of the Health Physics Society.
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Received the following

APS's 'smart meter' does not work correctly in every home. When APS first installed the 'smart meter' In our
home they bnellytumed the power off and Installed the new meter. The second they timed the power beck on,
our burglar alarm started blaring end could not be timed off at the control panel. (The APS employee got in his
truck and left.) Ever since, every time there is e power outage, when the power is restored, the burglar alarm
blares for hours unless we are home to pull the wires out al the battery. We have spent endless hours discussing
this with Aps, Bonds alarm, electricians, all at our expense. In addition to the monetary expense, we have
suffered hearing trauma from lengthy blaring of our home alas (at times In excess or an hour.) Finally, a few
months ago, APS agreed to install the old meter. Since then. the blaring alarm problem has not reoccurred and
we have been able to live in peace. In the best Interest of the public, please do NOT grant APS the authority to
change their customers additional fees for keeping their ad meter. Especlally since the problem begins and ends
with APS'sfaulty meter, and not due to any fault on the pan of APS's customers.
'End of Complaint'

L88ll!§§LB9§l2QD8i Arizona Corporation Commission

DOCKETED
DEC 0 s 2014M93IQ8t9li§.§Qmm9nI§.indDl§DQ§l1l9n£

Comments entered for the record and filed with Docket Control.
DOCKFTED BY

INQUIRY #119899 SENT TO APS.
'End of Comments'

u
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Certain smart meters can be depreciated over five years: PwC http://www.pwc.conVus/en/tax-services/newsletters/altemative-renew.

IRS rules certain smart meters can be depreciated over five years

Share:
Alterative 8: Renewable Energy Tax Newsatlert
Nov 09, 2012

On November 2, the IRS released guidance concluding that certain utility smart meters are six-year property and thus
eligible for Eveyear depreciation. The ruling provides beneficial treatment and will be welcome by many utilities that are
installing smart meters.

A
p l

Download PDF

Return to Tax research and insights
Alterative a. Renewable Energy Tax Newsalerl archive

Contacts

MatthewHaskins
US Sustainable Bud fess Solutions tax leader
Tel: +1 (202) 414 1570
Email

StuartFinkel
TPDG l88d€f
Tel: +1 (646) 471 0616
Email

CourtneySandi fer
Director
Tel: +1 (202)414 1315
Email

US Tax Services

Human Raource Services

Global Employee Mobility

International Tax

State and Local Tax

Tax Accounting

Tax Controversy and Regulatory Processes

Tax Credits, Deductions, and Studies

Tax Reporting 8: Strategy

Transfer Pricing

US Inbound Tax

Washington National Tax

93Eli!! nm
Subscribe to PwC tax insights

Subscribe to tax publieatfons,
Webcasts and news alerts

Webcast replay available
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Alternative 8¢ Renewable Energy Tax Newsaler t
IRS rules certain smart meters can be depreciated over five years

Novanber 9, 2012

transactions and in the mdntmanoe, rdrlevd,
ad amdysis 04 taxpayer's business records
during the yea at lwu8

;

On November' 2 , the IRS released Taxpayer
Advice Manorandum 201244015 the oondudes
c ute r  u t i l i t y  s at  m e as aresix-year property
and thus digblefor fiveyear depreciation. This
oondus ion was  c ontrary to  the  al iments
advanced by the IRS examination personnel
responsible for the taxpayer's me

The IRS also determined that the m e Is a
compute  undo  wet d 00.12 of Rev. Proc.
87-56 bemuse it dares common fedures with
computes such as a caitrin proceeding unit with
dotage aid other logic functions. In addition, it
is programmable dedronicaliy activated, and is
capable ct deeding allergy tampering or service
quality issues

The taxpayer, a rwlgated utility, replaced its
decadesold standard dectromedianical mders
wi th ne w s hut  m as t  T he  ne w m as s  are
capable of  real-time monitoring of  dedidty
usage, aswdl as providing information on power
outages and other data,

v:

The IRS found the exoeptionsto me das00.12
inappn ble because the oder is  not used
primely for process or production control
elvitdwing, dwamding or automating
distributive trades and services sudl as those
made by point-ot-sdeoompute systenst

The  isene  rosed  is  whale r the  meas  are
conSdeed to be pat of Rev Proc. 87-58 asset
doss 00.12 Md thus be six-yea property, or as
qualified tedmologiod equipmalt under
§168(i)(2)- in whidl case the wet life would
rd4eto the utility's distribution asses. The lRSconduded than the meld' has a doss life

of ax years bemuse it is dearly includable in
met dass00.12.Asap doss 00.12 induces information systems

suds as computers awa perlpheal equipment
used in administering normal business
transactions Md the maintenswoe, rdriwd, ad
analysis of badness reoorde It does not include
equipment that isdn intend part of other apical
equipmawt that is included in other classes of
eoonomicactivity.

Fondly the IRS noted that this ruling could be
modified or revoked if regulations addressing
this  is le are subsequently rdeesed by the
Treasury Depatmait. However, the IRS so
noted that mM modification or revocation may
not beapplled retroadivdy if the taxpaya meds
certain aitaia.

The IRS agreed with the taxpayer the the Mae
Is used in admlnideing normal business
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PwC Observations For more information:

.

The ruling here dearly provides benefidd
treatment of smart meas in the faded
drwmdanoes so out. Many utilities are
installing smart metersand a favorable ossa life
is likely a wdoome devdopmait. In addition
tiveyea depredation is consistent with the
treatmait of other dean ategy property www as
raiewableaiagyassast

Fa prior data on donative and raiewable
eisgytaxiau ,please seeour N§!aL&.€[dJi!9. In
addition to the Ntemative & Renewable Energy
Tax News dart, FM/C also publishes a aoss-
disdplinay news flat providing updates on
deaitech, sustainable devdopmeit, and the
business impacts of US climate Md energy
policy For further informationaidto gn up for
thesederts, dick age.

For Mae information about using away tax
incentives to med your raiewable ategy goals,
please oontad a menba of PwCs Siddnable
Business Solutions tax teen :

202.414.1510
720.931.7364
408.817.5948
202.414.1315
202.346.5287

Matthew Haskins
Kary Gordon
Wendy Punches
Courtney Smdifer
Jason Spitze

i

i
l

l

i
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INTERNAL REVENUE SERVICE
NATIONAL OFFICE TECHNICAL ADVICE MEMORANDUM

September 16, 2011

Number: 201244015
Release Date: 11/2/2012

Third Party Communication: None
Date of Communication: Not Applicable

I

I
Iindex (UIL) No.:

CASE-MIS No.:
168.20-00
TAM-112103-11

Taxpayer's Name:
Taxpayer's Address:

Taxpayer's Identification No:
Year(s) Involved:
Date of Conference:

LEGEND:

Taxpayer
Parent

|

:

_

Regulatory Body
Year 1
Year 2
A
8
Q
Q
E
E
Q
u
I
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2
n TAM-112103-11 2

I

i
i

I.

J
Meter 1
Meter 2
Model A
Model B
Computer

ISSUE:

y
8

l
I

!

For purposes off 168 of the Internal Revenue Code, are Meter 2, a smart electric
meter, and associated equipment placed in service by Taxpayer after October 3, 2008,
classified as qualified smart electric meters under § 168(e)(3)(D)(iii) or are Meter 2 and
associated equipment placed in service by Taxpayer during the year at issue classified
as qualified technological equipment under § 168(e)(3)(B)(iv) or in asset class 00.12,
information Systems, of Rev. Proc. 87-56, 1987-2 C.B. 674, as clarified and modified by
Rev. Proc. 88-22, 1988-1 c.B. 785?

CONCLUSION:

For purposes of § 168, Meter 2 and associated equipment placed in service by
Taxpayer during the year at issue are classified in asset class 00.12 of Rev. Proc. 87-56
and, therefore, have a class life of 6 years. Accordingly, Meter 2 and associated
equipment placed in service by Taxpayer after October 3, 2008, are not qualified smart
electric meters under § 168(e)(3)(D)(iii).

FACTS :

Taxpayer is the subsidiary of Parent and operates as a utility company subject to
regulation by the Regulatory Body.

For decades, Taxpayer has used standard electromechanical meters to measure
customers' electrical usage. This longstanding technology uses a small motor to spin a
disc, which is connected to gears and a set of dials that record cumulative kilowatt-
hours ("KWH") of power that have passed through the meter. Historically, each meter
was visited regularly, typically at monthly intervals, by a person who would read the
meter and write down in a book the cumulative number of KWH of power shown on the
meter, the date and location. That data was then passed to Taxpayer's central billing
office. At the central billing office, Taxpayer's personnel would input the data into the
mainframe computer, which would calculate the customer's electric usage in KWH since
the last reading by subtracting the current reading from the prior reading, multiply the
KWH usage times a rate (tariff) to arrive at the amount owed by the customer for the
current period usage, and prepare a bill that would be mailed to the customer.
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In Year 1, the data collection system was improved when Taxpayer began using
portable handheld data log devices that its meter readers used to manually record the
monthly readings from the standard meters. At the end of each day, the meter readings
recorded on these devices were electronically transferred directly to the central office
computers - saving time and labor, and minimizing errors. These devices also were
used to record detailed information regarding customer accounts for each route in
support of the next day's meter reading activity.

In Year 2, Taxpayer proposed the system-wide installation of a new set of
electromechanical meters equipped with an optical scanner and a communication
device. Using these meters, Taxpayer proposed to eliminate manual meter reads,
saving costs and reducing billing errors. Taxpayer also envisioned operational cost
savings through the ability to better locate outages because the meters were designed
to be "pinged" to determine whether the meter was receiving power. Pinging involves
the sending of a signal to a specific electronic address, which is designed to elicit a
response if the meter is then operable (Lg, receiving electricity). These meters, known
as Meter 1, utilized Taxpayer's power lines to carry the meter data signal back to
substations, where it was gathered and transmitted automatically to Taxpayer's central
computers.

The optical scanner and communication device on Meter 1 also gave Taxpayer the
capability to implement time of use ("TOU") pricing. The optical scanning device was
designed to read the mechanical rotations of a disc within the meter every hour and to
send a signal of such usage to Taxpayer's central office every A hours. With its central
billing computers and data systems, Taxpayer could then take the hourly usage data
received from the meters and calculate customer bills using TOU rates.

While Taxpayer was in the process of installing Meter 1, the technology and capability
of meters evolved. Because of the technological advances and the significantly
enhanced capability of this new meter technology, Taxpayer decided that it would no
longer continue to replace existing meters with Meter 1. Instead, Taxpayer sought and
received permission from the Regulatory Body to begin installation of the new
technologically advanced meters, known as Meter 2.

Meter 1 and Meter 2 are both approximately the same size and consist of a round dome
clear glass cover, on a round base, which has four metal prongs at the bottom that
insert into slots in the meter socket. When the meter is inserted into the socket a circuit
is completed with half the prongs connecting to a receptacle on the utility side of the
meter and the other prongs connecting to a receptacle on the customer's side of the
meter, allowing electricity to flow from the power source on the utility's side of the meter
into the customer's electric system. Both Meter 1 and Meter 2 are electrically activated
and readily removable.

PAGE 11/86
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Meter 1 is a variation of an electromechanical induction meter that operates by counting
the revolutions of an aluminum disc that is made to rotate by electrical fields at a speed
proportional to the energy usage. The aluminum disc is supported by a spindle that has
a worm gear that drives an analog register. The register is a series of dials that record
the amount of electric energy used and can be viewed through the glass dome. Meter 1
also has an optical scanning device that reads the rotation of the aluminum disc by
observing a line on the disc each time it makes a rotation. The observation of disc
revolutions is sent back to the utility over the electric lines and is used to measure the
electric energy usage.

The internal components of Meter 2 differ from those of Meter 1. Meter 2 measures
electric energy usage using a solid state sensor and microprocessor, which then
displays electric usage on a digital liquid crystal display screen, rather than through a
direct mechanical measurement of energy usage that is registered on an analog dial.

Taxpayer has installed two models of Meter 2: Model A and Model B. Both models can
be programmed. From a practical standpoint, these two models have essentially the
same metrology components and perform essentially the same functions.

Inside the case of Meter 2 are various components that are designed to accomplish the
following four functions:

1 . Metrology, which senses and measures electric current, converts that measurement
to a signal that goes to a register that records the measurement, and displays the
accumulated amount of electricity used. The metrology portion of Meter 2 consists of
two major components - a base and electronic module.

The base includes a precision current transformer that senses the current. The
transformer reduces the current (amperage) and voltage to two sensors, which provide
separate analog signals of voltage and amperage.

The electronic module has the metering circuitry, including a Microcontroller, which
enables energy accumulation and contains calibration information. The meter chips
contained on the electronic module convert analog signals of current and voltage from
the sensors into a digital tom. The Microcontroller calculates accumulated energy
(volts multiplied by amps over time) and maintains the energy consumption for display.
It uses non-volatile memory to store the metering data, including energy used, voltage,
and amperage. The non-volatile memory does not require a battery to maintain
information when power is unavailable. The Model A of Meter 2 contains memory of 8
bytes and Model B of Meter 2 contains memory of Q bytes.

2. An advanced metering initiative (AMI) communications module that provides two-
way wireless signal at a radio frequency of_[2 megahertz. The AMI communications
module of Meter 2 also is referred to as the local area networking (LAN) part of the
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meter. It is electronic circuitry located on the Network Interface Card (NIC) within Meter
2, which is capable of using internet protocols addressing. Taxpayer uses this
component to receive frequent usage readings (every few minutes) from the metrology
parts of the meter and to send that data automatically to a data gathering system that
leads to Taxpayer's central database. The AMI also has the capability, in conjunction
with the meter, to control the disconnect switch.

The NIC is integrated with the meter at the factory using "through-pin" and serial port
connections. The NIC includes an _E processor with a speed of E MHz and contains _A
MB of flash storage capacity and Q MB of random access memory (RAM), which is
roughly comparable in terms of processing and storage capacity to early desktop
computers, such as a Computer, which had a _H MHz processor and similar amounts of
storage.

The components of the NIC have the potential to perform some calculations that are
now done on central office mainframe computers. For example, the NIC is capable of
multiplying electrical usage by the tariff rate to calculate the customer's bill.

3. A Home Area Network (HAN) module to communicate from the meter to the
customer's display or computer. It uses a separate radio circuit at I gigahertz
frequency. The HAN was not functioning during the year at issue. However, the HAN is
designed to be used by customers to access their account online or view their electricity
usage data on a digital display or monitor, rather than waiting for a monthly bill.

4. A disconnect switch that can be programmed or directed by Taxpayer's credit
collection and billing department to interrupt, initiate, or restore electric service by
remote activation by the AMI communication module. The disconnect switch also can
be programmed by the AMI communication module to perform a power-limiting function,
that is, to shut off the service temporarily if the power usage through the meter exceeds
a certain flow rate (amperage). While Meter 2 had the capability to operate the
disconnect switch during the year at issue, the disconnect switch was not functioning
then because it had not been programmed to do so.

These functions cannot be used and are not accessible for general computing uses in
the same way as a personal computer. There is no connection jack, USB or other port,
input keypad, computer display monitor, or physical connection with an external
monitor. However, Taxpayer can program Meter 2 remotely through the wireless
connectivity and internet protocols. This same wireless connectivity and internet
protocol could potentially be used to give Meter 2 the capability to send information to
display monitors at the customers' locations or Taxpayer's offices, where the
information could be viewed. This potential function was not used during the year at
issue.
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While the above functions are integrated, should the AMI communications module, HAN
module, and/or disconnect switch functions fail, Meter 2 would continue to measure the
electrical current and store usage information in the memory register.

unavailable the meter cannot function. However, stored information is not lost in the
Meter 2 does not have an independent power source (battery) so that if power is

absence of Power. Meter 2 records and stores usage data in hourly increments for Q
days. Meter 2 is designed to continue to perform various functions e.., LAN
communications), even though the disconnect switch is engaged and no power is
flowing to the customer.

As previously mentioned, Taxpayer uses the LAN part of Meter 2 to receive frequent
usage readings from the metrology parts of the meter and to send that data
automatically to a data gathering system that leads to Taxpayer's central database.
The equipment necessary for the automated relay of data between Meter 2 and
Taxpayer's central database consists of wireless receiving and relay devices, that is,
eBridges, relays, and access points (hereinafter, this equipment is referred collectively
to as the "associated equipment"). Every one of these devices has embedded in it a
microprocessor, which is the same one used in Meter 2. The associated equipment
gathers data from many customers and feeds it to a specialized Meter Data
Management (MDM) centralized computer system. Upon receiving the raw data from
the Meter 2 system, the MDM checks for errors and then processes and translates the
raw data into a form compatible with Taxpayer's existing customer care and billing
central database. The other functions of the MDM include the monitoring of the system
for meter failures and power outages. The MDM and customer care and billing central
database are not dependent upon the type of meter used.

Meter 2 performs additional functions than Meter 1. The LAN part of Meter 2 and its
associated equipment is designed to provide real-time usage data and other real-time
information on a two-way basis between Meter 2 and Taxpayer's central billing office.
Meter 2 also is designed through the HAN module to communicate information and
other data to Taxpayer's customers. Finally, Meter 2 also is programmable so that it
can be adapted to other information uses as conditions warrant. These capabilities will
permit both Taxpayer and the customer to regulate electric usage by integrating
customer billing and rate design with new dynamic rate structures and demand
response programs.

Meter 2, like Meter 1, can be read remotely to enable more frequent meter reads
needed to implement TOU rates. Meter 2, however, has enhanced capacity because it
can communicate in real time rather than in hourly intervals. In addition, Meter 2 has
the capability to read and record bi-directional power flows when a customer receives
power and provides power at different times rather than simply measuring the net of the
power flows over a meter reading time segment (kg, over a segment that consists of
several hours). Meter 2 then subtracts any customer-supplied power from Taxpayer-
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supplied power thereby converting the bi-directional metering data to net metering data.
This capability is available through use of the computerized memory register. The bi-
directional metering data also includes detailed time-of-day data that will allow TOU
pricing.

LAW AND ANALYSIS:

Section 167(a) provides that there shall be allowed as a depreciation deduction a
reasonable allowance for the exhaustion, wear and tear (including a reasonable
allowance for obsolescence) of property used in a taxpayer's trade or business.

The depreciation deduction provided by § 167(a) for tangible property placed in service
after 1986 generally is determined under § 168. This section prescribes two methods of
accounting for determining depreciation allowances. One method is the general
depreciation system in § 168(a) and the other method is the alternative depreciation
system in § 168(9). Under either depreciation system, the depreciation deduction is
computed by using a prescribed depreciation method, recovery period, and convention.

For purposes of either § 168(a) or § 168(g), the applicable recovery period is
determined by reference to class life or by statute. Section 168(i)(1) defines the term
"class life" as meaning the class life (if any) that would be applicable with respect to any
property as of January 1, 1986, under § 167(m) (determined without regard to §
167(m)(4) and as if the taxpayer had made an election under § 167(m)) as in effect on
the day before the date of enactment of the Revenue Reconciliation Act of 1990.
Former § 167(m) provided that in the case of a taxpayer who elected the Class Life
Asset Depreciation Range system of depreciation, the depreciation allowance was
based on the class life prescribed by the Secretary that reasonably reflected the
anticipated useful life of that class of property to the industry or other group.

i

l

Section 1.167(a)-11(b)(4)(iii)(P_) of the Income Tax Regulations provides rules for
classifying property under former § 167(m). Under § 1.167(a)-11 (b)(4)(iii)(Q), property is
classified according to primary use even though the activity in which such property is
primarily used is insubstantial in relation to all the taxpayer's activity.

Rev. Proc. 87-56 sets forth the class lives of property subject to depreciation under §
168. This revenue procedure establishes two broad categories of depreciable assets:
(1) asset classes 00.11 through 00.4 that consist of specific depreciable assets used in
all business activities, and (2) asset classes 01 .1 through 80.0 that consist of
depreciable assets used in specific business activities. An asset that falls within both an
asset group (that is, asset classes 00.11 through 00.4) and an activity group (that is,
asset classes 01 .1 through 80.0) would be classified in the asset group. §§_§ Norwest
Corp. & Subs. v. Commissioner, 111 T.C. 105, 156-64 (1998).
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Asset class 00.12, Information Systems, of Rev. Proc. 87-56 includes computers and
their peripheral equipment used in administering normal business transactions and the
maintenance of business records, their retrieval and analysis. Assets included in this
asset class have a 6-year class life. Asset class 00.12 defines information systems as:

I

i
i!
i.
Ii

1) Computers: A computer is a programmable electronically activated device capable of
accepting information, applying prescribed processes to the information, and supplying
the results of these processes with or without human intervention. It usually consists of
a central processing unit containing extensive storage, logic, arithmetic, and control
capabilities. Adding machines, electronic desk calculators, etc., and other equipment
described in asset class 00.13 are excluded from this category.

I
I

i
I
II
i
I
I

I

2) Peripheral equipment consists of the auxiliary machines which are designed to be
placed under control of the central processing unit. Nonlimiting examples are: card
readers, card punches, magnetic feed tapes, high speed printers, optical character
readers, teleprinters, terminals, tape drives, disc drives, disc files, disc packs, visual
image projector tubes, card sorters, plotters, and collators. Peripheral equipment may
be used on-line or off-line.

i

i
I

i Asset class 00.12 does not include equipment that is an integral part of other capital
equipment that is included in other classes of economic activity, , computers used
primarily for process or production control, switching, channeling, and automating
distributive trades and services such as point of sale computer systems. Asset class
00.12 also does not include equipment of a kind used primarily for amusement or
entertainment of the user.

Asset class 49.14, Electric Utility Transmission and Distribution Plant, of Rev. Proc. 87-
56, includes assets used in the transmission and distribution of electricity for sale and
related land improvements. Assets included in this asset class have a 30-year class
life.

Several appellate decisions discuss the "primary use" standard for asset classification
under § 1.167(a)-11 (b)(4)(ii)(Q). Q, g , Clamor Gas Co. L.P. v. Commissioner, 354 F.
3d 786 (8"' Cir. 2004). Courts have concluded that the actual purpose and function of
an asset determines its asset class (a use-driven functional standard) rather than the
terminology used to describe an asset by its owners or others.

not
The Tax Court in PPL Corporation v. Commissioner, 135 T.C. 176 (2010), concluded
that street light assets are not assets used in the distribution of electricity and, thus,
included in asset class 49.14 of Rev. Proc. 87-56. In reaching its conclusion, the Court
looked at the definition of the word "distribution" as well as the primary use of the street
light assets. The parties stipulated that distribution meant "the delivery of electric
energy to customers" and "the final utility step in the provision of electric service to
customers." The Court found this definition to be consistent with a standard definition of
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distribution. 135 T.C. at 183. The Court also stated that the "distribution of electricity
seems to us to be the process by which electricity (the commodity) gets to final
consumers." 4. The Court found that street light assets could be disconnected from
the distribution system without effecting electrical distribution to customers and they are
distinct from distribution assets because they have a different purpose and function. Cn
this last point, the Court found that distribution assets get final consumers electricity,
service drops are the final part of the distribution of electricity to final consumers, and
street light assets are not part of the service to get electricity to final consumers.

Section 306 of Division B of the Economic Stabilization Act of 2008, Pub. L. No. 110-
343, 122 Stat. 3765 (2008), amended § 168 by adding §§ 168(e)(3)(D)(iii) and
168(i)(18). Both sections are effective for property placed in service after October 3,
2008.

Section 168(e)(3)(D)(iii) provides that the term "10-year property" includes any qualified
smart electric meter.

Section 168(i)(18)(A) defines the term "qualified smart electric meter" as meaning any
smart electric meter that: (i) is placed in service by a taxpayer who is a supplier of
electric energy or a provider of electric energy services, and (ii) does not have a class
life (determined without regard to §168(e)) of less than 10 years.

For purposes of § 168(i)(18)(A), § 168(i)(18)(B) defines the term "smart electric meter"
as meaning any time-based meter and related communication equipment that is
capable of being used by the taxpayer as part of a system that: (i) measures and
records electricity usage data on a time~differentiated basis in at least 24 separate time
segments per day, (ii) provides for the exchange of information between supplier or
provider and the customer's electric meter in support of time-based rates or other forms
of demand response (iii) provides data to such supplier or provider so that the supplier
or provider can provide energy usage information to customers electronically, and (iv)
provides net metering.

Section 168(e)(3)(B)(iv) provides that any qualified technological equipment is 5-year
property. Section 168(i)(2)(A) and (B)(i) define the term "qualified technological
equipment" as meaning, in relevant part, any computer or any related peripheral
equipment. Section 168(i)(2)(B)(ii) defines "computer" as meaning a programmable
electronically activated device that: (I) is capable of accepting information, applying
prescribed processes to the information, and supplying the results of these processes
with or without human intervention, and (ll) consists of a central processing unit
containing extensive storage, logic, arithmetic, and control capabilities.

Section 168(i)(2)(B)(iii) defines "related peripheral equipment" as meaning any auxiliary
machine (whether on-line or off-line) that is designed to be placed under the control of
the central processing unit of a computer.
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However, § 168(i)(2)(B)(iv) provides that the term "computer or peripheral equipment"
shall not include, in relevant part, any equipment that is an integral part of other property
that is not a computer.

Further the Court stated

The Tax Court in Broz v. Commissioner, 137 T.C. No. 3 (July 7, 2011), concluded that
cell site equipment containing computerized parts, except for the switch, is not a
computer under § 168(i)(2)(B)(ii). In reaching its conclusion, the Court determined that
the key component of the base station and other cell site equipment was the radio. The
Court found that the radio itself did not employ computer processing and did not contain
a central processing unit containing extensive storage. The Court also found
"compelling that even though the base station contained some of the same software as
the switch, which is classified as a computer, the base station did not have the
computer system or storage capacity to keep billing records." ,
that the radio technology has functioned for many years without the use of
computerized parts, suggesting that those parts are only ancillary.

In this case, the Director and Taxpayer agree that Meter 2 is a smart electric meter
under § 168(i)(18)(B). A smart electric meter placed in service after October 3, 2008, is
not a qualified smart electric meter under § 168(i)(18)(A) if the meter has a class life of
less than 10 years. Thus, at issue in this technical advice memorandum is whether
Meter 2 is classified in asset class 00.12 of Rev. Proc. 87-56 or is qualified
technological equipment under § 168(i)(2).

information systems

Meter 2, like Meter 1 and Taxpayer's electromechanical meters, is used in the
distribution of electricity for sale to final consumers. Meter 2 is the device that allows
electricity to flow from Taxpayer to its customers and that measures such electricity.
Without these functions, Taxpayer would be unable to distribute and sell its electricity.
Accordingly, Meter 2 (and Meter 1 and Taxpayer's electromechanical meters) are
included in the activity category of asset class 49.14 of Rev. Proc. 87-56.

However, if an asset is included in both an asset category and an activity category, the
asset is classified in the asset category unless it is specifically excluded from the asset
category or specifically included in the activity category. g Norwest, Rev. Rul. 2003-
81, 2003-2 C.B. 126. Accordingly, if Meter 2 also is included in the asset category of
asset class 00.12 of Rev. Proc. 87-56, then Meter 2 is classified in asset class 00.12.

An asset is included in asset class 00.12 if the asset (i) is a computer or peripheral
equipment and (ii) is used in administering normal business transactions and the
maintenance of business records, their retrieval and analysis.

PABE it 193
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We first consider whether Meter 2 is used in administering normal business transactions
and the maintenance of business records, their retrieval and analysis. During the year
at issue, Meter 2 recorded the sale of electricity (the product) to Taxpayer's customers,
stored this information for Q days, and sent the information automatically to Taxpayer's
data gathering system that leads to Taxpayer's customer care and billing central
database. Meter 2 also protects Taxpayer from the loss of revenue generated by the
sale of electricity. Meter 2 is tamper-resistant thereby preventing some common
methods of electricity theft. Based on these uses of Meter 2 during the year at issue,
we conclude that Meter 2 is used in administering normal business transactions and the
maintenance of business records, their retrieval and analysis during the year at issue.

Next, we consider whether Meter 2 is a computer or peripheral equipment as defined in
asset class 00.12 of Rev. Proc. 87-56.

Meter 2 is a computer as defined in asset class 00.12 of Rev. Proc. 87-56. First, it is a
programmable electronically activated device. Taxpayer can program Meter 2 remotely
through the wireless connectivity and internet protocols. Taxpayer's credit collection
and billing department can program the disconnect switch contained in Meter 2 to
interrupt, initiate, or restore electric semice. The disconnect switch also can be
programmed by the AMI communication module to perform a power-limiting function
( , shutting off electric service temporarily if the power usage through the meter
exceeds a certain amperage). Meter 2 also can be programmed to detect energy
tampering or service quality issues and to notify the central billing system when these
events occur. Furthermore, Taxpayer can use the remote programming feature to
enhance performance and features of Meter 2 ( , enhancing the security of Meter 2
and upgrading software programs).

Second, Meter 2 is capable of accepting information, applying prescribed processes to
the information, and supplying the results of these processes with or without human
intervention. For example, when customer-source power is supplied to the electric grid,
Meter 2 does not immediately perform net metering. Instead, Meter 2 is capable of
providing bi-directional metering. In this case, Meter 2 separately measures Taxpayer-
supplied power and customer-supplied power, and then subtracts any customer-
supplied power from Taxpayer-supplied power thereby converting the bi-directional
metering data to net metering data. The bi-directional metering data also includes
detailed time-of-day data that will allow TOU pricing. Meter 2 also has the capability to
multiply electricity usage by the tariff rate to calculate the customer's bill, which is now
done on Taxpayer's central office mainframe computers, and through the HAN module
has the capability to send this information to display monitors at the customers'
locations for viewing. while these functions were not used by Taxpayer during the year
at issue, the plain language of asset class 00.12 focuses on the device's capability
rather than the device's actual use during the year. Meter 2 also is capable of sending,
and was used during the year at issue to send, usage data through Meter 2's LAN and
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the associated equipment to the Taxpayer's centralized database, where the data is
further processed, checked, and translated.

1
l

l

l

Finally, Meter 2 contains a central processing unit with extensive storage, logic,
arithmetic, and control capabilities. In evaluating this requirement, the Director and
Taxpayer had differing views. Taxpayer argues that this determination should be based
on what was considered extensive storage in 1984 when the definition of computer in
the predecessor of § 168(i)(2)(B) ( , former § 168(j)(5)(D)) was enacted. The Director
argues that the determination should be based on what is considered extensive storage
currently. Given the ever-changing and increasing processing and storage capacities of
computers, we do not agree with either position. Using Taxpayer's position will render
the term "extensive" meaningless in asset class 00.12. Using the Director's position
could potentially cause a device that was considered to have extensive storage, logic,
arithmetic, and control capabilities in its placed-in-sewice year not to have such storage,
logic, arithmetic, and control capabilities in a subsequent year during its recovery
period. Instead, we believe that the determination should be based on what is
considered to be extensive storage, logic, arithmetic, and control capabilities in the
placed-in-service year of the device that are needed for the device to perform its actual
and potential functions.

Based on the information provided to us to date, we believe that Meter 2 has a central
processing unit containing extensive storage, logic, arithmetic, and control capabilities
that enables Meter 2 to perform its functions actually used during the year at issue and
its potential functions. While Meter 2's processing and storage capacity is comparable
to early desktop computers, we believe that Meter 2's processing and storage capacity
is sufficiently extensive to perform its actual and potential functions.

The exceptions in asset class 00.12 of Rev. Proc. 87-56 do not apply to Meter 2.
Specifically, Meter 2 is not used primarily for process or production control, switching,
channeling, and automating distributive trades and services such as point of sale
computer systems. lAlhile the disconnect switch of Meter 2 can be programmed by the
AMI communication module to perform a power-limiting function (L, shutting off
electric service temporarily if the power usage through the meter exceeds a certain
amperage) and Meter 2 can be programmed to detect energy tampering or service
quality issues pinpoint power outages), these process or production control uses
are not the primary uses of Meter 2.

Arguably, Meter 2 is similar to a point of sale computer system. For insight into this
question, it is necessary to examine the modifications made by Rev. Proc. 80-15, 1980-
1 C.B. 618, to the asset classes in Rev. Proc. 77-10, 1977-1 C.B. 548.

Rev. Proc. 80-15 added the following new asset classes to Rev. Proc. 77-10: 57.0,
Distributive Trades and Services, and 57.1, Distributive Trades and Services-Billboard,
Service Station Buildings and Petroleum Marketing Land Improvements. These new
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Wasset classes include the assets that were included in asset classes 13.4, 50.0, 50.1 ,
70.2, and 70.21 of Rev. Proc. 77-10, which were deleted by Rev. Proc. 80-15. Rev.
Proc. 80-15 also clarified asset class 00.12 of Rev. Proc. 77-10 by providing that asset
class 00.12 does not include computers used primarily for automating distributive trades
and services such as point of sale computer systems. Rev. Proc. 80-15 was effective
for assets placed in service in taxable years ending on or after April 28, 1980. For
taxable years ending prior to April 28, 1980, Rev. Proc. 80-15 provided that distributive
trades and services automated equipment such as point of sale computer systems are
properly classified in asset class 00.12, 50.0, or 70.2, depending upon which class was
selected by the taxpayer on its original return.

l

l

l

\

Our review of the modifications made by Rev. Proc. 80-15 indicate that the addition of
the new asset classes for distributive trades and services and the new exception to
asset class 00.12 for computers used primarily for automating distributive trades and
services such as point of sale computer systems are linked together. Accordingly, the
exception to asset class 00.12 of Rev. Proc. 87-56 for computers used primarily for
automating distributive trades and services such as point of sale computer systems is
limited to business activities described in the asset classes for distributive trades and
services (asset classes 57.0 and 57.1 of Rev. Proc. 87-56).

Based on Taxpayer's use of Meter 2, the plain language of asset class 00.12 of Rev.
Proc. 87-56, and our conclusion that Meter 2 has a central processing unit containing
extensive storage, logic, arithmetic, and control capabilities that enables Meter 2 to
perform its functions actually used during the year at issue and its potential functions,
Taxpayer's Meter 2 is an information system included in asset class 00.12 of Rev. Proc.
87-56.

We also conclude that the associated equipment is peripheral equipment as defined in
asset class 00.12 of Rev. Proc. 87-56. The associated equipment is designed to be
placed under the control of the central processing unit of Taxpayer's centralized
computer system.

In this case, Meter 2 and the associated equipment sere a dual purpose. They are
included in asset class 49.14 of Rev. Proc. 87-56, an activity category, and asset class
00.12 of Rev. Proc. 87-56, an asset category. An asset that is included in both an asset
category and an activity category is classified in the asset category unless it is
specifically excluded from the asset category or specifically included in the activity
category. Norwest Rev. Rul. 2003-81. Because Meter 2 and the associated

14 and notequipment are included in both asset class 00.12 and asset class 49. ,
specifically excluded from asset class 00.12 or specifically included in asset class
49.14, Meter 2 and the associated equipment are classified in asset class 00.12. 1

1 Mde 1 aid Taxpaya'sda:tromed1a1icd meas aenot induced in Asa das00.12 of Re. Proc. 87-56. The
Director aid Tacpaya Qree the Mae 1 is not a compute. Based on the information provided to doe we believe
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in All Business Activities, Except as Noted there are 14 asset classes with a "OO" prefix

The Director makes several arguments in support of its position that Meter 2 is not
included in asset class 00.12 of Rev. Proc. 87-56. First, the Director argues that based
on the heading for the "00" asset classes of Rev. Proc. 87-56, Specific Depreciable
Assets Used In All Business Activities, Except As Noted, the asset must be of a type
used in all business activities to be included in an asset class with a "00" prefix, but
Meter 2 can only be used in one specific type of activity, , the sale of electricity by an
electric company. We disagree. Under the heading "Specific Depreciable Assets Used

and one of them is titled "Information Systems." For the reasons previously stated, we
conclude that Meter 2 is an information system. Further, the asset classes with a "OO"
prefix prescribe class lives for specific depreciable assets, such as information systems,
regardless of the business activity in which they are used.

I.
Second, the Director argues that Meter 2 is not an information system because
Taxpayer primarily uses this meter to distribute and measure electricity for sale. We
agree that Taxpayer uses Meter 2 in this activity. However, as previously discussed, we
conclude that Meter 2 is dual-use property that also is used by Taxpayer as an
information system. In such a case, the asset category of asset class 00.12 of Rev.
Proc. 87-56 prevails over the activity category of asset class 49.14 of Rev. Proc. 87-56.
_QQ Norwest; Rev. Rul. 2003~81 (bookcase primarily used in connection with the
production of electricity for sale is classified in asset class 00.11 of Rev. Proc. 87-56
even though bookcase also is included in asset class 49.13 of Rev. Proc. 87-56).

The Director also argues that the exception in asset class 00.12 for equipment that is an
integral part of other capital equipment that is included in other classes of economic
activity should be applied broadly rather than applied only to the listed items. Asset
class 00.12 does not include equipment that is an integral part of other capital
equipment that is included in other classes of economic activity, i.e., computers used
primarily for process or production control, switching, channeling, and automating
distributive trades and services such as point of sale computer systems (emphasis
added). If the listed items were meant to be examples, then "e.g." instead of "i.e."
should have been used. Accordingly, the plain language of asset class 00.12 does not
support a broader application.

Finally, the Director argues that Meter 2 is not an information system because it is not
used by Taxpayer in administering normal business transactions and the maintenance
of business records, their retrieval and analysis. For the reasons previously stated, we
do not agree with this argument.

Qualified technological equipment

the Mae 1 is not peiphad qui pmalt. Further Taxpayer sdaztromedwawiczi maasdealy be not computes or
peiphed muipmett.
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In light of our conclusion that Meter 2 and the associated equipment have a class life of
less than 10 years because these assets are properly includible in asset class 00.12 of
Rev. Proc. 87-56, we will not address whether Meter 2 and the associated equipment is
qualified technological equipment under § 168(i)(2)(B). We note, however, that the
definition of computer or peripheral equipment in § 168(i)(2)(B) is not the same as the
definition of such terms in asset class 00.12 of Rev. Proc. 87-56. Specifically, the
exception in § 168(i)(2)(B)(iv)(l) is broader than the exception in the last paragraph of
asset class 00.12 of Rev. Proc. 87-56.

CAVEAT:

I

Temporary or final regulations pertaining to one or more of the issues addressed in this
memorandum have not yet been adopted. Therefore, this memorandum will be
modified or revoked by the adoption of temporary or final regulations to the extent the
regulations are inconsistent with any conclusions in the memorandum. section
13.03 of Rev. Proc. 2011-2, 2011-1 I.R.B. 90, 106 (or any successor). However, a
technical advice memorandum that modifies or revokes a letter ruling or another
technical advice memorandum generally is not applied retroactively if the taxpayer can
demonstrate that the criteria in section 13.02 of Rev. Proc. 2011-2 are satisfied.

A copy of this technical advice memorandum is to be given to the taxpayer. Section
6110(k)(3) of the Code provides that it may not be used or cited as precedent.
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Consumer Guidere
Wireless Devices and Health Concerns

Current Exposure Limit;

% While there is no federally developed national standard for safe levels of exposure to radiofrequency
(RF) energy, many federal agencies have addressed this important issue. In addition to the Federal
Communications Commission, federal health and safety agencies such as the Environmental
Protection Agency (EPA), the Food and Drug Administration (FDA), the National Institute for
Occupational safety and Health (NIOSH) and the Occupational Safety and Health Administration
(OSHA) have been actively invoked in monitoring and investigating issues related to RF exposure. For
example, the FDA has issued guidelines for safe RF emission levels from microwave ovens, and it
continues to monitor exposure issues related to the use of certain RF devices such as cellular
telephones. NIOSH conducts investigations and health hazard assessments related to occupational RF
exposure.

Federal, state and local government agencies and other organizations have generally relied on RF
exposure standards developed by expert non-govemment organizations such as the institute of
Electrical and Electronics Engineers (IEEE) and the National Council on Radiation Protection and
Measurements (NCRP). Since 1996, the FCC has required that all wireless communications devices
sold in the United States meet its minimum guidelines for safe human exposure to radiofrequency (RF)
energy. The FCC's guidelines and rules regarding RF exposure are based upon standards developed
by IEEE and NCRP and input from other federal agencies, such as those listed above. These
guidelines specify exposure limits for hand-held wireless devices in terms of the Specific Absorption
Rate (SAR). The SAR is a measure of the rate that RF energy is absorbed by the body. For exposure
to RF energy from wireless devices, the allowable FCC SAR limit is 1.6 watts per kilogram (W/kQ). as
averaged over one gram of tissue.

All wireless devices sold in the US go through a formal FCC approval process to ensure that they do
not exceed the maximum allowable SAR level when operating at the device's highest possible power
level. If the FCC learns that a device does not confirm wRy the test report upon which FCC approval is
based - in essence, if the device in stores is not the device the FCC approved - the FCC can withdraw
its approval and pursue enforcement action against the appropriate party.

Recent Developments

Several us government agencies and international organizations work cooperatively to monitor
research on the health effects of RF exposure. According to the FDA and the World Health
Organization (WHO), among other organizations, to date, the weight of scientific evidence has not
effectively linked exposure to radio frequency energy from mobile devices with any known health
problems.

I
I
I

www. o.ln m i

The FDA maintains a website on RF issues at wvvw.fda.qov/Radiation-
EmittinqProducts/RadiationEmittinq ProductsandProcedures/HomeBusinessandEnterf3inment/CellPhon
es/default.htm. The World Health Organization (WHO), which has established an International
Electromagnetic Fields Project (IEFP) to provide information on health risks, establish research needs
and support efforts to harmonize RF exposure standards, provides additional information on RF
exposure and mobile phone use at wh . t/ nor /f c h 1 / n/ind x.html. For more
information on the IEFP, go to www.mo.int/peh-emf/en.

lFe
445 I2° St. sw. Washington, DC 20554Federal Communications Commisdoa . Consumer and Governmental Affairs Bureau

I888-CALL-I~CC(l888-215-5322) . TTY: I888-TELLFCC(I-888835-5322) . Fax: 1-866448-02.32
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UNITED STATES ENVIRONMENTAL PROTECTION AGENCY

WASHINGTON, D.C. 20460-
adzit
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*at __,<'*

MAR 8 am OFFICE OF
AIR AND RADIATION

Janet Newton
President
The EMR Network
p.o. Box 22 l
Marshf ield, VT 05658

Dear Ms. Newton:

Thank you for your letter of January 31 , 2002, to the Environmental Protection Agency
Administrator Whitman, m which you express your concerns about non-thermal effects of
radiofrequency (RF) radiation and the adequacy of the Federal Communications Commission's
RF radiation exposure guidelines. The Administrator has asked us to critically examine the
issues you bring to our attention, and we will be responding to you shortly.

We appreciate your interest in the matter of non-thermal RF exposure, possible health
risks, and Federal government responsibility to protect human health.

Sinc I
I

. -

4.~Q/arc ing  s  1 , director
Radiation Protection Division
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UNITED STATES ENVIRONMENTAL PROTECTION AGENCY

WASHINGTON, D.C. 20460'i
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JJ. I 6 am

OFFICEOF
AIR ANDRADIATION

Ms. Janet Newton
President
The EMR Network
P.O. Box 22 I
Marshfield, VT 05658

Dear Ms.Newton:

i

This is in reply to your letter of January 31, 2002, to the Environmental Protection
Agency (EPA) Administrator Whitman, in which you express your concerns about the adequacy
of the Federal Communications Commission's (FCC) radiofrequency (RF) radiation arposure
guidelines and nonthemnal effects of radiofrequmcy radiation. Another issue that you raise in
your letter is the FCC's claim that EPA shares responsibility for recommending RF radiation
protection guidelines to the FCC. I hope that my reply will clarify EPA's position with regard to
these concerns. I believe that it is correct to say that there is uncertainty about whether or not
current guidelines adequately treat nontherumal, prolonged exposures (exposures that may
continue on an intermittent basis for many years). The explanation that follows is basically a
summary of statements that have been made in other EPA documents and correspondence.

The guidelines currently used by the FCC were adopted by the FCC in 1996. The
guidelines were recommended by EPA, with certain reservations, in a letter to Thomas P.
Stanley, Chief Engineer, Oliice of Engineering and Technology, PW Communications
Commission, November 9, 1993, in response to the FCC's request for comments on their Notice
of Proposed Rulemaking (NPRM), Guidelines for Evaluating the Environmental Effects of
Radiofrequency Radiation (enclosed).

The FCC's current exposure guidelines, as well as those of the Institute otlElectrical and
Electronics Engineers (IEEE) and the International Commission on Non-ionizing Radiation
Protection, are thermally based, and do not apply to chronic, nonthermal exposure situations.
Theyare believed to protect against injury that May be caused by acute exposures that result in
tissue heating or electric shock and bum The hazard level (for frequencies generally at or
greater than 3 MHz) is based on a specific absorption dose-rate, SAR, associated with an elect
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that results from an increase in body temperature. The FCC's exposure guideline is considered
protective of effects arising from a thennal mechanism but not firm all possible mechanisms.
Therefore, the generalization by many that the guidelines protect human beings from harm by any
or dl mechanisms is not justified.

r

These guidelines are based on findings of an adverse effect level off watts per ldlogram
(W/kg) body weight. This SAR was observed in laboratory research involving acute exposures
that elevated the body temperature of animals, including nonhuman primates. The exposure
guidelines did not consider information that addresses nonthermal, prolonged exposures, i.c.,
from research showing effects with implications for possible adversity in situations involving
chronic/prolonged, low-level (nonthernnal) exposures. Relatively few chronic, low-level
exposure studies oflabomory animals and epidemiological studies of human populations have
been reported and the majority of these studies do not show obvious adverse health eects.
However, there are reports that suggest that potentially adverse health effects, such as cancer,
may occur. Since EPA's comments were submitted to the FCC in 1993, the number of studies
reporting effects associated with both acute and chronic low-level exposure to RF radiation has
increased.

While there is generaL although not unanimous, agreement that the database on low-level,
long-term exposures is not sufficient to provide a basis for standards development, some
contemporary guidelines state explicitly that their adverse-effect level is based on an increase m
body temperature and do not claim that the exposure limits protect against both thermal and
nonthernnal effects. The FCC does not claim that their exposure guidelines provide protection
for exposures to which the 4 W/kg SAR basis does not apply, i.e., exposures below the 4 W/kg
threshold level that are chronic/prolonged and nonthermal. However, exposures that comply
with the FCC's guidelines generally have been represented as "safe" by many of the RF system
operators and service providers who must comply with them, even though there is uncertainty
about possible risk h'orn nonthermal, intermittent exposures that may continue for years.

The 4 Wlkg SAR, a whole-body average, time-average dose-rate, is used to derive dose-
rate and exposure limits for situations involving RF radiation exposure of a person's entire body
from a relatively remote radiating source. Most people's greatest exposures result from the use
of personal communications devices that expose the head. In summary, the current exposure
guidelines used by the FCC are based on the effects resulting tiom whole-body heating, not
exposure of and effect on critical organs including the brain and the eyes. In addition, the
maximum permitted local SAR Minuit of 1.6 W/kg for critical organs of the body is related directly
to the permitted whole body average SAR (0.08 W/kg), with no explanation given other than to
limit heating.
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I so have enclosed a letter written in June of 1999 to Mr. Richard Tell, Chair, EEE
SCC28 (SC4) Risk Assessment Work Group, in which the members of the Radiofrequency
Interagency Work Group (RFIAWG) identified certain issues that they had determined needed to
be addressed in order to provide a strong and credible rationale to support RF exposure
guidelines.

Federal health and safety agencies have not yet developed policies concerning possible
risk from long-term, nonthemnal exposures. When developing exposure standards for other
physical agents such as toxic substances, health risk uncertainties, with emphasis given to
sensitive populations, are often considered. Incorporating information on exposure scenarios
involving repeated short duration/nonthermal exposures that may continue over very long periods
oftimc (years), with an exposed population that includes children, the elderly, and people with
various debilitating physical and medical conditions, could be beneficial in delineating
appropriate protective exposure guidelines.

I

I appreciate the opportunity to be of service and trust that the information provided is
helpful. If you have timber questions, my phone number is (202) 564-9235 and e-mail address is
hanldn.lnQLhsn@sns.sQx

Sincerely, .

»»4@l31 f
I

Norbert Hankie

Center for Science and Risk Assessment

Radiation Protection Division

Communications Commission, November 9 1993, in response to the FCC's request for

Enclosures:
l) letter to Thomas P. Stanley, Chief Engineer, 08m of Engineering and Technology, Federal

comments on their Notice of Proposed Rulemaldng (NPRM), Guidelines for Evaluating the
Environmental Effects of Radiotiequency Radiation

2) June 1999 letter to Mr. Richard Tell, Chair, IEEE SCC28 (SC4) Risk Assessment Work
Group from the Radiofrequency Radiation Interagency Work Group
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In Reply Refer To: (ER I4/0001) (ER I4/0004).

Mr. Eli Veencndaad
National Telecommunications and Information

Administration
U.S. Department of Commerce
1401 Constitution Avenue, N.W.
Washington, D.C. 20230

Dear Mr. Vccnendaal:

The Depainment of the interior (Department) has reviewed the above referenced proposal and
submits the following comments and attachment for consideration. Because the First Responder
Network Authority (FirstNet) is a newly created entity, we commend the U.S. Department of
Commerce for its timely proposals for NEPA implementing procedures.

The Department believes that some of the proposed procedures are not consistent with Executive
Order 13186 Responsibilities of Federal Agencies to Protect Migratory Birds, which specifically
requires federal agencies to develop and use principles, standards, and practices that will lessen
the amount of unintentional take reasonably attributed to agency actions. The Department,
through the Fish and Wildlife Scrvicc (FWS), finds that the proposals lack provisions necessary
to conserve migratory bird resources, including eagles. The proposals also do not reflect current
information regarding the effects of communication towers to birds. Our comments are intended
to further clarify specific issues and address provisions in the proposals.

The Department recorrunends revisions to the proposed procedures to better reflect the impacts
to resources under ourjurisdiction firm communication lowers. The placement and operation of
communication towers, including in~guyed, unlit, monopole or lattice-designed structures,
impact protected migratory binds in two significant ways. The first is by injury, crippling loss,
and death from collisions with towers and their supporting guy-wire inti structure, where
present. The second significant issue associated with communication towers involves impacts
from non-ionizing electromagnetic radiation emitted by them (Sec Attachment).

In addition to the 147 Birds of Conservation Concern (BCC) species, the FWS has listed an
additional 92 species as endangered or thrcataied under the Endangered Species Act. Together
with the bald and golden eagle, this represents 241 species of birds whose populations arc in
trouble or otherwise merit special protection, according to the varying criteria of these lists. The
Department suggests that FirstNet consider preparing a programmatic environmental impact
statement (see attachment) to determine and address cumulative impacts from authorizing
First rd projects on those 241 species for which the incremented impact of tower mortality, when
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added to other past, present, and reasonably foreseeable future actions, is most likely significant,
given their overall imperiled status. Notwithstanding the proposed implementing procedures, a
programmatic NEPA document might be the most effective and efficient method for establishing
best management practices for individual projects, reducing the burden to individual applicants,
and addressing cumulative impacts.

Categorical Exclusions
The Department has identif ied 13 of the proposed categorical exclusions (A-6, A-7, A-8, A-9, A-
IO, A-l l, A-l2, A-l3, A-I4 A-l5, A-I6, A-17, and A-19) as having the potential to signif icantly
affect wildlife arid the biological environment. Given this potential, we want to underscore the
importance four comments on FirstNet's procedural guidance under Environmental Review
and Consultation Requirements for NEPA Reviews and its list of extraordinary circumstances in
Appendix D.

Environmental Review and Consultation Requiremenlsfor NEPA Reviews
To ensure there are no potentially significant impacts on birds from projects that may otherwise
be categorically excluded, the Department recommends including the Migratory Bird Treaty Act
and the Bald and Golden Eagle Protection Act to the list of requirements in this section.

il

Extraordinary Circumstances
To avoid potentially significant impacts on birds from projects that may otherwise be
categorically excluded, the Department recommends including species covered under the
Migratory Bird Treaty Act and the Bald and Golden Eagle Protection Act to the list of
environmentally sensitive resources. Additionally, adding imponanl resources to migratory birds
such 8 sites in the Wester Hemisphere Shorebird Reserve Network and Audubon Important
Bird Areas to the paragraph on areas having special designation or recognition would help ensure
their consideration when contemplating use of a categorical exclusion.

Developing the Purpose and Need
The Department recommends inclusion of language that would ensure consideration of all other
authorities to which NEPA is supplemental as opposed to simply the FirstNet mission. As
currently written, the procedures are limited to ensuring the purpose and need considers the
FirstNet mission. If strictly applied, this approach would severely limit the range of reasonable
alternatives, and likely preclude consideration of more environmentally benign locations or
construction practices.

Environmental Review Process Apply NEPA Early in /he Process, Where Action is by
Non-Federal Entity
The Department recommends that FirstNet be required to coordinate with federal agencies
having jurisdiction by law or special expertise on construction and lighting of its network of`
towers.
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Thank you for the opportunity to comment on the dali document. If you have any questions
concerning the comments, please contact Diana Whittington, NEPA Migratory Bird lead, at
(703)358-2010. If you have any questions regarding Departmental NEPA procedures, contact
Lisa Treichel, Office of Environmental Policy and Compliance at (202)208-7116.

|Smcere l
l

aM l

1

Policy

Willie R. Taylor
Director, Office of Environment

and Compliance

i

Enclosure
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Enclosure A

Background
The placement and operation of communication towers, including in-guyed, unlit, monopole or
lattice-designed structures, impact protected migratory birds in two significant ways.

The first is by injury, crippling loss. and death from collisions with towers and their supporting
guy-wire inti structure, where present. Mass mortality events tend to occur during periods of
peak spring and fall songbird bird migration when inclement weather events coincide with
migration, and frequently where lights (either on the towers and/or on adjacent outbuildings) are
also present. This situation has been well documented in the U.S. since 1948 in the published
literature (Aronoff 1949, see Manville 2007a for a critique). The tallest communication towers
tend to be the most problematic (Gehring Er al. 201 1). However, mid-range (~400-ft) towers as
proposed by the First Responder Network Authority (FirstNet, a newly created entity under the
Department of Commerce) can also significantly impact protected migratory birds, as can un-
guyed and unlit lattice and monopole towers (Gehring Er al. 2009, Manville 2007a, 2009, 2013a).
Mass mortalities (more than several hundred birds per night) at unguyed, unlit monopole and
lattice towers were documented in fall 2005 and 201 I in the Northeast and North Central U.S.
(e.g., Manville 2007a). It has been argued that communication towers including "short" towers
do not impact migratory birds, including at the population level (e.g., Arnold and Zink 201 I), but
recent findings have contradicted that assertion (Manville 2007a, 2013a, Longcore el al. 2012,
2013)

The second significant issue associated with communication towers involves impacts from non-
ionizing electromagnetic radiation emitted by these structures. Radiation studies at cellular
communication towers were begun cyma 2000 in Europe and continue today on wild nesting
birds. Study results have documented nest and site abandonment, plumage deterioration,
locomotion problems, reduced survivorship, and death (e.g., Balmori 2005, Balmori and
Hallberg 2007, and Everaert and Bauwens 2007). Nesting migratory birds and their offspring
have apparently been affected by the radiation from cellular phone towers in the 900 and 1800
MHz frequency ranges - 915 MHz is the standard cellular phone frequency used in the United
States. However, the electromagnetic radiation standards used by the Federal Communications
Commission (FCC) continue to be based on thermal heating, a criterion now nearly 30 years out
of date and inapplicable today. This is primarily due to the lower levels of radiation output from
microwave-powered communication devices such as cellular telephones and other sources of
point-to-point communications, levels typically lower than from microwave ovens. The
problem, however, appears to focus on very low levels of non-ionizing electromagnetic
radiation. For example, in laboratory studies. T. Litovitz (personal communication) and DiCarlo
el al. (2002) raised concerns about impacts of low-level, non~thennal electromagnetic radiation
from the standard 915 MI~lz cell phone frequency on domestic chicken embryos ._ with some
lethal results (Manville 2009, 20 l3a). Radiation at extremely low levels (0.000l the level
emitted by the average digital cellular telephone) caused heart attacks and the deaths of some
chicken embryos subjected to hypoxic conditions in the laboratory while controls subjected to
hypoxia were unaffected (DiCarlo Er al. 2002). To date, no independent, third-party field studies
have been conducted in North America on impacts of tower electromagnetic radiation on
migratory birds. with the European field and U.S. laboratory evidence already available,
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iindependent, third-party peer-reviewed studies need to be conducted in the U.S. to begin
examine the effects from radiation on migratory birds and other trust species. l

l

li
i

l
Discussion
Collinbn Deaths andCategorical Exclusions
Attempts to estimate bird-collision mortality at communication towers in the U.S. resulted in
Figures of 4-5 million bird deaths per year (Manville 2005, 2009). A metareview of the
publish literature now suggests, based on statistically determined parameters, that mortality
may be 6.8 million birds per year in Canada and the U.S., the vast majority in the United States
(Longcore Er al. 2012). Up to 350 species of birds have been killed at communication towers
(Manville 2007a, 2009). The Service's Division of Migratory Bird Management has updated its
voluntary, 2000 communication tower guidelines to reflect some of the more recent research
findings (Manvillc 20l3b). However, the level of estimated mortality alone suggests at a
minimum that FirstNet prepare an environmental assessment to estimate and assess the
cumulative effects of tower mortality to protected migratory birds.

A second meta~review oldie published morality data from scientific studies conducted in the
U.S. and Canada (Longcore et al. 20] 3) strongly correlates population effects to at least 13
species of Birds of Conservation Concern (BCC, USFWS 2008). These are mortalities to BCC
species based solely on documented collisions with communication towers in the U.S. and
Canada, ranging from estimated annual levels of mortality of l to 9% of their estimated total
population. Among these where monalily at communication towers was estimated at over 2%
annually are the Yellow Rail, Swanson's Warbler, Pied-billed Grebe, Bay-breasted Warbler,
Golden-winged Warbler, Prairie Warbler, and Ovenbird. Longcore el al. (2013) emphasized that
avian mortality associated with anthropogenic sources is almost always reported in the
aggregate, i.e., "number of birds killed," which cannot detect species-level effects necessary to
make effective and meaningful conservation assessments, including determining cumulative
elects. These new findings strongly suggest the need for ax least an environmental assessment
by FirstNet, or more likely, an environmental impact statement.

Radiation Impacts and Categorical Exclusions
There is a growing level of anecdotal evidence linking effects of non-thermal, non~ionizing
electromagnetic radiation from communication towers on nesting and roosting wild birds and
other wildlife in the U.S. Independent, third-party studies have yet to be conducted in the U.S. or
Canada,although a peer-reviewed research protocol developed for the U.S. Forest Service by the
Service's Division of Migratory Bird Management is available to study both collision and
radiation impacts (Manville 2002).

As previously mentioned, Balmori (2005) found strong negative correlations between levels of
tower-emitted microwave radiation and bird breeding, nesting, and roosting in the vicinity of
electromagnetic fields in Spain. He documented nest and site abandonment, plumage
deterioration, locomotion problems, reduced survivorship, and death in House Sparrows, White
Storks, Rock Doves, Magpies, Collared Doves, and other species. Though these species had
historically been documented to roost and nest in these areas, Balmori (2005) did not observe
these symptoms prior to construction and operation of the cellular phone towers. Balmori and
Hall berg (2007) and Evcracrt and Bauwens (2007) found similar strong negative correlations
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among MaJe House Sparrows. Under laboratory conditions, DiCarlo el al. (2002) raised
troubling concerns about impacts of low-level, non-themial electromagnetic radiation from the
standard 915 MHz cell phone frequency on domestic chicken embryos _ with some lethal results
(Manville 2009). Given the findings of the studies mentioned above, field studies should be
conducted in North America to validate potential impacts of communication tower radiation -
both direct and indirect - to migratory birds and other trust wildlife species.

i
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interior, Fish and Wildlife Service, Division of Migratory Bird Management, Arlington, VA. 85
pages.http://wwwjw.r.go v/migrarorybirds .
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The U.S. National Toxicology Program (NTP) is expected to issue a

public announcement that cell phone radiation presents a cancer

risk for humans. The move comes soon after its recently completed

study showed statistically significant increases in cancer among

rats that had been exposed to GSM or CDMA signals for two-years.

Discussions are currently underway among federal agencies on

how to inform the public about the new findings. NTP senior

managers believe that these results should be released as soon as

possible because just about everyone is exposed to wireless

radiation all the time and therefore everyone is potentially atrisk.

The new results contradict the conventional wisdom advanced by

doctors, biologists, physicists, epidemiologists, engineers,

journalists and government officials, among other pundits that such

el*ects are impossible. This view is based, in part on the lack of an

established mechanism for RF radiation from cell phones to induce

PABE if .Z/é
> -

l o f t 12/16/2016 l0:25 PN



Microwave News | NTP Cancer Results http://microwavenews.com/news-center/ntp-cancer-result:

l

l

1

cancer. For instance, earlier this week (May 22), a medical doctor

in Michiganwrote an opinion piece for the Wall Street Journal

stating that, "There is no known mechanism by which mobile

phones might cause brain tumors.' He went on to argue that there

is no need to was the public about health risks.

The NTP findings show that as the intensity of the radiation

increased, so did the incidence of cancer among the rats. "There

was a significant dose-response relationship," a reliable source,

who has been briefed on the results, told Microwave News. No

effect was seen among mice. The source asked that his/her name

not be used since the NTP has not yet made a formal

announcement. The rats were exposed to three different exposure

levels (1.5, 3 and 6 W/Kg whole body exposures ) and two

different types of cell phone radiation, GSM and CDMA.

An Amazing Colncldence?

importantly, the exposed rats were found to have higher rates of

two types of cancers; glioma, a tumor of the glial cells in the brain,

and malignant schwannoma of the heart, a very rare tumor. None

of the unexposed control rats developed either type of tumor.

A number of epidemiological studies have linked cell phones to

both gliomas and to Schwann cell tumors. The Interphone study, for

instance, found an association between the use of cell phones and

gliomas.

The sheath that wraps around cranial nerves -such as the one

that connects the inner ear to the brain- is made of Schwann

cells. Tumors of those cells are called acoustic neuromas. That is,

an acoustic neuron is a type of schwannoma. At least four

different epidemiological studies have found an association

between the use of cell phones and acoustic neuromas.

Ron Mel rick, who led the team that designed the NTP study and

who is now retired, oonhrmed the general outline of the results

detailed by the confidential source. "The NTP tested the hypothesis

that well phone radiation could not cause health effects and that

hypothesis has now been disproved," he said in a telephone

interview. "The experiment has been done and, after extensive

reviews, the consensus is that there was a carcinogenic effect."

"These data redefine the cell phone radiation controversy," Mel rick

said. The safety of cell phones has been debated for more than 20
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years, especially after the lntemational Agency for Research on

Cancer (IARC) classified RF radiation as a possible human

carcinogen in 2011.

"This is a major public health concern because the cells which

became cancerous In the rats were the same types of cells as

those that have been reported to develop into tumors in cell phone

epidemiological studies," Mel rick added. "For this to be a chance

coincidence would be truly amazing."

The NTP radiation project, which has been underway for more than

a decade, is the most expensive ever undertaken by the toxicology

program. More than $25 million has been spent so far.

Another interesting coincidence is that the Ramazzini study of rats

in Bologna exposed to extremely low frequency (50 Hz) EMFs also

developed a significant increase in malignant schwannoma of the

heart.

NTP Stands By the Study Results

Because of the importance of these results to public health, the

NTP alerted the highest levels of the National Institutes of Health

(NIH), where resistance prompted further reviews. No serious flaws

in the data or the conduct of the studies were identified.

Senior managers including Linda Birnbaum, the director of the

National Institute of Environmental Health Sciences (NIEHS) who

also serves as the director of the NTP, and John Busher, the

associate director of the NTP, who is in charge of the cell phone

study, are standing by the study findings. They see the need to

release the results as a public health imperative, according to the

source.

Chris Porkier, who once held Bucher'sjob, agrees that the NTP is

doing the right thing. "I would be adamant that we should share the

data with the public as soon as possible" he said in an interview.

The cell phone study was initiated while Portier was sewing as the

associate director of the NTP. He is now retired, though he

continues to work as a consultant.

After extended discussions, the two federal agencies responsible

for regulating exposures to cell phone radiation, the Food and Drug

Administration (FDA) and the Federal Communications

Commission (Foo), were briefed on the results last week. It is not
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clear how these regulatory agencies plan to respond.

All the various agencies are now in the process of planning the
release of the NTP findings. Neither Bimbaum nor Bucher

responded to a request for comment on how this will be done.

Unexpected Flndlngs

Few outsiders are yet aware of the NTP results. When Microwave
News told some of those who have been tracking the study for

years what had been found. all expressed surprise.

Indeed, in an interview published years ago, NTP's Bucher said
that he expected the results to show no association between RF
radiation and cancer.

"Everyone expected this study to be negative," said a senior
government radiation official, who asked that his name not be used.
"Assuming that the exposures were carried out in a way that
heating effects can be ruled out, then those who say that such

effects found are impossible are wrong," the official said. (The study
was designed to ensure that the body temperature of the exposed
rats increased less than 1°c.)

"This is a game changer, there is no question," said David
Carpenter, the director of the Institute for Health and the
Environment at the University of Albany. "it confirms what we have

been seeing for many years -though now we have evidence in
animals as well as in humans." Carpenter went on to add, "The
NTP has the credibility of the federal government. ll will be very
difficult for the naysayers to deny the association any longer."
Carpenter's institute is a collaborating center of the World Health
Organization (WHO).

i

i

l

John Boice, the president of the National Council on Radiation
Protection and Measurements (NCRP), is one of the leading
skeptics. "For most of us, the issue of brain cancer and cell phones
is resolved. There is no risk. There is no biological mechanism and
no animal study or cellular study that finds reproducible evidence of
an effect," Boice told a reporter for Medscape Medical News earlier
this month.

This view is so deeply held that in the summer of 2014, the NCRP

pressured the Centers for Disease Control (CDC) to delete
precautionary advice froma fact sheet on cell phones.
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Boice was discounting last year's report from Germany by Alex

Lerchl confirming an earlier animal study showing that cell phone

radiation can promote tumors in mice that were induced by toxic
chemicals. The NTP experiments did not use any agent to initiate
cancer cells in the animals.

Vlhth respect to mechanisms, just a couple of months ago, Frank

Barnes and Ben Greenebaum, two senior members of the RF
research community, announced that they could explain how low
levels of RF radiation could alter the growth rates of cancer cells.

Later...

See also our follow-up articles:

- NTP: RF Breaks DNA

- Setting the Record Straight on NTP Cell Phone Cancer Study

- News Media Nix NTP Phone Cancer Study, "Don't Believe the
Hype"

Are More People Getting Brain Tumors?
GBMs the Most Virulent Type Are Rising

- Brain Tumors More Likely in Male than Female Rats
Historical Controls Show the Difference

NTP RF Animal Project: Timeline
1999 FDA nominates RF from wireless devices for testing

by NTP

2001

2003

2004

2005

NTP decides to sponsor RF-cancer studies

NTP solicits proposals for RF-cancer experiments

NTP issues second request for proposals

NTP signs contract with IITRI in Chicago to carry out
exposures

2007

2009

Exposure systems made by lT'ls installed at IITRI

The lead investigator Ron Mel rick retires Michael
Wide takes over

2014-15

2016

Exposures of two-year studies completed

Results in hand
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5 of6 12/16/2016 10:25 PM



Microwave News NTP Cancer Results http://microwavenews.com/news-center/ntp-cancer-result:

Further reading:

- Institute of Environmental Health Secrets: NIEHS Mum on $25

million RF Animal Project

- NCRP Pressured CDC To Remove Cell Phone Safety Advice

- RF Cancer Promotion: Animal Study Makes Waves

-- CDC Calls for Caution on Cell Phones Then Gets Cold Feet

- Something Is Rotten in Denmark: Danish Cancer Society Plays

Games with Tumor Rates

- It May Not Be Impossible After All

- Power-Frequency EMFs Promote Cancer in Massive Animal

Study

__ Will NIEHS Ever "Get" EMFs?

RFanimalstudies, NTP, NIEHS, NIH, John Bucker,
Linda Birnbaum, Ron Mel rick, Christopher Porkier, John voice,
Alexander Lercnl, Frank Barnes, Ben Greenebaum, cancer,
glioma, acoustic neuron, schwannoma, brain cellphone,
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Senior managers at the National Toxicology Program (NTP)

released the preliminary results of their cell phone radiation study

late last week. They were so concerned about the elevated rates of

two types of cancer among exposed rats that they felt an

immediate public alert was warranted. They considered it unwise to

wait for the results to wend their way into a journal sometime next

year. Not surprisingly, the NTP report generated worldwide media

attention.

There were some startling reactions. Both the American Cancer

Society (ACS) and Consumers Reports immediately shelved their

long-held, wait-and-see positions. In a statement issued soon after

the NTP's press conference. Otis Brawley, ACS' chief medical

officer said the NTP results mark a "paradigm shift in our

understanding of radiation and cancer risk." He called the NTP

report "good science."

Consumer Reports said that the new study was "groundbreaking"

and encouraged people to take simple precautions to limit their
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exposures.

l

l

1

i

However, much of the mainstream media saw it very differently.
This was apparent at last Friday's news briefing where the

skepticism among reporters was palpable. The WashingtonPost
ran its story under the headline, Do Cell Phones Cause Cancer
Don't Believe the Hype."

iii
lOne question on many people's minds was why, if cell phones

cause cancer, there hasn't been an uptick in the incidence of brain
tumors in the American population. For instance, Gina Kolata, a
science reporter at the New York Times, gave the NTP study zero

credibility. In a short video accompanying the Times' news story,
Kolata said that there is "overwhelming evidence' that cell phones
do not lead to cancer. 'Despite the explosion of cell phone use,"

she said "it looks like the incidence of brain cancer has remained
pretty much rock steady since 1992." The "bottom line." she
concluded, is that, "You can use a cell phone without worrying."

There's More Than One Type of Braln Tumor

The issue of whether brain tumor rates are static or rising is more

complicated than Kolata would have us believe. It's true that the
overall incidence of brain tumors has not been changing much, but
a different picture emerges if one looks, carefully, at the data.

The histogram below helps tell the story. It's based on brain tumor

data from The Netherlands. The black segment of each column
tracks the incidence of glioblastoma multiform (GBm), the most
aggressive and deadly type of brain tumors. While the total
incidence of all types of brain tumors in The Netherlands rose at
the rate of only about 0.7% per year, the increase in GBM was

about 3.1% per year -that is, the incidence more than doubled
over the period 1989-2010. (Follow the thin red line we
superimposed on the histogram to track the trend.) This is a
statistically significant increase. At the same time, the rate of all the
other types of brain tumors went down, these changes are also
significant. The higher incidence of GBMs is being masked by the
lower rates of the other types of brain cancer.

l
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EAPC stands for estimated annual percentage change

Source: Adapted from Ho et al European Journal of Cancer 2014 p.231

GBMs Are Also Rlelng in the u.s.

A similar trend is occurring in the u.s., according to a team from

the University of Souther California Medical School in Los

Angeles. The USC researchers looked at the incidence of brain

tumors in three "major cancer registries" over a 15-year period

(1992-2006). in a paper published in 2012, they reported that

GBMs had gone up while the other types had gone down. The

study showed "decreased rates of primary brain tumors in all sites

with the notable exception of increased incidence of GBM in the

frontal lobes, temporal lobes and cerebellum."

The increase in GBMs in the temporal lobe (the region of the brain

closest to the ear and potentially to a phone) was seen in all three

registries, ranging from approximately 1.3% to 2.3% per year, a

lending that is statistically significant.

I

Some anecdotal evidence from Denmark also supports a rising

incidence of GBMs. Back in 2012, the Danish Cancer Society

reported a spike in GBMs. The Society quoted a eurooncologist

at Copenha en University Hospital as saying this was a "frightening

development." There wasn't much of a follow-up other than the

societys removal of the news advisory from its website. (See our

Something Rotten in Denmark )

Cell Phones Linked to GBMs

Perhaps, the increasing rate of GBMs seen in the U.S., The

Netherlands and Denmark is due to some unknown factor. But,

whatever may be going on, GBMs are on the rise.

PAGE # lag'
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While most cell phone epidemiological studies do not break out the
risks for different types of brain tumors, Lennard Hardell of Orebro

University Hospltal In Sweden has done so. "We have consistently

found an increased risk for high-grade glioma, including the most
malignant type, glioblastoma mult iform grade IV [GBM], and use
of wireless phones," he told Medscape earlier this month. Hardell's

epidemiological studies were instrumental in MARC's decision to
classify RF radiation as a possible carcinogen.

In an e-mail exchange with Microwave News, Hardell confirmed the

Medscape quote. He added that he has also found that, in an
analysis of 1,678, patients with GBMs in Sweden, those who used
wireless phones had shorter survival times.

How Big Were the Increases In Tumors In the NTP Study?

Another media skeptic, Seth Borenstein, a reporter at the
Associated Press, posted a video in which he called the increase in
cancer in the rats "very slight" and therefore the cancer risk "very
small."

This is in line with the report the NTP posted online last week in
which it called the incidence of tumors "low.' But some observers
think the cancer rates among the rats are in fact higher than the
NTP is saying.

At the press conference, Joel Moskowitz of the University of
California, Berkeley School of Public Health pointed out that a
number of the exposed animals, but none of the control rats,
developed abnormally  h igh cel l  growth rates -hyperplasia- in  the
same type of glial and Schwann cells where tumors developed in

other animals. (An audio recording of the press briefing is available
here.)

Moskowitz calls the hyperplasia cells "precancerous," as does John
Bucher, the associate director of the NTP, who released the study
on Friday. It is commonly believed that hyperplasias will likely later
tum into malignant tumors. Moskowitz estimates that while the NTP
found tumors in 5.5%  of the exposed male rats at the end of the
experiment, when those with hyperplasia are included the rate
goes up to 8.5% . 'That's a remarkable hading," he told Microwave
News.

I

'l totally agree with Joel," commented Ron Mel rick, who led the

team that designed the NTP study. "He has a valid argument."
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Mel rick also pointed out that, "The study had low power and was

more likely to show no effect. The fact that it did makes the results

more compelling."

If the exposures had continued for longer than two years, the

results may have been clearer. During the study planning phase,

Mel rick argued for running the experiment for at least another

couple of months. If he had prevailed, the status of the

hyperplasia would have been clearer. He was oven led.

l

it might be that extending the observation until the rats die, tumors

could arise from some of the observed hyperplasias,' said Florella

Belpogg of the Ramazzini institute in Bologna, Italy, where she is

the director of research and the head of pathology. "But," she

added, "the NTP results are indeed sufficient for considering cell

phone radiofrequency radiation as carcinogens."

Belpoggi and her colleague Morando Soffritti recently released their

own large animal study which showed that another type of

non-ionizing radiation ELF EMFs, can promote cancer. They are

also in the midst of their own large RF animal study but it has been

delayed by a shortage of funds.

I
I

I.

Even if the naysayers are right Mel nick maintains that a small risk

could result in a large number of people developing radiation-

induced tumors. That's because there is a huge number of cell

phone users across the world.

In the end, we checked in with Jonathan Sames of the USC School

of Medicine for his opinion. Samet is a member of NCl's National

Cancer Advisory Board. In 2011 he chaired the ARC panel that

designated RF radiation as a possible human carcinogen. Here's

part of what he told us via e-mail:

"From my perspective, the new findings, like the
epidemiological findings considered by IARC provide an
indication of potential risk that needs careful follow-up.
Perhaps these findings, along with prior epidemiological
research, will motivate a comprehensive research
initiative.'

NTP, NIEHS, RFanimaI studies, brain tumors,
brain cellphones, glioma, GEM, schwannoma, John Bucher,
Ron Mel rick, Lennart Hardell, JoeIMoskowitz,
PYorella Belpoggi, Morando Soj§5'itti, Jonathan Sames,
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Washington Post, New YorkTimes, Associated Press,
Gina Kolata, Seth Borenstein, American Cancer Society,
Otis Brawler, Danish Cancer Society, Consumers Union,
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The same RF/microwave radiation that led male rats to develop

brain tumors also caused DNA breaks in their brains. Female rats

-which did not have significant elevated tumor counts- had fewer

DNA breaks.

All these findings are part of the same $25 million NTP project.

The NTP results provide "strong evidence for the genotoxicity of

cell phone radiation," Ron Mel rick told Microwave News.Mel rick

led the team that designed the NTP study, he is now retired. This

"should put to rest the old argument that RF radiation cannot cause

DNA damage," he said.

!

DNA breaks were also seen in the brains of the RFexposed mice,

though the increases were less pronounced than among the rats.

The NTP has not yet released the tumor results for its study in

mice.
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The NTP project design called for a sample of rats to be sacrificed
after 19 weeks of post-natal radiation exposure -five from each of

the GSM and CDMA exposure groups, as well as Me of the
controls.' Tissue samples for DNA assays were collected from
those animals.2 The remainder of the rats continued to be exposed
for the restof the two-year cancer study.

A paper on the DNA findings has been submitted for publication

and is currently under peer review, according to the NTP press

office? Michael Wyde, who runs the NTP RF project day-to-day,

presented some preliminary results at the BioEM2016 meeting in

Ghent, Belgium, in June and later that month at the NTP Board of

Counselors meeting. (His slides* are here, and a video of his talk at

the board meeting is here.5)

Are DNA Breaks Harblngers of Tumors?

The new results prompt this $64 question: Did the DNA breaks

found at the interim kill cause or lead to the tumors that were seen

at the end of the experiment?

"You cant say that the DNA assay supports the Finding of increased

glioma,' said one NTP insider who asked not to be named. But

then this person went on to add, "You can say they are consistent."

Mel rick, who spent close to 30 years at NTP before retiring in

2009, offered a more direct answer "Finding DNA damage in the

brain of rats supports NTPs tumor data," he said.

We posed the same question to John Bucher, the associate

director of the NTP who is in charge of the cell phone study. He

declined to respond. Nor would he say whether the apparent

consistency of the DNA and tumor results played a role in his

decision to expedite the release of the tumor findings in May before

they were published in a journal.

20 Years of War Games

PAGE

The NTP's finding of DNA breaks is the latest, and perhaps most

decisive chapter in a controversy that goes back more than 20

years. In 1994, Henry Lai and NP Singh of the University of

Washington in Seattle reported that RF radiation could damage

DNA in the brain cells of rats. (They used pulsed 2450 MHz, not

cell phone-like signals.) The Lai-Singh study was immediately

challenged by the wireless companies as it threatened their central
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argument that cell phones cannot cause cancer.

Motorola led the charge. Q. Balzano, a senior Motorola executive,

told us at the time that, even if the Lai-Singh experiment were to be

validated, "the effects it purports to show may be inconsequential"

(see MWN N/D94, p.1 ). Balzano, an engineer by training, chose to

sidestep the wellestablished principle that DNA damage can lead

to cancer development and growth.

At the same time, PR operatives working for Motorola were

developing a campaign to discredit the Lai-Singh work. The

now-infamous "war gaming memo" was part of that effort (see

MWN, J/F97, p.13).

9Motorola went on to sponsor studies in Joseph Roth Rori's lab at

Washington University in st. Louis. Roti Roti did not find DNA

breaks (see Two Labs at Odds over Microwaves and DNA

Breaks.') As far as Motorola was concerned, Lai-Singh had been

proved wrong and the matter was settled.

Nevertheless, the research continued.

A decade later, a similar dispute arose when a team at the

University of \/Lenna, working under the EC-sponsored REFLEX

project, reported seeing RF-induced DNA breaks. Those

experiments were carried out in vitro, that is, in cell cultures (see

A4WN, M/A03, p.7). This clash was just as nasty -perhaps more

so- and led to formal accusations of fraud and scientif ic

misconduct. None of the charges stuck, but they left a taint on the

whole enterprise. (Read about Science magazine's coverage.)

Today, no one talks much about DNA breaks anymore. Lai who

has retired from UW but still serves as the coeditor-in-chief of

Electromagnetic Biology and Medicine (EBM) continues to keep

close tabs on what others have been publishing. "There have been

73 studies on DNA breaks since our initial report." he told us in a

recent interview, 'A clear majority has found an effect similar to

ours"°

The Comet Assay

All 73 studies on Lai's list measured DNA damage using what's

known as the comet assay.7 The assay was developed by Singh,

Lai's collaborator, close to 30 years ago." It can detect single- and

double-strand DNA breaks, as well as other potentially genotoxic
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changes. The assay gets its name from the comet-like tail formed

by fragments of the broken DNA. The more DNA damage the

longer and more diffuse the tail (see an example below).

r
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The comet assay is one of the standard techniques for evaluating

genetic hazards -sometimes with DNA taken from animals (in

vivo) and sometimes from cell cultures (in vitro). The assay is used

routinely by the NTP for testing chemicals. The OECD, for instance,

has called the comet assay carried out in vivo especially relevant"

for evaluating potential cancer agents. Both the original Lai-Singh

and the new NTP studies used RF-exposed rats.

"An in vivo comet assay is usually more informative than an in vitro

comet assay," said Raymond Tice. Back in the 1980's, Tice helped

Singh develop the comet assay. He joined the NTP in 2005,

becoming the chief of its Bimolecular Screening Branch before

retiring last year. He currently serves as an advisor to the NTP.

!

Of the 73 RF-comet assay papers that Lai has catalogued, there

are 28 studies that used in vivo exposures. "Those showing DNA

breaks outnumber those that don't by more than three to one," he

told us (22 vs. 6).9

"I have no doubt that low-intensity RF radiation is toxic to DNA," Lai

said.

NTP's Genotoxlclty Results

Before the NTP study got underway, Melnick's team targeted a

number of the rats' body parts, including three regions of the brain,

to be tested for DNA breaks. One of these was the frontal cortex of

the brain, because. as Christine Flowers, NTP's Director of

Communications, told us, it is "an area in which tumors were

reported in humans."

Indeed, according to Mel rick the finding of brain cancer among cell

phone users, as well as the original Lai-Singh DNA experiment,
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prompted him to include the DNA analysis as part of the NTP

protocol. (cell phone epidemiological studies led IARC to classify

RF radiation as a possible human carcinogen in 2o11 )

As it turned out, the frontal cortex is where the NTP saw the most

significant increases in DNA breaks. (See the color-coded slide

below, taken from Wyde's presentation at the BioEM2016 meeting

in June.)

The NTP later found brain tumors -gliomas- among those rats

exposed for the full two years. The NTP has not specified the

specific locations in the brain where the gliomas were seen. The

DNA assayed in the brain was from a mix of various types

including glial cells, the kind that later turned cancerous.

Wide has pointed that there were responders and non-responders
among the male rats that were exposed to radiation.'° Only some
of the animals showed DNA effects but these were large enough to

move the averagesup to indicate significant differences.

No DNA analysis was done for rat tissues with Schwann cells in the

heart, the other site where tumors were seen after two years of

exposure." The Schwannomas were unexpected, and only

uncovered long after the samples had been collected following the

interim kill.

(6) Comet assay summary for rats and mice
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Slide No.30 from NTPs Michael Wyde presentation at the BioEM2016 meeting in
June in Ghent Belgium
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here.

3. Stephanie Smith-Roeat al. Evaluation of the Genotoxiclty of Cell Phone
Radiofrequency Radiation Male and Female Rats and Mice Following Subchronk:
Exposure." in press.

5. Wydes discussion of the genotoxicity results begins at the 31:51-minute mark
of the video.

a. Singh recently wrote up his reflections on the comet assays development.
evolution and applications

10. Wyde says this in a talk to the NTP Board of Scientific Counselors in June
2016. The discussion of the genotoxicity results begins at the 31 :51-minute mark
of the video (also here).

i

:

1. The exposures lasted 18 hours a day (power on for 10 minutes and oil for 10
minutes). seven days a week. The total RF exposure time was 9 hours s day.
Three different exposure levels were used: SARs of 1.5. 3 and 6 w/Kg. Details of
the experiment are

2. The exposure of the rats began while they were still in the womb. The protocol
for the floe was similar except that those exposures began et the age of six
weeks. After 13 weeks or exposure 15 mice were sacrificed and their DNA
analyzed

4. See also Wyde's PowerPoint presentation at the GLORE meeting in November
2013. GLORE stands for Global Coordination of Research and Health Policy on
RF Electromagnetic Fields.

s. of the 73 studies on Lais list. 46 (63%) found an effect and 27 (37%) did not.
Lal and Slngh have also shown that power-frequency (ELF) EMFs can cause
DNA breaks (see their 1997 paper). Here again, Lai has catalogued the papers
that followed their initial report. As of now, there have been 44 studies of which
32 (73%) found an effect and 12 (27%) did not.

7. This summer a team from Germany published a detailed review of the comet
assay. Note that the assay is just one of a number of techniques used to measure
genetic effects. Lal has also catalogued this larger RF-genotoxicity literature. At
last count in 2014 there was a total of 125 papers, of which 84 (66%) showed
effects and 41 (34%) did not.

9. Not taken into account in Lais analysis is the funding source of the studies.
For a discussion of Industry, military and other influences on RF-DNA research
see our Radlahon Research and the Cult of Negative Studies written ten years
ago.

11. At the same NTP Board of Scientific Counselors meeting, Llrld 2 Birnbaum
the director of NTP (& NIEHS), talked about the link between RF and the
Schwannommas of the heart. In the video of the meeting she called the
association 'unequivocally clear" (@43:20-minute mark) and a few minutes later
described it as having a beautiful doserelationship." A full set of videos from the
meeting are here.

NTP, NIEHS, RFanimal studies, DNA breaks, cometassay,
Henry Lai, N.P. Singh, John Bucker, Michael Wyde,
Raymond Tice, schwannoma,LindaBirnbaum,

0 Copyright Microwave News 20032018. All Rights Resewed.
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International Agency for Research on Cancer
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PRESS RELEASE
No 208

31 May 2011

IARC CLASSIFIES RADIOFREQUENCY ELECTROMAGNETIC FIELDS AS
POSSIBLY CARCINOGENIC TO HUMANS

Lyon, France, May 31, 2011 - The WHO/International Agency for Research on Cancer (IARC) has
classified radiofrequency electromagnetic fields as possibly carcinogenic to humans (Group 28),
based on an increased risk for glloma. a malignant type of brain cancer, associated with
wireless phone use.

Background
Over the last few years, there has been mounting concern about the possibility of adverse
health effects resulting from exposure to radiofrequency electromagnetic fields, such as those
emitted by wireless communication devices. The number of mobile phone subscriptions is
estimated at s billion globally.

From May 24-31 2011, a Working Group of 31 scientists from 14 countries has been meeting
at IARC in Lyon, France, to assess the potential carcinogenic hazards from exposure to
radiofrequency electromagnetic fields. These assessments will be published as Volume 102 of
the IARC Monographs, which will be the fifth volume in this series to focus on physical agents,
after Volume ss (Solar Radiation), Volume 7S and Volume 78 on ionizing radiation (X-rays,
gamma-rays, neutrons, radio-nuclides), and Volume 80 on non-ionizing radiation (extremely
low-frequency electromagnetic fields).I

i
I

The IARC Monograph Working Group discussed the possibility that these exposures might
induce long-term health effects, in particular an increased risk for cancer. This has relevance for
public health, particularly for users of mobile phones, as the number of users is large and
growing, particularly among young adults and children.

The IARC Monograph Working Group discussed and evaluated the available literature on the
following exposure categories involving radiofrequency electromagnetic fields:

> occupational exposures to radar and to microwaves;
> environmental exposures associated with transmission of signals for radio, television and

wireless telecommunication; and
> personal exposures associated with the use of wireless telephones.

International experts shared the complex task of tackling the exposure data, the studies of
cancer in humans, the studies of cancer in experimental animals, and the mechanistic and
other relevant data.
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1

Results
The evidence was reviewed critically, and overall evaluated as being limited' among users of
wireless telephones for glioma and acoustic neuron, and inadequates to draw conclusions for
other types of cancers. The evidence from the occupational and environmental exposures
mentioned above was similarly judged inadequate. The Working Group did not quantitate the
risk; however, one study of past cell phone use (up to the year 2004), showed a 40% increased
risk for gliomas in the highest category of heat users (reported average: 30 minutes per day
over a 10-year period).

Conclusions
Dr Jonathan Samet (University of Southern California, USA), overall Chairman of the Working
Group, indicated that "the evidence, while still accumulating, is strong enough to support a
conclusion and the 2B classification. The conclusion means that there could be some risk, and
therefore we need to keep a close watch for a link between cell phones and cancer risk."

"Given the potential consequences for public health of this classification and findings," said IARC
Director Christopher Wild, "it is important that additional research be conducted into the long-
term, heat use of mobile phones. Pending the availability of such information, it is important
to take pragmatic measures to reduce exposure such as hands-free devices or testing. "

The Working Group considered hundreds of scientific articles; the complete list will be published
in the Monograph. it is noteworthy to mention that several recent in-press scientific articles'
resulting from the Interphone study were made available to the working group shortly before it
was due to convene, reflecting their acceptance for publication at that time, and were included
in the evaluation.

A concise report summarizing the main conclusions of the IARC Working Group and the
evaluations of the carcinogenic hazard from radiofrequency electromagnetic fields (including
the use of mobile telephones) will be published in The Lancet Oncology in its July 1 issue, and in
a few days online.

1 'Lfmfted evidence of cardnogenlcityt A positive association has been observed between exposure to the agent

and cancer for which a causal interpretation is considered by the Working Group to be credible, but chance, bias or

confounding could not be ruled out with reasonable confidence.

3 'Inadequate evidence of ¢ardnogenldty': The available studies are of insufficient quality, consistency or statistical

power to permit a conclusion regarding the presence or absence of a causal association between exposure and

cancer, or no data on cancer in humans are available.

4 a. 'Acoustic neuron risk in relation to mobile telephone use: results of the INTERPHONE international case

control study' (the interphone Study Group, in Cancer Epidemiology, in press)

b. 'Estimation of RF energy absorbed in the brain from mobile phones in the Interphone study' (Cardls et al.,

Occupational and Environmental Medicine, in press)

c. 'Risk of brain tun ours in relation to estimated RF dose from mobile phones - results from five Interphone

countries' (Cardin et al., Occupational and Environmental Medicine, in press)

d. 'Location of Gliomas in Relation to Mobile Telephone Use: A CaseCase and Case-Specular Analysis' (American

Journal of Epidemiology, May 24, 2011. [Epub ahead of prints.
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For more information, please contact
Dr Kurt Straif IARC Monographs Section. at +33 472 738 511, or straif@iarc.fr; Dr Robert Baan
IARC Monographs Section, at +33472 738 659, or baan@iarc.fr; or Nicolas Gaudier ;
Communications Group, at com@iarc.fr (+33472 738478)
Link to the audio file posted shortly after the briefing:
http://terrance.who.int/mediacentre/audio/press briefings(

About IARC

The International Agency for Research on Cancer (IARC) is part of the World Health
Organization. Its mission is to coordinate and conduct research on the causes of human cancer,
the mechanisms of carcinogenesis, and to develop scientific strategies for cancer control. The
Agency is involved in both epidemiological and laboratory research and disseminates scientific
information through publications. meetings courses, and fellowships.

If you wish your name to be removed from our press release e-mailing list, please write to
com@Iarc.fr.

Nicolas Gaudier, Ph.D.
Head, IARC Communications
International Agency for Research on Cancer
World Health Organization
150, course Albert-Thomas
69008 Lyon
France

Email com@iarc.fr
http://www.iarc.fr/
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ABOUT THE IARC MONOGRAPHS

What are the IARC Monographs?

The IARC Monoqrophs identify environmental factors that can increase the risk of human
cancer. These include chemicals, complex mixtures, occupational exposures, physical and
biological agents, and lifestyle factors. National health agencies use this information as scientific
support for their actions to prevent exposure to potential carcinogens. Interdisciplinary working
groups of expert scientists review the published studies and evaluate the weight of the evidence
that an agent can increase the risk of cancer. The principles, procedures, and scientific criteria
that guide the evaluations are described in the Preamble to the IARC Monographs.

Since 1971, more than 900 agents have been evaluated, of which approximately 400 have been
identified as carcinogenic or potentially carcinogenic to humans.

Definitions

This category includes agents for which, at one extreme, the degree of evidence of
carcinogenicity in humans is almost sufficient, as well as those for which, at the other extreme,
there are no human data but for which there is evidence of carcinogenicity in experimental
animals. Agents are assigned to either Group 2A (probably carcinogenic to humans) or Group 2B
(possibly carcinogenic to humans) on the basis of epidemiological and experimental evidence of
carcinogenicity and mechanistic and other relevant data. The terms probably carcinogenic and
possibly carcinogenic have no quantitative significance and are used simply as descriptors of
different levels of evidence of human carcinogenicity, with probably carcinogenic signifying a
higher level of evidence than possibly carcinogenic.

Group 1: The agent is corcinoqenlc to humans.

This category is  used when there is sufficient evidence of carcinogenicity in humans.
Exceptionally, an agent may be placed in this category when evidence of carcinogenicity in
humans is less than sufficient but there is sujiicient evidence of carcinogenicity in experimental
animals and strong evidence in exposed humans that the agent acts through a relevant
mechanism of carcinogenicity.

Group 2.

Group ZA: The agent is probably corclnoqenlc to humans.

This category is used when there is limited evidence of carcinogenicity in humans and sufficient
evidence of carcinogenicity in experimental animals. In some cases, an agent may be classified in
this category when there is inadequate evidence of carcinogenicity in humans and sujiicient
evidence of carcinogenicity in experimental animals and strong evidence that the carcinogenesis
is mediated by a mechanism that also operates in humans. Exceptionally, an agent may be
classified in this category solely on the basis of limited evidence of carcinogenicity in humans. An
agent may be ass igned to this  category i f  i t  c learly  belongs, based on mechanis t ic
considerations, to a class of agents for which one or more members have been classified in
Group 1 or Group ZA. PA BE /I 2 , 4 0
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This category is used most commonly for agents for which the evidence of carcinogenicity is
inadequate in humans and inadequate or limited in experimental animals.

This category is used for agents for which there is limited evidence of carcinogenicity in humans
and less than sufficient evidence of carcinogenicity in experimental animals. it may also be used
when there is inadequate evidence of carcinogenicity in humans but there is sufficient evidence
of carcinogenicity In experimental animals. in some instances, an agent for which there is
inadequate evidence of carcinogenicity in humans and less than sufficient evidence of
carcinogenicity in experimental animals together with supporting evidence from mechanistic
and other relevant data may be placed in this group. An agent may be classified in this category
solely on the basis of strong evidence from mechanistic and other relevant data.

Exceptionally, agents for which the evidence of carcinogenicity is inadequate in humans but
sufficient in experimental animals may be placed in this category when there is strong evidence
that the mechanism of carcinogenicity in experimental animals does not operate in humans.

An evaluation in Group 3 is not a determination of non-carcinogenicity or overall safety. It often
means that further research is needed, especially when exposures are widespread or the cancer
data are consistent with differing interpretations.

l

Group za The agent is possibly carcinogenic to humans.

Group 3: The agent is not classifiable as to its carcinogenicity to humans.

Agents that do not fall into any other group are also placed in this category.

Group 4: The agent is probably not carcinogenic to humans.

This category is used for agents for which there is evidence suggesting lack of carcinogenicity in
humans and in experimental animals. In some instances, agents for which there is inadequate
evidence of carcinogenicity in humans but evidence suggesting lack of carcinogenicity in
experimental animals, consistently and strongly supported by a broad range of mechanistic and
other relevant data, may be classified in this group.

Definitions of evidence, as used in IARC Monographs for studies in humans

The evidence relevant to carcinogenicity from studies in humans is classified into one of the
following categories:

Sufficient evidence of carcinogenicity: The Working Group considers that a causal relationship
has been established between exposure to the agent and human cancer. That is, a positive
relationship has been observed between the exposure and cancer in studies in which chance,
bias and confounding could be ruled out with reasonable confidence. A statement that there Is
sufficient evidence is followed by a separate sentence that identifies the target organ(s) or
tissue(s) where an increased risk of cancer was observed in humans. identification of a specific
target organ or tissue does not preclude the possibility that the agent may cause cancer at other
sites. .
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Limited evidence of carcinogenicity: A positive association has been observed between
exposure to the agent and cancer for which a causal interpretation is considered by the Working
Group to be credible, but chance, bias or confounding could not be ruled out with reasonable
confidence.

Inadequate evidence of carcinogenicity: The available studies are of insufficient quality,
consistency or statistical power to permit a conclusion regarding the presence or absence of a
causal association between exposure and cancer, or no data on cancer in humans are available.

Evidence suggesting lack of carcinogenicity There are several adequate studies covering the
full range of levels of exposure that humans are known to encounter, which are mutually
consistent in not showing a positive association between exposure to the agent and any studied
cancer at any observed level of exposure. The results from these studies alone or combined
should have narrow confidence intervals with an upper limit close to the null value (e.g. a
relative risk of 1.0). Bias and confounding should be ruled out with reasonable confidence, and
the studies should have an adequate length of follow-up. A conclusion of evidence suggesting
lock of carcinogenicity is inevitably limited to the cancer sites, conditions and levels of exposure,
and length of observation covered by the available studies. In addition, the possibility of a very
small risk at the levels of exposure studied can never be excluded.

In some instances, the above categories may be used to classify the degree of evidence related
to carcinogenicity in specific organs or tissues.
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INTERVENOR WARREN WOODWARD'S
SECOND SET OF DATA REQUESTS TO

ARIZONA PUBLIC SERVICE COMPANY REGARDING
THE APPLICATION TO APPROVE RATE SCHEDULES DESIGNED TO

DEVELOP A JUST AND REASONABLE RATE OF RETURN
DOCKET no. E-01345A-16-0036

DECEMBER 5, 2016

Woodward
2. 1:
How many times in total (minimum, maximum and average) is an
APS node "smart" meter scheduled to transmit during a 24 hour
period? Provide transmissions by message type (such as for
example those for Meter Read Data, Network Management, Time
Synch, Mesh Network Message Management), and provide
definitions of message types. If different by manufacturer brand of
meter, then provide for each brand of "smart" meter that APS uses.

Response: The number and types of transmissions in a 24-hour period are not
relevant to any matters at issue in APS's pending rate case.
Accordingly, APS objects to this request as irrelevant and not likely
to lead to the discovery of admissible evidence.

I
I

In addition, the Arizona Corporation Commission (Acc) spent three
years performing an inquiry in Docket No. E-00000C-11_0328
regarding the health, safety and functionality of advanced meters
(also sometimes referred to as "smart meters"). The ACC
commissioned the Arizona Department of Health Services to
conduct a study regarding advanced meters. That study concluded
that the advanced meters in use in Arizona (by APS and others)
met and were operating within the Federal Communications
Commission's standards and were not likely to harm public health.
See ADHS report docketed November 4, 2014 in Docket No. E-
00000C-11-0328 and Commission Findings of Fact 7 through 9 in
Decision No. 75047 in Docket No. E_01345A-13_0069.

Woodward
2.2:
Under what scenarios and how often does a node meter transmit
outside of the daily schedule, i.e., unscheduled transmission such
as on-demand read, tamper/theft alert, last gasp, firmware upgrade
etc.?

Ii

Response: Meter transmissions are not relevant to any matters at issue In
APS's pending rate case. Accordingly, APS objects to this request
as irrelevant and not likely to lead to the discovery of admissible
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evidence.

In addition, the Arizona Corporation Commission (Acc) spent three
years performing an inquiry in Docket no. E-00000C-11-0328
regarding the health, safety and functionality of advanced meters
(also sometimes referred to as "smart meters"). The ACC
commissioned the Arizona Department of Health Services to
conduct a study regarding advanced meters. That study concluded
that the advanced meters in use in Arizona (by APS and others)
met and were operating within the Federal Communications
Commission's standards and were not likely to harm public health.
See ADHS report docketed November 4, 2014 in Docket no. E-
00000C-11-0328 and Commission Findings of Fact 7 through 9 in
Decision No. 75047 in Docket no. E-01345A-13-0069.

Woodward
2.3:
Are there any other factors that go into determining duration and/or
amount of node meter transmissions (e.g., if a meter can't access
the network when it's trying to send data, type of a meter etc.)? If
yes, then identify those factors.

Response: The number and duration of meter transmissions are not relevant to
any matters at issue in APS's pending rate case. Accordingly, APS
objects to this request as irrelevant and not likely to lead to the
discovery of admissible evidence.

I In addition, the Arizona Corporation Commission (Acc) spent three
years performing an inquiry in Docket No. E-00000C-11-0328
regarding the health, safety and functionality of advanced meters
(also sometimes referred to as "smart meters"). The Acc
commissioned the Arizona Department of Health Services to
conduct a study regarding advanced meters. That study concluded
that the advanced meters in use in Arizona (by APS and others)
met and were operating within the Federal Communications
Commission's standards and were not likely to harm public health.
See ADHS report docketed November 4, 2014 in Docket No. E-
00000C-11-0328 and Commission Findings of Fact 7 through 9 in
Decision No. 75047 in Docket No. E-01345A-13-0069.

Woodward
2.4:
How many times in total (minimum, maximum and average) is an
APS gateway "smart" meter scheduled to transmit during a 24 hour
period? Provide transmissions by message type (such as for
example those for Meter Read Data, Network Management, Time
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Synch, Mesh Network Message Management) and provide
definitions of message types. If different by manufacturer brand of
meter; then provide for each brand of meter that APS uses.

Response: The number and types of transmissions in a 24-hour period are not
relevant to any matters at issue in APS's pending rate case.
Accordingly, APS objects to this request as irrelevant and not likely
to lead to the discovery of admissible evidence.

In addition, the Arizona Corporation Commission (ACC) spent three
years performing an inquiry in Docket No. E-00000C-11-0328
regarding the health, safety and functionality of advanced meters
(also sometimes referred to as "smart meters"). The ACC
commissioned the Arizona Department of Health Services to
conduct a study regarding advanced meters. That study concluded
that the advanced meters in use in Arizona (by APS and others)
met and were operating within the Federal Communications
Commission's standards and were not likely to harm public health.
See ADHS report docketed November 4, 2014 in Docket No. E-
00000C-11-0328 and Commission Findings of Fact 7 through 9 in
Decision No. 75047 in Docket No. E-01345A-13-0069.

Woodward
2.5:I

I

i Under what scenarios and how often does a gateway meter transmit
outside of the daily schedule, i.e., unscheduled transmission such
as on-demand read, tamper/theft alert, last gasp, firmware upgrade
etc.?

Response: The number and types of transmissions are not relevant to any
matters at issue in APS's pending rate case. Accordingly, APS
objects to this request as irrelevant and not likely to lead to the
discovery of admissible evidence.

In addition, the Arizona Corporation Commission (Acc) spent three
years performing an inquiry in Docket No. E-00000C-11-0328
regarding the health, safety and functionality of advanced meters
(also sometimes referred to as "smart meters"). The ACC
commissioned the Arizona Department of Health Services to
conduct a study regarding advanced meters. That study concluded
that the advanced meters in use in Arizona (by APS and others)
met and were operating within the Federal Communications
Commission's standards and were not likely to harm public health.
See ADHS report docketed November 4, 2014 in Docket No. E-
00000C-11-0328 and Commission Findings of Fact 7 through 9 in
Decision No. 75047 in Docket No. E_01345A-13-0069.
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Woodward
2.6:
Are there any other factors that go into determining duration and/or
amount of gateway meter transmissions (e.g., if a meter can't
access the network when it's trying to send data, type of a meter
etc.)? If yes, then identify those factors.

Response: The number and duration of transmissions are not relevant to any
matters at issue in APS's pending rate case. Accordingly, APS
objects to this request as irrelevant and not likely to lead to the
discovery of admissible evidence.

i

l

l

In addition, the Arizona Corporation Commission (Acc) spent three
years performing an inquiry in Docket No. E-00000C-11-0328
regarding the health, safety and functionality of advanced meters
(also sometimes referred to as "smart meters"). The ACC
commissioned the Arizona Department of Health Servlces to
conduct a study regarding advanced meters. That study concluded
that the advanced meters in use in Arizona (by APS and others)
met and were operating within the Federal Communications
Commission's standards and were not likely to harm public health.
See ADHS report docketed November 4, 2014 in Docket No. E-
00000C-11-0328 and Commission Findings of Fact 7 through 9 in
Decision No. 75047 in Docket No. E-01345A-13-0069.

Woodward
2.7:
APS's new Landys & Gyr "smart" meters are Zig bee equipped. Are
those meters installed with the Zigbee radio on or off? If on, how
many times per day is the Zigbee transmitting? Breakout by type of
transmission.

Response: The status of the Zig Bee radio is not relevant to any matters at
issue in APS's pending rate case. Accordingly, APS objects to this
request as irrelevant and not likely to lead to the discovery of
admissible evidence.

In addition, the Arizona Corporation Commission (ACC) spent three
years performing an inquiry in Docket No. E-00000C-11-0328
regarding the health, safety and functionality of advanced meters
(also sometimes referred to as "smart meters"). The ACC
commissioned the Arizona Department of Health Services to
conduct a study regarding advanced meters. That study concluded
that the advanced meters in use in Arizona (by APS and others)
met and were operating within the Federal Communications
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Commission's standards and were not likely to harm public health.
See ADHS report docketed November 4, 2014 in Docket No. E-
00000C-11-0328 and Commission Findings of Fact 7 through 9 in
Decision No. 75047 in Docket No. E-01345A-13-0069.

Woodward
2.8:
At one of the Acc "smart" meter workshop meetings, APS claimed
to have tested and measured the microwave radiation of its "smart"
meters in a Faraday room.

a. Describe exactly what tests were performed, what
measurements were taken, what type "smart" meters were
tested, whether a meter was tested in isolation or as part of
mesh network, and if tests were performed to detect
anything other than microwaves such as for example power
quality. Provide any and all worksheets and notes involved
(if performed by an outside vendor, provide reports).

b. Since Landis & Gyr brand "smart" meters were not being
used at that time, were any similar tests performed by APS
on the Landis & Gyr meters prior to their installation? If so,
apply the same questions asked above in 8(a).

Response: AMI meter transmissions are not relevant to any matters at issue in
APS's pending rate case. Accordingly, APS objects to this request
as irrelevant and not likely to lead to the discovery of admissible
evidence.

In addition, the Arizona Corporation Commission (ACC) spent three
years performing an inquiry in Docket No. E-00000C-11-0328
regarding the health, safety and functionality of advanced meters
(also sometimes referred to as "smart meters"). The Acc
commissioned the Arizona Department of Health Services to
conduct a study regarding advanced meters. That study concluded
that the advanced meters in use in Arizona (by APS and others)
met and were operating within the Federal Communications
Commission's standards and were not likely to harm public health.
See ADHS report docketed November 4, 2014 in Docket No. E-
00000C-11-0328 and Commission Findings of Fact 7 through 9 in
Decision No. 75047 in Docket No. E-01345A-13-0069.

Woodward
2.14:
Here is another ACC question and APS response from the ACC's
2014 investigation mentioned above in question # 13:

PASE #249



3. Has APS experienced any house fires that are attributable to
failures or flaws in meters installed as part of APS's AMI system? If
so, please provide details.

No. There have been some fires within the APS service territory
that were initially alleged to be caused by Elster meters. However,
in these instances, a root cause external to the meter itself, such
as broken or loose meter clips or defective wiring at the location,
was determined to be the cause of the fire.

l

a) Exactly how many is "some fires?"
b) How many of the "some fires" described by APS above
have there been in APS's service territory since APS began
installing "smart" meters?
c) Since fires were determined to be caused by factors
external to the meter itself, "such as broken or loose
meter clips or defective wiring at the location," was any
consideration given by APS to customers' meter
enclosures (such as age or type for ex,.) as part of APS's
initial decision to install "smart" meters in the first place?
If so, provide the meter enclosure inspection protocol that
was adopted before APS's first "smart" meter was
installed.
d) If in fact there was a meter enclosure inspection protocol
adopted, explain why customers should be liable for meter
clips that they cannot access to inspect and that worked
fine until APS replaced their existing meter with a "smart"
meter.

Response: The number of fires alleged to have been caused by AMI meters,
and the protocols surrounding meter inspections, is not relevant to
any matters at issue in APS's pending rate case. Accordingly, APS
objects to this request as irrelevant and not likely to lead to the
discovery of admissible evidence.

I Woodward
2.15:
In response to the same ACC question as the one in my question
#14 above, APS also stated :

Finally, an insurance company otherwise responsible for paying a
claim on a house fire, has filed a lawsuit against APS and Elster,
claiming that the Elster meter was the cause of the fire. Elster, Aps,
and their internal and external investigators, disagree with the
insurance company's claim. To date, the insurance company's claim
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remains unsupported by any expert testimony.

a) How was the aforementioned lawsuit settled?
b) Has APS been named in any other "smart" meter fire
related lawsuits?
c) If so, how many and what was their outcome?
d) Have the manufacturers of APS's "smart" meters been
named in fire related lawsuits other than the one
mentioned by APS above?
e) If so, how many and what was their outcome?
f) Were any changes made to APS's practices and processes
as a result of any fire claims? If yes, describe.
g) Were there any changes (safety features) made to the
meter design by the manufacturer as a result of any fire
claims in APS's service territory? If so, were any APS
"smart" meters replaced with ones upgraded with those
safety features?

Response: APS objects to this request as irrelevant and not likely to lead to the
discovery of admissible evidence. Notwithstanding this objections,
please see APS's response to Pre-hled 1.49 and Staff 1.20.

Woodward
2.16:
Since APS began installing "smart" meters in its service territory,

a. How many complaints of over-billing has APS received from
customers with "smart" meters? Provide a year by year
breakdown of number of "smart" meters installed and
number of over-billing complaints. For the same time frame,
provide a similar breakdown but for those customers with
analog meters.

b. How were the "smart" meter over-billing complaints
resolved? If the meter was malfunctioning and refunds were
processed to a customer, describe the reasons that the
meter malfunctioned and how APS ensures this is not
happening elsewhere.

I
I

Response: a. Notwithstanding the response below, APS objects to this
request as overly broad and unduly burdensome because
APS does not track the information requested at that level of
specificity and to provide it would require extensive manual
work. During the Test Year, APS received 43 informal
complaints, as defined by the Arizona Administrative Code
14-2-212 (c), alleging various billing issues. None of the
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customers' concerns could be substantiated. APS does not
track customer complaints by type of meter. However the
majority of APS customers have APS's standard AMI meter.

b. APS handles customer complaints by performing a thorough
investigation into their concerns. Each complaint is handled
on a case by case basis based on the nature of the
complaint. When a customer complaint is received, the
Company will research the customer's concerns and discuss
the findings with them in an effort to educate the customer
and assist them to the fullest extent possible. These actions
may include testing of APS equipment, customer education
on efficient appliances, discount programs offered by APS
and other agencies, payment plans, and other options.

Woodward
2.17:
Since installing "smart" meters in its service territory,

a. How many complaints has APS received regarding
interference with, and/or damage to, customers' electronic
appliances, gadgets &/or medical devices?

b. How were these complaints resolved?
I

Response: a. APS objects that this request seeks information that is
irrelevant and not likely to lead to the discovery of
admissible evidence. APS also objects that this request is
overly broad and unduly burdensome. Notwithstanding this
objection, during the Test Year, APS had no formal or
informal complaints, as defined by the Arizona
Administrative Code 14-2-212 (c), regarding electronic
interference by its meters.

b. See response to 2.16 and 2.17a.

Woodward
2.19:
a) What is APS's cost of a single analog meter, and does that cost differ by
manufacturer or type (residential, commercial)? Provide by type.
b) What is APS's cost of a single "smart" meter and if they differ by manufacturer
or type (residential, commercial, net-metering, etc.)? Provide by type.
c) What is the total number of "smart" meters APS has purchased since it began
installing them? Please list by type and year.
d) What is the cost of "smart" meter installation per unit?
e) How much has APS spent on a "smart" meter data management system since
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l
l

APS began installing "smart" meters? Break out by major component.
f) How much has APS spent on data management labor since APS began installing
"smart" meters? How much staff was hired and at what additional cost?
g) What is the yearly cost for APS's data management labor?
h) How much has APS spent on software and servers related to "smart" meter
management since APS began installing "smart" meters?
i) What is the ongoing yearly cost for APS's software and servers related to
"smart" meter management? Include software licensing fees.
j) Is the software licensing fee based on a fixed fee or per unit cost, and are there
annual software maintenance fees? If so, how much?
k) Has APS been paying for software upgrades and updates since inception? If so,
provide amount.
I) What did it cost to integrate APS's "smart" meter system with its customer
information system?
m) What are the cybersecurity costs of APS's "smart" meter system and how
much are they?
n) Is APS's cybersecurity done in house or outsourced? In either event, break out
yearly cost since 2005.
o) How much has been spent APS's "smart" meter mesh network communication
system's field equipment (such as any routers or communication towers needed)
since APS began installing "smart" meters?
p) How much has APS spent on third party telecommunications services needed
for APS's "smart" meter system since APS began installing "smart" meters?
q) Were any sort of upgrades to APS's power lines needed in order for APS's
"smart" meters to work properly and, if so, what was the cost of those upgrades
and are the upgrades ongoing?
r) Since "smart" meters require electricity to run, how much electricity per year is
used by the sum total of APS's "smart" meters?
s) How much electricity per year is used to run APS's "smart" meter
communications network (getting the data from the gateway meters to APS's
data center)?
t) What does "smart" meter data storage cost? Give year by year costs since
"smart" meters were installed by Aps.
u) How many IT personnel did APS have to hire as a result of installing "smart"
meters?
v) What is the yearly cost of remuneration for those employees?
w) Since installing "smart" meters, what has APS spent on outside contractors to
install and maintain all aspects of the system as well as to train APS employees in
various aspects of the system?

Response intentionally Omitted - Contains Competitivelyl
Highly Confidential Information

Woodward
2.20:
a. How much has APS spent promoting the mandatory demand
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l
1l
3l
l
l

l
l

\

and TOU rates it is requesting in this rate case? Include all
advertising expenses, website changes expenses, expenses
(including employee remuneration) involved in APS's socalled
rate case "community outreach" program and
"community outreach team," and any related fees paid to
consultants. Break down by component.

b. who bears these various rate case promotion costs,
ratepayers or shareholders?

i
i
l

Response: a. Notwithstanding its response, APS objects that this request
is overly broad, unduly burdensome and seeks irrelevant
information. APS does not track employee salaries by
specific activity such as community outreach. APS has not
spent any funds specifically promoting the rates proposed in
this rate case. APS has spent approximately $164,000 in
2016 on education regarding its rate case and demand rates
generally, including its "shift, stagger and save" campaign
and revisions to its website.

b. APS has not asked for recovery of these costs in rates in this
case. However, such costs could be eligible for recovery
from customers in future proceedings.

Woodward
2.36:
a. How many residential meter trouble tickets were processed
in 2005? List by type of trouble.

b. How many residential meter trouble tickets were processed
in 2015? List by type of trouble.

i Response: a. APS objects to this request as it seeks information that is not
relevant to any issue pending in or likely to lead to the
discovery of admissible evidence about the company's
current rate case request. In addition, APS objects that this
request is unduly burdensome because APS's system from
this timeframe does not allow easy access to this
information.

b. 6,229 meter trouble tickets were processed in 2015. Below
is the breakdown by category.

Count of TROUBLE_TYPE
4,344
613

Row Labels
Customer Repairs
Exchange
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Emergency Re-connect
Glass Broken
Meter/CT Damaged
New Meter
Non Pay Connect
Non pay Disconnect
Re-energize Meter
Removed Meter
GrandTotal

96
10
30
156
206
87
375
312
6,229

Woodward
2.38:
Provide APS's original cost/benefit projections for APS's "smart"
meter project before APS's first "smart" meter was installed.

Response: APS has been installing AMI meters for well over a decade with Acc
knowledge and approval. In prior rate cases, APS has routinely
sought and received cost recovery of all its meters, including its AMI
meters. Thus, this issue is moot at this point.
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DOCKET no. E-0I345A-I3-0069

DECISION no. 75047

IN THE MATTER OF THE APPLICATION OF
ARIZONA PUBLIC SERVICE COMPANY
FOR APPROVAL OF AUTOMATED METER
OPT-OUT SERVICE SCHEDULE 17.

ORDER ON REHEARING GRANTING
INTERLOCUTORY RELIEF AND

RESCINDING DECISION no. 74871 W

l

FINDINGS OF FACT

3 .

I

iI

6

7

8

9

10

l l O p e n  M e e tin g
12 Ap r i l  1 3 ,  2 0 1 5

13 BY THE COMMISSION:

14

15 l. Arizona Public Service Company ("APS" or "Company") is certificated to provide

16 electric service as a public service corporation in the State of Arizona.

17 2. On March 22, 2013, APS filed an application requesting approval of a proposed

18 Automated Meter Opt-Out Service Schedule. APS reports that it has now almost completely

19 deployed Advanced Metering Infrastructure ("AMl")-often referred to as "smart meters"-in its

2 0 s e r v i c e  te n i to r y.

2 1 Se ve re d  g ro u p s  o f APS cu s to me rs  h a ve  ra ise d  co n ce rn s  a b o u t th e  h e a lth  e ffe c ts  o f

2 2 s m a r t m e te r s .  Th e s e  c u s to m e r s  h a ve  r e q u e s te d  th e  a b i l i ty to  r e ta in  n o n - tr a n s m i ttin g  a n a lo g  m e te r s ,

2 3 a n d  APS' s  p ro p o s e d  o p t-o u t s c h e d u le  is  in te n d e d  to  re c o ve r  th e  c o s ts  o f re ta in in g  a n a lo g  m e te rs  fo r

24 those customers.

25 4. In its proposed opt-out tariff APS proposed two charges for customers who choose to

26 opt-out of AMI metering. Those charges included a one-time $75.00 initial "set-up" charge and a

27 recurring monthly meter-reading charge of $30.00. The Company subsequently provided updated

28 cost estimates for a lower monthly fee of $21.00.

1
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5.

7.

1

28 15.

I Alter the Company filed its application, the Commission received numerous filings in

2 opposition to the tariff from members of the public.

3 6. Among the comments were allegations that smart meters adversely affect human

4 health, that smart meters intrude upon individual privacy interests, that the costs of smart meter

5 deployment do not outweigh the benefits, and that APS's proposed opt-out tariff rate is unreasonable.

6 In a related proceeding (Docket No. E-00000C-l 1-0328), we considered the issues

7 related to smart meters in a generic setting. In conjunction with those efforts, we asked the Arizona

8 Department of Health Services ("ADHS") to conduct a study regarding the potential health effects of

9 smart meters.

10 8. ADHS'sstudy was tiled in Docket No. E-00000C-l1-0328 on Novembers, 2014.

1] 9. The study involved a sampling of smart meters to determine if the meters were

12 operating within the parameters set by the Federal Communications Commission ("FCC"). ADHS's

13 study confirmed that the meters tested were operating within the FCC standard.

14 10. On December 12, 2014, we considered APS's opt-out tarif f  proposal at an open

15 meeting. At that time, we heard public comment as well as argument from the parties. Interveners

Warren Woodward and Patricia Ferry opposed APS's opt-out proposaL

16 l l . On December 18, 2014, we issued Decision No. 74871. In that decision. we took

17 judicial notice of the ADHS study. We also approved a modified opt-out tariff for APS. Finally, we

18 decided to submit the records of both this proceeding and of Docket No. E-00000C-l 1-0328 to the

19 FCC in order to provide that agency with the information that has been presented to us.

20 12. In Decision No. 7487] , we reduced the proposed initial set-up fee to $50.00; however,

21 we limited this fee to those customers who already have a smart meter in place. Customers who

22 currently have analog meters would not be subject to a set-up fee. In addition, we reduced the

23 monthly fee from $21.00 (as proposed by APS) to $5.00.

24 13. interveners Woodward and Ferry timely filed separate Applications for Rehearing

25 pursuant to A.R.S. §40-253.

26 14. On January 22. 2015. we granted both applications for rehearing for the limited

27 purpose of further consideration.

We subsequently considered this matter at open meetings in March and April.

2 Decision No 7
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\

i

In the interim, APS should continue to provide analog meters to those customers who

b.

__1sn4_

1 16. The issues presented by APS's proposed opt-out tariff have attracted significant public

2 attention. The comments that we have received from the public show that some individuals continue

3 to be concerned about the various issues that may surround smart meters.

4 17. Although APS has presented its application as a tariff filing, we think that these issues

5 would benefit from the type of comprehensive review that is conducted in a general rate case. A

6 tariff filing proceeding, which is typically processed in a more abbreviated fashion, is ill-suited to

7 address the issues presented herein.

8 18. It is our understanding that APS intends to file a general rate case within the next 18-

9 24 months. We note that, pursuant to our decision in APS's last rate case, the Company may file its

10 next general rate case as soon as June of 2015.

11 19. We believe that our consideration of this matter will be aided by the full spectrum of

12 information that is included in a general rate case. We will therefore stay this proceeding until APS

13 files its next general rate case, at which time the two cases may be consolidated or processed in

14 tandem.

15 20. Pursuant to A.R.S. § 40-253(E), we specifically rescind and abrogate Decision No.

16 74871 at this time.

iv 21.
18 ask for them.

19 22. We will also require APS to track the unrecovered costs of its continued provision of

20 analog meters, including the costs of such meters, the costs of meter reading, and any other costs

21 attributable to providing customers with analog meters. APS may defer those unrecovered costs, and

22 may request recovery of any reasonable and prudent unrecovered costs in its next rate case.

23 23. Also in its next general rate case. APS shall provide the following information in order

24 to assist us with our evaluation of these issues

25 . a The total number of APS customers who have elected to be served with analog

26 meters in the test year;

27 A breakdown by county of the number of APS customers who have elected to be

28 served with analog meters in the test year;

3 Decision No.
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c.

d.

e.

=
I f.

h.

Thc average per-customer, test-year costs of providing service with an analog

meter as compared to the average per-customer, test-year costs of providing

service with a smart meter;

'Dre test-year costs and expenses attributable to allowing customers to receive

service through an analog meter;

The estimated bill impacts of spreading the cost recovery of an opt-out program

across all APS customer classes;

The estimated bill impacts of confining the cost recovery of an opt-out program to

those customers who elect ro forego an AMI meter;

The estimated bill impacts of spreading the cost recovery of an opt-out program across

all residential customers; and

A comparative analysis of the costs and benefits of smart meters as opposed to the

costs and benefits ofanlalog meters.

23.

1.

2.

3.

I

2

3

4

5

6

7

8

9

10

l l

12

13

14

15 Our action in this matter is taken without prejudice to APS and to the parties to pursue

16 these matters in APS's next rate case. and without prejudice to Mr. Woodward to pursue his

17 complaint in Docket No. E-01345A-I4-0113.

18 24. This decision is not intended to foreclose any party from continuing to tile pleadings

19 or other information in this docket in the interim.

20 CONCLUSIONS OF LAW

21 APS is a public service corporation within the meaning of Article XV, Section 2 of the

22 Arizona Constitution.

23 The Commission has jurisdiction over APS and over the subject matter of this case

24 pursuant to Article XV of the Arizona Constitution and Title 40 of the Arizona Revised Statutes.

25 The Applications for Rehearing filed by Warren Woodward and Patricia Ferry are

26 hereby granted, as discussed herein.

27

28

4 75047Decision No.
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5.

QBQEB

;

PAGE 120

l 4. Decision No. 74871 is specifically rescinded and abrogated pursuant to A.R.S. § 40-

2 253(E), and we hereby grant relief on an interlocutory basis, as discussed herein.

j It is neasonablc to allow APS to defer the reasonable and prudent unrecovered costs

5 discussed in Finding of Fact No. 22 for possible recovery in its next rate case.

6 6. APS's Application in this docket is hereby stayed until the tiling of APS's next

7 general rate case.

8

9 IT IS THEREFORE ORDERED that the Applications for Rehearing filed by Warren

10 Woodward and Patricia Ferry are hereby granted. as discussed herein.

1 | IT IS FURTHER ORDERED that Decision No. 7487] is specifically rescinded and abrogated

12 pursuant to A.R.S. §40-253(E), and relief is granted on an interlocutory basis, as discussed herein.

13 IT IS FURTHER ORDERED that APS may defer the reasonable and prudent unrecovered

l4 costs discussed in Finding of Fact No. 22 for possible recovery in its next rate case.

15 IT IS FURTHER ORDERED that APS's Application in this docket is hereby stayed until the

16 filing ofAPS's next general rate case.

17 IT IS FURTHER ORDERED that this order shall take effect immediately.
l g  . . .

19
20 ...

21 . . .

22 .

24
25 . . .

26

27

28

5 75047Decision No.
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I BY THE ORDER OF Tm-: ARIZONA CORPORATION COMMISSION

' n
\ 7I

2

3

1
4

R

5 /11
OMMISSI N COMMI IONER

M
COMMISSIONER

hereunto, set my
9

IN WITNESS WHEREOF, I, .LODI JERICH, Executive
Director of the Arizona Corporation Commission, have

hand and caused the official seal of this
Cornmis§i2n to beaffix at the piton, in the City of Phoenix,
this &» day of ° ,2015.

i

i

L

J C
IV DIRECTOR• |

I

I

7

8

9

10

l I

12

13

14 DISSENT:
15
16 D1SSENT

17

18

19

20

21

22

23

24

25

26

27

28
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Commissioner
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IN THE MATTER OF SMART METERING
REQUIREMENTS OF SECTION 1252 OF
THE ENERGY POLICY ACT OF 2005

DOCKET N0.E-00000A-06-0038

Decis ion no. 69736

ORDER

1
3
Op€Il Meeting
July24 and 25, 2007
Phoenix, Arizona

I

i IN OFFA

Introduction

f 1.

p3
i

I

2.

!

7

8

9

10

11

12

13

14

15 BY THE COMMISSION:

16

17

18 The Energy Policy Act of 2005 requires each state regulatory authority to consider

19 certain PURPA' standards, including one on Time-based Metering and Communications, included

20 in the section entitled Smart Metering. The Commission may decline to implement the standard or

21 adopt a modified standard. The Commission was required to begin its consideration by August 8,

22 2006, and must complete its consideration by August 8, 2007. On January 23, 2006, Staff tiled a

23 memo in Docket Control to open a docket on Smart Metering.

24 A workshop was held on June 7, 2007. Participants in the Workshops included

25 representatives from utilities, government agencies, advocates for renewable resources, product

26

27

28 ' Public uuuty Regulatory Policies Act of 1978.
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I

1

PURPA Standard on Time~Based Metering and Communications

l

Communications. The standard would apply to utilities with greater than 500,000 MWh in annual l
i

(A) Not later than18 months after the date of enactment ofthzls paragraph,
each electric utility shall offer each of its customer classes, and provide
individual customers upon customer request, a time-based rate schedule
under which the rate charged by the electric utility varies during rent
time penods and reflects the variance, ff any, in the utility's costs of
generating and purchasing electricity at the wholesale level. The time-
based rate schedule shall enable the electric consumer to manage energy
use and cost through advanced metering and communications technology.

(8) The types of time-based rate schedules that may be ordered under the
schedule referred to in subparagraph (A) include, among others -

6) time-ofuse pricing whereby electricity prices are set for a
specific time period on an advance or forward basis, typically not
changingmore often than twice a year, based on the utility's cost of
generating and/or purchasing such electricity at the wholesale level
for the benefit of the consumer. Priees paid for energy consumed
during these periods shall be pre-establiShed and brown to
consumers in advance of such consumption, allowing than to vary
their demand and usage in response to such prices and manage their
energy costs by shining usage to a lower cost period or reducing
theirconsumptionoverall;

(ii) critical peak pricing whereby time-of-use prices are in effect
except for certain peak days, when prices may reflect the costs of
generating and/or purchasing electricity at the wholesale level and
when consumers may receive additional diseountsfor reducing peak
period energy consumption,

suppliers, and others. Written comments were received by Arizona Public Service Company

2 ("APS"), and Tucson Electric Power Company ("TEP")/UNS Electric, Inc.

3

4 3. In Section 1252 Smart Metering, the Energy Policy Act of 2005 (EPACT) requires

5 eachstate regulatory authority to consider a PURPA standard on Time-based Metering and

6

7 retail sales. The Commission may decline to implement the standard or adopt a modified standard.

8 The standard is as follows:

9 (14) 77145-BAsEDMETERWG AND comA4U1v1c,477on5 _

10

l l

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

(iii) real-time pricing whereby electricity prices are set for a speck/ic
time period on an advanced or forward basis, reflecting the utility
cost of generating and/or purchasing electricity at the wholesale

69736Decision No.
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s I

l level, and may change as often as hourly; and

2 i (iv) credits for consumers with large loads who enter into pre-
established peak load reduction agreements that reduce a utility's
planned capacity obligations.3

4 9

5

6

(C) Each electric utility subject ro subparagraph (A) shall provide each
customer requesting a time-basedrate with a time-basedmeter capable of
enabling the util ity and customer to over and receive such rate,
respectively.

4
I

g
1
;

l l
I

\12

7

g 4. Although the 18-month utility compliance deadline contained in paragraph A of the

9 standard appears to be in conflict with the two~year statutory deadline for the Commission to

10 consider the standard, the Commission can modify the utility compliance deadline in the standard

to be a different time period.

5. In addition, there is a related provision in the Energy Policy Act of 2005 which

13 states the following:

(i) i

i

IY
1
I
II
3i

14

15

16

I

I

TIME-BASED IIETERDVG AND COMMUNICATIONS. - In
making a determination with respect to the standard established
by section 1]l(d)(14), the investigation requirement of section
lII(d)(l4)(F) shall  be as fol lows: Each State regulatory
authority shall eonduef an investigation and Lssue a decision
whether or not it is appropriate for electric utilities to provide
and install time-based meters and communications devices for
each of their customers which enable such customers to
parfiexpate in time-based pricing rate schedules and other
demandresponse programs.

i

17

18

19

20

i The Commission is required to consider the three purposes of PURPA in its21 6.

22 determination of whether to adopt the Time-based Metering and Conununications standard. The

23 three purposes ofPURPA are as follows:

24 I
I
I

conservation of energy supplied by electric utilities,
optimal efficiency ofelectric utility facilities and resources, and
equitable rates for electric consumers

I

25

26 l

27

28

i

Decision No. 69736
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7.

l

l

I

Backgroundg
l
E
»
4

Il

I

9

I

enable customers to participate in time-of-use (TOU), critical peak pricing (CPP), or red-time

I Information regarding the timing of electric usage may enable customers to modify

2 usage patters, and the associated price signals may provide an incentive to modify usage patterns

3 or to conserve. When customers shift load to lower cost periods, utilities may utilize their facilities

4 more efficiently. Electric rates can become more equitable for customers by charging prices that

5 aremore m line with the underlying cost at the time of consumption. However, boththebenefits

6 and the costs of Advanced Metering and Communications should be consideredbefore wavifins

7 full-scale implementation.

8

9 8. EPACT uses all of these terms: "Advanced Metering and Communications," "Smart

10 Metering," and"Time-basedMetering and Communications."

l l . 9. Advanced Metering and Communications is usually known as Advanced Metering

12 Infrastructure (AMI). AMI should not be confused with AutomatedMeterReading (AMR) which

13 only refers to the meter reading process which includes drive-by arid hand-held meter reading

14 systems. AMR meters have one-way communication. AMI is a fixed network system that can

15 read meters at any time and support avariety of complex rates.

16 10. A Smart Meter can be defined as an interval meter with two-way communication

17 capability that can relay data from the meter to the utility or vice versa The end-point devices

18 must be capable of being upgraded remotely, and the interval data need to be collected at least

19 daily. However, the functionality of AMI can also be achieved with a "dumb" meter/smart

20 network by moving the processing out of the meters and into the communication network to be

21 shared by many meters.

22 l l . Capabilities of Smart Meters and AMI include on-demand meter reading, outage

23 management, critical peak pricing support, direct load control program support, demandresponse

24 program support, pre-paid metering support, virtual disconnects,andothers.

25 12. Time-based Metering and Communications consists of meters and systems that

26

27 pricing (RTP) programs by either recording consumption during specific timeperiodsor providing

28 information to customers about market costs at specific times.

69736Decision No.PAGE #188
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I
I

8
J
I
I
3

4

3wireless public network with hub meters and client meters. Each hub meter is in contact with

multiple client meters. These meters are considered Smart Meters. TEP has begun using a dumb

i
I
I

I
I

I

1
!

visits. Fewer Held visits result in less mileage, reduced fuel consumption, fewer emissions, and

.
l

I

|

i
|

I

I Discussion and Analvsls

2 13. Some Arizona electric distribution utilities already offer time-based rates to their

3 customers, and some of those utilities have already begun to introduce AMI in their service areas.

4 The AMI technology varies substantially among the utilities. It appears that one technology may

5 be most feasible for a densely populated area, but a different technology would be used in a rural

6 area

7 14. APS has begun implementation of an AMI system that consists of a cellular

8

9

10 meter/smart network approach. It uses one-way communications &om the radio Frequency meter

11 but derives intend data which are passed back to the meter data management system. The

12 investment is in the network randier than in the meter. Trico Electric Cooperative uses a cellular

13 AMI system for its TOU, commercial, and intemrptible customers. Trico's largest customers can

14 obtain red time information through Trico's website. Half ofTrico's meters are read remotely, and

15 halfare read using a drive-by system.

16 15. Both benefits and costs of AMI and time-based rates should be considered.

17 Benefits of AMI include reduced meter reading costs, reduced meter reading access issues, ability

18 to remotely program meters to facilitate rate changes, flexibility in billing cycles, and fewer field

19

20 possibly fewer vehicular accidents. AMI provides a tool for innovative rate design, a source for

21 load data and system planning data, a gateway for future services the utility may choose to

22 provide, increased reliability because of outage and restoration notification, a decrease in energy

23 theft with the ability of looking at energy patterns, and a change in the utility mindset firm re-

24 active to proactive.

25 16. Costs of AMI can include the costs for the meters, meter installation, a Meter Data

26 Management System, data management labor, communications, back office software and servers,

27 the integration of the AMI system to other systems, repairs to customer equipment, and other

28 associated costs. As of Febmary 2007, APS had purchased 29,872 AMI meters at an average cost

69736Decision No.PAGE #269
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compared to a meter read cost of about $0.90 per conventional meter. During a six-month period,

APS spent about $700,000 for integration of the AMI system and the Customer information
I
I
I

technology. Utilities should investigate their needs and those of their customers to determine if the

8I.l
I

i
r

Z

I

l
iobtaining the data, and additional back-ofiice cost to process the data), costs for increased
i
II
I

i

1 of about $97 per meter. The communication cost per MMI meter was about $0.15 per month,

2

3

4 System.

S 17. AMI represents a significant investment by utilities and is still an evolving

6

7 benefits of AMI outweigh the costs and which i4LMI technology would be most appropriate to use.

8 18. Benefits of time-based rates may include an improved load shape for the utility with

9 a educed peak and the potential to defer capacity construction, increased reliability, better

10 alignment of rates to costs, mitigation of price increases, an ability for the customer to save,

l l increased customer satisfaction, and potential environmental benefits. Negative outcomes oftime-

12 based rates could include increased off-peak usage, increased load on the call center, and customer

13 dissatisfaction.

14 19. Costs related to TOU include costs for meters, meter installation, meter reading,

15 back oNce and operational support, customer education, marketing, training customer service

16 start] and other items. TEP has found the cost to read a TOU meter manually to be $2.24 per read,

17 compared to $0.56 for the aggregated meter read cost for all meter reads within the TEP service

18 territory. Changes to the TOU rates require reprogramming the meter through field visits. The

19 costs for CPP include all of the costs for TOU plus the costs for communication to customers, the

20 costs for the collection of interval data (including the costs for the interval meters, the costs for

21

22 customer education, and acceleration of depreciation of meter stock. Costs for RTP include the

23 costs for TOU and CPP plus higher costs for communication to customers.

24 20. Utilities should offer voluntary time-based rate schedules that can provide benefits

25 to both customers and utilities. However, each utility should be allowed to determine which

26 type(s) of time-based rate schedules arc appropriate for which customer classes in its area.

27

28

69736Decision No.PAGE #140
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l Staff Recommendations

21.2 Staff recommends that the Commission adopt a modified version of the PURPA

3

4 22.

standard on Time-based Metering and Communications.

The modified standee would be as follows:

5 (IN) TIME-BASED METERWG AND COMMUNICA TYONS.

6 J : . . . . . .

7

8 i
il

9

10

l l

12

av
Within 18 months of Commission adoption of this standard, each electric
distribution utility shall over to appropriate customer classes, and provide
individual customers upon customer request, a time-based rate schedule
under which the rate charged by the electric utility varies during dwrent

time periods and rqlects the vanance, ff any, in the utility's costs of
generating and purchasing electricity Ar the wholesale level. Within [8
months of commission adoption ofthzS standard, each electric distribution
utility shall investigate the feasibility and cost-egeetiveness of
implementing advanced metering infrastructure .for its service territory
and shall begin implementing the technology infeasible and cost-¢8?ctive.

I

13 8 . . .

14

15
(B) The types of time-based rate schedules that may be oj7ered under the
schedule referred to in subparagraph (A) include, among others-

16

17

18

19

20

21

(U time-of-use pricing whereby electricity prices are set for a
specific time period on an advance or forward basis, typically not
changing more o/ten than twice a year, based on the utility's cost of
generating and/or purchasing such electricity at the wholesale level
for the befit of the consumer. Prices paid for energy consumed

during these periods shall be preestablished and mown to
consumers in advance of such consumption, allowing them to vary
their demand and usage in response to such prices and manage their
energy costs by sh99ing usage to a lower cost period or reducing
their consumption overall,

22

23

24

25

(ii) critical peak pricing whereby time-of-use prices are in eject
except for certain peak days, when prices may reflect the costs of
generating and/or purchasing electricity Ar the wholesale level and
when consumers may receive additional discounts for reducing peak
period energy consumption;

26

27

28

(iii) real-time pricing whereby electricity prices are set for a specific
time period on an advanced or forward basis, reflecting the utility's
cost of generating and/or purchasing elecmcity at the wholesale
level, and may change as offer as hourly and

69736Decision No.wE#l%l
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(iv) credits for consumers with large loads who enter into pre-
established peak load reduction agreements :her reduce a utility's
planned capacity obligations.

>

(C) Each electric utility subject to .subparagraph M) shall provide each
customer requesting a time-based rate with a time-based meter capable of
enabling the util ity and customer to over and receive such rate,
respectively.

1

I

I

I

1

l
i
3

I

I
l

1

2

3

4

5

6

7 23. Staff's proposed standard would apply to all electric distribution companies in

8 Arizona that are regulated by the Commission. This would be in contrast to the PURPA standard

g that applies only to electric distribution companies with retail sales of more than 500,000 Mwh.

10 24. In summary, Staff has recommended that the Commission adopt a modified version

11 of the PURPA standard on Time-based Metering and Communications, as included in Finding of

12 Fact No. 22, Mat would apply to all electric distribution companies in Arizona that are regulated by

13 the Commission.

14 CONCLUSIONS 0F LAW

15 1. The Commission has jurisdiction the subject matter of the application.

16 2. The Commission, having reviewed the application and Staffs Memorandum dated

17 July 18, 2007, concludes that it is in the public interest w adopt a modiiicd version of the PURPA

lg standard on Timebased Metering and Communications.

19 . . .

20

21 . . .

22 . . .

23 . . .

24 . . .

25 . . .

26 . . .

27 . . .

28 . . .
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i

l
l

l
i

1i
l

1 ORDER

2 IT IS THEREFORE ORDERED that a modified version of the PURPA standard on Time-

3 based Metering and Communications, as included in Finding of Fact No. 22, that would apply to

4 all electric distribution companies in Arizona that are regulated by the Commission is adopted.

IT IS FURTHER ORDERED that this Decision shall become effective immediately. l

8
l
l

BY THE ORDER OF THE ARIZONA c on COMMISSION

\h
*vii ¢é'17=r¢-v.

CHAIRMAN COMMISSIONER

COMMISSIO C SIONER

IN WITNESS WHEREOF, I B c. McNEIL, Executive
Director of the Arizona Corporation Commission, have
hetneunto, set my hand and caused the official seed of this
Commission to be affixed at the Capitol, in the City of
Phoenix, this 8 day of , 2007.

0

i

B McNEIL
Executive Director

DISSENT:

EGJ:BEK:lhmlRM

5

6

7

8

9
10

ll
12 COMMISSIONER
13

14
15

16

17

18

19

20

21
22 DISSENT:

23

24

25
26

27

28
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I SERVICE LIST FOR: Smart Metering
DOCKET no. E~00000A-06-0038

Ajo Improvement Company
Post Office Drawer 9
Ajo, Arizona 85321

Arizona Public Service Company
Post Office Box 53999
Station 9905
Phoenix, Arizona 85072

I
F Columbus Electric Cooperative, kic.

Post Oilice Box 631
Deming, New Mexico 8803 I

Dixie-Escalante Rural Electric Association, Inc.
71 East Highway 56
Beryl, Utah 84714-5197

Garkane Energy Cooperative, Inc.
Post Office Box 465
Loa, Utah 84747

Graham Cowrty Electric Cooperative, Inc.
Post Office Drawer B
Pima, Arizona 85543

Mohave Electric Cooperative, Inc.
Post Ofice Box 1045
Bullhead City, Arizona 86430

Morena Water and Electric Company

Post Office Box 68
Morenci, Arizona 85540

Navopache Electric Cooperative, Inc.
1878 West White Mountain Boulevard
Lakeside, Arizona 85929

Sulphur Springs Vallley Electric Cooperative, Inc.
Post Office Box 820
Willcox, Arizona 85644

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

Trico Electric Cooperative, Inc.
Post Office Box 930
Marina, Arizona 85644
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1

2

3

Ms. Jana Brandt
Regulatory Affairs and Contracts
Sat River Project
Mail Station PAB221
Post Office Box 52025
Phoenix, Arizona 85072-20254

Ms. Kelly Barr
Regulatory Affairs and Contracts
Salt River Project
Mail Station PAB22 l
Post Office Box 52025
Phoenix, Arizona 85072-2025

5

6

7

8

9

10

l l

Mr. David Couture
Director, Regulatory Services
UNS Electric, Inc.
Post Office Box 71 l
Tucson, Arizona 85072-0711I

I 12

13

14

Mr. Marc Jerden
Senior Legal Counsel
UNS Electric, Inc.
Post Office Box 711
Tucson, Arizona 85072-071 l15

16

17

18

Mr. Emest G. Johnson
Director, Utilities Division
Arizona Corporation Commission
1200 West Washington
Phoenix, Arizona 85007

19

20

21

Mr. Christopher C. Keeley
Chief Counsel
Arizona Corporation Commission
1200 West Washington
Phoenix, Arizona 85007

22

23

24

25

26

27

28
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DOCKETED
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DOCKETED BY

We

2 @4L1§§;Q1~18§

3 JEFF HATCH~MILLER, Chairman
WILLULM A. MUNDELL

4 MARC SPITZER
MIKE GLEASON

5 KRISTIN K. MAYES

DOCKET no. E-01345A-04-0657

vs.

DOCKET no. E-01345A-03-0775no THE MATTER OF THE APPLICATION OF
ARIZONA PUBLIC SERVICE COMPANY FOR A
DECLARATORY ORDER REGARDDIG BILL
ESTIMATION PROCEDURES.

I
I

DECISION NO.

OPINION AND ORDER

October 14, 2004, January 28, February 2 (Public
Comments), Feburary 4, and April 7, 2005

Phoenix, Arizona

Lyn Farmer

Jeff Hatch-Miller, Chairman
William A. Mundell, Commissioner
Marc Spitzer,Commissioner
Mike Gleason, Commissioner
Kristin K. Mayes, Commissioner

Mr. Barry Rc6d, zntnnnnwuu REED; Mr.
Rubin, THE RUBIN LAW FIRM;

I
Staff Attorney, Decal Division, on

Utilities Division of the Arizona

6 IN THE MAITER OF:

7 AVIS READ, individually, on behalf of dl drnilarly
8 situated, .

9 COMPLAINANTS,

10
11 ARIZONA PUBLIC SERVICE COMPANY,

12 RESPONDENT.

13

14

15
16 DATES OF HEARING:

17 PLACE oF HEARING:

18 ADMINISTRATWB1.Aw IUDGE:

19 IN ATTENDANCE:

20

21

22 APPBARANCES:

23

24

25

26

27

28

David A.
and Mr. Je&ey M.

Proper, Attorney at Law, on behalf of the Complainant;

Mr. Thomas L. Mum aw, PINNACLE WEST CAPITAL
CORPORATION, PNW LAW DEPARTMENT8.Ild Mr.
William J. Maledon and Ms. Debra A. Hill, OSBORN
MALEDON, P.A., on behalf of Arizona Public Service
Company; and .

Ms. Janet Wagner,
bchadf of the
Corporation Commission.
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9 obtain the Arizona Corporation Commission's ("ACC") approval of its estimating procedures in

10 violation of Arizona Adiuninistrative Code ("A.A.C.") R14-2-2l0(A)(5).'

I

I
I

!
16 those raised in the Superior Court Complaint. On September 20, 2004, APS filed its Response to the

1 BY THE COMMISSION:

2 On June 4, 2002, Avis Read tiled a complaint in the Superior Court of the State of Arizona

3 against Arizona Public Service Company ("APS"), alleging that APS had failed to read her meter for

4 months at a time, that APS' estimates of her energy consumption tended to result in higher bills, that

5 APS' estimated bills did not accurately reflect actual usage and demand, and that APS had

6 intentionally engaged in this conduct. The Complaint also alleged that APS had not employed a

7 sufficient number of meter readers, had cyst apically failed to read customer meters, had arbitrarily

8 estimated electric consumption and demand resulting in overcharging, and that APS had failed to

l l On October 23, 2003, APS filed an application requesting a declaratory order finding that its

12 past and present procedures for bill estimation either are exempt from or comply with the

13 requirements of A.A.C. R14-2-210 and R14-2-1612 ("Application for Declaratory Order").

14 On September 9, 2004, Avis Read ("Complainant"), on her own behalf and on behalf of a

15 class of customers of APS filed a complaint ("Complaint") against APS, raising allegations similar to

17 Complaint stating that the claims are without merit and that the estimated bills that were sent to the

18 Complainant consistently underestimated the amount of electricity consumed.

19 By Procedural Order issued Novanber 2, 2004, the Application for Declaratory Order and the

20 Complaint were consolidated.

21 In its Direct testimony tiled on January 24, 2005, Sta8` indicated that its chief concern with

22 the Complaint was not how the bills were estimated, but that APS did not send Mrs. Read a bill for

23 Eve months; that when the bills were eventually rendered, they were unreasonably con firsing; and

24 that the large amount of the bill created a iinanciad burden, but APS was not willing to work on an

25 extended payment plan for any time longer than three months. Staff concluded that the plain

26 language of R14-2-2l0(A)(5)(a) indicates that the rule was intended to apply to APS. Staff noted that

27

28 ' The csmpiuni was subsequently unmissed without prejudiced

2
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l

l APS had Commission-approved bill estimation procedures for Rate Schedules EC-1 and ECT-IR, but

2 that APS apparently had not implemented those methods and was in non-compliance with those

3

4
l

l

l

5
1

6

7

8

9

10

11

12

13

l

l

K

l

I

14
l

tariffs. (Rowell Direct pp 12-13).

Staff found that APS had failed to comply with R14-2~2l0(A)(5)(a); it failed to send bills on a

monthly basis; and it failed to comply with its EC-1 and ECT-lR tariffs. Staff recommended lines of

$953,000 for APS' failure to follow its tariffs and $20,000 for APS' failure to send bills. Staff

recommended that in addition to the recommendations contained in the December 28, 2004 Staff

Inquiry into the Usage Estimation, Meter Reading, arid Billing Practices of APS ("Sta8 Inquiry")

initial report by Staff consultants, APS should: refund overestimated demand charges totaling at least

$171 ,686 plus interest, change its current methodology for estimating demand to one using customer-

specific, prior month kW to estimate demand; and commence an internal audit of its compliance with

Commission rules and Commission-approved tariffs. Staff Mother recommended that for the next five

years, APS be required to submit verification to the Commission that APS is in compliance with its

tariffs dealing with billing practices and with Commission rules on billing practices. .

l

!

15 Kr Rebuttal testimony, APS witness David Rumolo testified dirt the settlement in Me APS

16 rate case had two elements that would reduce the number of demand estimations in the future:

17 residential Schedule Ec-l would be eliminated; and the proposed Schedule E-32 would eliminate the

18 demand charge for general service customers with demands of 20 kW or less. APS also disagreed

19 with some of Staffs recommendations, including crediting customers for estimated demand readings

20 and the internal auditing on bill estimation, metering, and billing practices, as well as the use of an

l
I

I 21 independcntauditor.
i

22
|

5.
l

123
s

24 I

On February 25 , 2005, Staf f  f i led  a Proposed Settlement Agreement ("Se tt lement

Agreement") behalf of APS, the estate of the Complainant, and Star The Settlement Agreement is

attached hereto as Attachment A.

25

26
lil

27

28
I

2E~32 general service customers requiring demand readings for billing purposes will decrease from 95,000 to
approximately 20,000 customers.

P A is E fl z99
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1 The key provisions of the Settlement Agreement are generally summarized as follows:3

2 Estimation Issues:

I
!
I
!
I
I

•

3

4

5

6

7

8

9

10

11

12

•

I

l
|
I

I

.

I

The Parties agree that APS did not implement the demand estimation methodology contained

in its Rate Schedules EC-1 and ECT-IR when it designed its bill estimation procedures for its

customer information system;

From April 1999 to the present, APS has used class average load factors to estimate demand

in most instances, and the parties agree that this tends to result in a net underestimation of

kw. The Parties agree that APS' class average load factor method is less accurate than the

tariffed method;

APS' use of class average load factors to estimate demand is consistent with the requirements

of A.A.C. R14-2-210 but inconsistent with the provisions of Rate Schedules EC-I and ECT-

IR; .

APS' methods for estimating Mrs. Read's kW and kph resulted m underestimation, which in

turn resultedin underbills,

APS acknowledges that it has an independent obligation to implement itsCommission-

approved tart%; .

The parties agree that the use of customer specific kW Hom the prior month is the most

accurate method for estimating demand when compared with the other lands of methods

analyzed in this proceeding;

APS shall use customer specific kW firm the prior month to estimate demand for all of its

demand tariHs, when the appropriate data is available;

Procedures are adopted for determining appropriate initial bills with demand charges;

Procedures are adopted for estimating demand when customer-specific kW is not available,

APS agrees to implement the demand estimation methodologies set forth in the Settlement

Agreement within seven months of the Commission's approval of the bill estimation tari8,

APS agrees to conduct a study to determine the impact of reclassifying May as a non-summer

4

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28 ' s¢¢ Attachment A for the full, complete language of the settlement.
P A G E # 180
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I

I

I

5

1 month for purposes of kWh estimation and to file the report by December 30, 2005;

2 • APS is not required to recalcdatc demand estimations that were based upon class average

3 load factors that occurred between April 1999 and the effective date of the new kW demand

4 estimation procedures set forth m the Settlement Agreement, except that APS shall credit dl

5 customers who between September I, 1998 and October l, 2003, had an actual demand

6 reading that was lower than the immediately preceding estimate (see Exhibit A to the

7 Settlement Agreement, estimating total potential settlement credits, not including interest, to

8 be s2,217,232). APS will tile a report with the Commission that accounts for the credits

9 issued;

10 ¢ APS shall make reasonable efforts to locate all customers who have feR its system and who

l l are entitled to credits or five dollars and greaten

12 • APS shall design a cost effective Access Improvement Program to achieve a reductionin the

13 number of instances of kW and kph estimation due to "no access" issues and shall expend

14 $600,000 on this program (not including and separate &om any ongoing or anticipated

15 expenditures) and will submit the details of its proposed Access Improvement Program for

16 Commission approval; .

17 e The costs to implement the actions required by APS, as set forth in Paragraph 25 arc not

18 recoverable by APS;

19 • APS' estimation procedures for dl rates shall be governed by a bill estimation tariff that shall

20 be consistent with the Decision in this matter and APS shall tile its bill estimation tariff for

21 Commission review within thirty days and APS shall also amend all applicable rate schedules

22 to remove language related to estimation procedures;

23 \ All APS amendments to its bill estimation procedures must be filed as a tariff with the

24 Commission.

25 Meter Reading Issues:

26 • The Parties acknowledge that customers have an obligation to provide safe and unrestricted

27 access to the customer's electric meter in accordance with A.A.C. R14-2-209(D) and APS

28 acknowledges that it has an obligation to undertake reasonable clforts to accomplish timely

PA Sr 25/
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1

l

reads of its customers' meters.

APS estimated Mrs. Read's demand meter for the months of January, March, April, and May

of 1999;

APS acknowledges that accuracy in meter reading and in estimation of kW and kph is an

important public and regulatory policy, and that an cffecdve way to improve the accuracy of

I
I •

billing is to reduce the number of times that APS estimates kW or kph;

In order to decrease the incidence of "no access" to customers, APS will implement the

following:

a. APS will provide the Commission with a report in six months that explains new

procedures it has put in place to ensure that staffing resources are sufticicnt to address

emergency short-term needs for meter reading shops that arc either smaller or remote;

b. APS shall revise its "No Access Meters" report to prioritize accounts to focus first on

demand-billed customers when working the "no access" report and take other steps to

c.

I

identify and prioritize "no access" problems;

APS shall develop and install a performance measure to monitor the extent to which it

is complying with the CoMmission requirement to read meters monthly, arid shall

provide to the Commission a description of its performance measure arid the results of

its analysis within six months;

d. APS shall modify the options in its software to prevent the citron HHC meter readers

firm displaying the prevlous month's reading and usage;

e. For the next six years, APS shall provide biannual reports to the Commission related

to the status of the remote meter reading pilot and implementation plans;

ii APS will implement a pilot program to evaluate whether using an auto-dialer to

1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

communicate with customers who have experienced two consecutive months of "no

access" will facilitate resolution of additional "no access" accounts and shall report the

results;

g. APS shall implement a policy to ensure that meter reading supervisors or their

designees periodically inspect meter locations reported as "no access" to verify that

t PA at fl .28éL
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I

z

I

I

I

1

2

3

4

5

6

7

8

9

10

11

12

appropriate corrective measures are taken, and APS shall tile a copy of this policy

within ninety days;

h. APS shall continue to participate in benchmarldng studies that compare its practices to

other utilities in the industry and shall provide such benchmarking analysis to the

Commission and State on a confidential basis;

i. APS shall develop arid install performance measures to document the efforts that it has

taken to secure an accurate reading of the meter after thesecond consecutive month of

estimating the customer's bill for other than weather;

j. APS shall include the use of EZ~Read as one of the steps taken to resolve a "no

access" situation,

k. APS shall use available DB Microware reports to review lock~outs by route to monitor

trends in lock-outs and reduce the number of "no access" meters, and `

l. APS shall establish an internal process whereby, alter three consecutive estimates,

continued instances of consecutive estimates due to "no access" situation are reported

and made visible to increasingly higher levels of APS management.
1

an bin,

13

14

15

16

17

18

19

20

21

22

23

•
I

•

24

25

26

27

28

I

In order to improve: its communication with its customers, APS will train its billing service

representatives and others involved in kW and kph estimation, meter reading, and billing

processes to understand that customers value accurate to recognize that

underestimation may result in problems for their customers, and will familiarize these

personnel with applicable Commission rules and APS tariffs and stress the importance of

adherence diercto. APS will provide Stat? with a description of its training process within six

months;

APS shall provide a clearer notice on a re-billed account and will make the appropriate

modifications to its billing system to implement the change no later than sixty days;

The Settlement takes no position on the validity or the applicability of the amendment to

A.A.C. R142-210 and for the purposes of the Settlement, the parties agree that APS should

not be assessed a penalty for any alleged violations of A.A.C. R14-2-2l0(A)(5)(a) or

PAGE #183
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210(A)(6)(b) and that any such alleged violations do not a13ect the validity of any estimated

bills issued before the effective date of the Commission's approval of APS' bill estimation

•

tariff;

If the Commission approves the Settlement Agreement, the ReadComplaint will be dismissed

with prejudice, provided that such dismissal shall not be deemed to preclude Mrs. Read's

attomcys from seeking any attomcys fees to which they might be entitled.

1

2

3

4

5

6

7 Billing Issues

8 •

i
•

•

APS did not send Mrs. Read any bills for five months due to implementation problems

associated with its Customer information System ("CIS");

APS aclmowledges that it has an obligation to bill each of its customers in accordance with

A.A.C. R14-2~20l(A),

The Settlement Agreement is not intended to diminish or to establish any rights in anylother

customers who were not issuedbills by APS as a result of the CIS implementation problems,

nor is it intended to eliminate APS' duty to properly, accurately, and consistently apply any

specific bill estimation procedures.i

I

•

APS' Regulatory Compliance Department shall conduct an audit of APS' kW arid kph

estimation, meter reading, and billing practices and those results will be certified by APS'

Director of Regulatory Compliance and provided on a confidential basis to the Commission

and Staff within nine months, and at least once every three years thereafter,

APS shall conduct an internal review of its compliance program relating to dl its Commission

approved tariffs and shall submit a report on a confidential basis within twelve months;

After APS submits its reports, if the Commission believes that an additional audit is required,

APS shall pWcipate in a third-party audit by an independent auditor selected by Staff and

paid for by APS .

in

9

l0

l l

12

13

14

15

16 Compliance

17

18

19

20

21

22

23

24

25

26

27 In its  settlement testimony f iled March 18, 2005, Staf f  d iscussed its  concerns about the

28 allegations raised the Complaint, including: APS' meter reading resources, billing language,

PAGE # 284.
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E U
3 concerns came to light, including issues related to APS' impf

I demand and usage estimation practices and about the accuracy of APS' bills to its customers. Staff

2 stated that during the course of Sta&"s inquiry into the billing and meter reading practices, more

entation of its 1998 CIS, instances

4 where APS failed to appropriately credit customers when a demand estimate tuned out to be higher

5 than a subsequent meter read, and APS' "apparent non-compliance with sections of rate schedules

6 EC-1 and ECT-IR that apply to nesidentiad customers taking service through demand rates." (JarcssI
I
I
i
I

Mrs. Read, "although the recipient of poor customer service &om APS," was under billed,

i
I

significant m both impacts on thecustomer and on APS' costs of achieving a meter read;

4

t

7 Settlerncnt testimony p.2)

8 Staff concluded that:

9

10 and not over billed as alleged; .

l l • APS' estimation practices most commonly result in underestimations, rather than

12 overestimations, »

13 • APS, rather than using the method for estimating demand contained in its tariffs, uses

14 customer class average load factors in its calculation ofcstimated demand;

15 ¢ Approximately eight percent of APS' residential customers and 93 percent of its non-

16 residential customers are served through demand meters and this constitutes a high

17 number of demand meters when compared to other electric utilities. Consequently,

18 problems arising from non-access to demand meters and estimation of demand are

19

20 and

21 • Implementation of APS' new CIS caused certain deficiencies in the bill estimation process

22 and caused APS to miss sending bills to certain customers for a limited time period.'

23 Staff testified that the Settlement Agreement addresses its concerns: meter access problems

24 are addressed by requiring APS to invest $600,000 in the Access Improvement Program; problems

25 with APS' demand estimation procedures are resolved by APS' agreement to use the most accurate

26 method of those studied for estimating demand; Staff's concerns about APS' current and future

27

28 ' Jaress Settlement testimony PP 3-4. PAGE # 285/

9 DECISION no. 68112

-»~`



DOCKET no. E-01345A-04-0657 ET AL.

I

I was implemented through September 2003, when changes were made to correct the problem,

l

i

l

in

I

I

I

1 compliance with Commission rules, APS' tariff and with this decision are addressed by the ongoing

2 audits and reports to aid the Commission in its oversight of APS; StarT's concerns about confusing

3 language on customer bills is resolved by the adoption of Staff witness Rowcll's recommendations

4 about billing language; and APS' agreement that most costs associated with training, reports, and

5 implementation of improvements be absorbed by the Company insures that customers do not bear the

6 costs ofremediation.

7 Staff believes that the Settlement Agreement is in the public interest because it addresses and

8 resolves the Complaint and problems associated with APS' meter reading and bill estimation

9 procedures. Benefits are provided to all customers through the Access Improvement Program, and

10 for those customers who were over billed demand charges from September, 1998 when the new CIS

l l

12 credits/refunds will be issued that are expected to total approximately $2.2 million - $2 million for

13 general service customers and $170,000 for residential customers.

14 APS testified that the Settlement is a fair and reasonable compromise. Mr. Rumolo testi5ed

15 that it provides substantial benefits to its customers, both current and former: it should lead to a

16 reduction in access-related bill estimatioN; it provides regulatory certainty and clarity, and it ends a

17 time and resource consuming dispute.

18 Counsel for the Complainant his opening statement indicated that the Settlement

19 Agreement accomplishes what his client set out to do: an accounting and refund of actual credits to

20 those who were overcharged and a mechanism in place going forward whereby the estimating

21 procedures will be approved by the Commission.

22 Although APS stressed that its billing of estimated demand resulted in a net under billing to

23 the Company, die important issue is the accuracy of each individual customer's bill, not whether

24 APS' metering and billing procedures produced a net under or over estimation of all bills. The

25 Settlement Agreement is designed to focus APS' attention upon the importance of this issue, to

26 consistently render timely, accurate, arid understandable bills to each of its customers. The

27 Settlement Agreement puts an end to a protracted dispute and maintains Commission oversight of

28 APS' billing and metering procedures through the tariff requirements. Accordingly, we find that the

PA as # 166
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i

FINDINGS OF FACT

1.

2.

s.

28
I

l l

1 Settlement Agreement is a reasonable resolution of the issues raised in the Complaint and the

2 Application for Declaratory Order, and should be approved.

3 e l * e e e 4 * * e

4 Having considered the entire record herein and being fully advised in the premises, the

5 Commission Ends, concludes, and orders that:

6

7 On October 23, 2003, APS filed its Application for Declaratory Order requesting a

8 declaratory order Ending that its past and present procedures for bill estimation either arc exempt

9 from or comply with the requirements ofA.A.C. R14-2-210 and R14~2-1612.

10 On May 26, 2004, APS Nled an Amended Application for Declaratory Order.

l l 3. On August 6, 2004, APS filed a Second Amended Application for Declaratory Order.

12 4. On September 9, 2004, Complainant, on her own behalf and on behalf of a class of

13 customers of APS filed a Complaint against Aps.' The Complaint adlegod that "APS has

14 systematically deceived and overcharged Complainant and the class in the sale of electricity to than,

15 by systematically failing to follow legally required procedures rcgardmg estimated charges for

16 electricity services; by billing estimated demand reading; as if they were actual readings of demand

17 for the month being billed; and by charging the class for electricity using estimating procedures not

18 approved by the Arizona Corporation Commission as required by law, but arbitrarily invented by

19 APS employees." .

20 The class complaint was brought on behalf of a "class consisting of all current and

21 former residential and business APS customers in Arizona who, since January 1, 1999, have been, or

22 in the future will be, subject to improper estimation and billing procedures on demand meters not

23 approved" by the Acc.°

24 6. On November 2, 2004, a procedural order was issued consolidating these matters and

25 setting them for hearing on January 20, 2005.

26 7. On November 23, 2004, APS and the Complainant filed direct testimony.

27 ' Mrs. Read p-===<1 away on O¢mb¢t 14, 2oo4, .no Tm estate ms pmcaedea with um Complaint.
'ByProcedurrLIOrderissuedJ\nuary6,2005,theCommissiondeternurinedthatilwasunneccssarytoccrtifyaelassin
order to address any relief that may be found necessary.
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l

I

1 8. On Deccmbcr 17, 2004, Staff t i led  a Motion to Extend F il ing Dead line requMng

2 add itional time for t i l ing its Staff Report.

3 9. On December 21, 2004, APS ti led i ts Response to S taH"s M otion requesting a

4 corresponding extension of mc for filing subsequent pnetiled testimony and exhibits.

5 10. On December 28, 2004, Staff fi led its Sta!T` Report "Staff Inquiry into the Usage

6 Estimation, Meter Reading, and Billing Practices of Arizona Public Service Company".

7 l l . On January 5, 2005, a telephonic procedural conference was held to discuss the

8 procedural schedule for these matters, and by Procedural Order issued January 6, 2005, the

9 procedural schedule was modified as requested by APS, the hearing was set for Febnxary 2, 2005, and

10 APS was order to publish notice of the hearing and Staff was directed to post the notice and its!
I
I

I
I 1 testimony/Staff Report on the ACC's website.

12 12. On January 24, 2005, StaiT tiled its direct testimony, APS filed its rebuttal and APS

13 docketed its Notice of Publication which indicated that the required notice was published in The

I

l

l

14 Arzkona Republic on January 15, 2005.

15 13. On January 28, 2005, a telephonic procedural conference was held pursuant to request

16 by APS and a Procedural Order was issued granting APS' request for a suspension of the procedural

17 schedule in order to allow it and the parties to discuss settlement of these consolidated matters.

18 14. The February 2, 2005 noticed hearing date was held to take public comment and no

19 members of the public appeared to make public comment.

20 15. On February 25, 2005, Stat? filed a Proposed Settlement Agreement on behalf ofAPS,

21 the estate of the Complainant, and Star The Settlement Agreement is attached hereto as Attachment

22 A.

23 On March 2, 2005, a Procedural Order was issued setting the consolidated matters for16.

24 hearing on the Settlement Agreement.

25 17. The hearing was held on April 7, 2005 before a duly authorized Administrative Law

26 Judge of the Commission at i ts offices in Phoenix, Arizona. The Complainant, APS, and Staff

27 appeared through counsel, and APS and Staff presented witnesses who testified in support of the

28 Settlement Agreement. On April 18 and 20, 2005, APS and the Complainant's attorneys,

PA GE # .286
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l

1 respectively, filed information with the ComMission about their time and expense litigating these

2 matters.

18.3 As of October 18, 2004, APS had over one million meters installed m the field of

4 which approximately 175,000 were on accounts billed on a demand rate, arid APS employed

5 approximately 158 meter readers.

6 19. Billing on non-demand accounts is based on accumulated usage, so that when a bill is

7 estimated one month, the next month's "actual reading" will be used to "true-up" and charge for the

8 actual usage. Billing on demand accounts requires a read and resetting of the demand on the meter

9 each month, so if an estimated demand is used, there is no way to "true-up" a deunand charge the

10 following month.

20.

I

l l Prior to implementing a new CIS in September, 1998, APS used a customer-specific

12 load factor demand estimating methodology and in March 1999, APS began using class average load

13 factors to estimate demand for residential customers and certain general service customers.

14 21. Based upon its analysis of five different demand estimation methodologies, Staff

15 concluded that the use of class average load factors is the least accurate method.of estimating

16 demand, and that the use of customer specific kW &om the prior month is the most accurate method

17 of estimating demand..

18 22. The number of estimated bills can be reduced by improved access to customer meters.

23. Customers value and expect to receive timely, accurate, and understandable bills for

I

I9

20 electric usage.
.

21 24. Thc findings contained within the Settlement Agreement are incorporated herein.

22 25. The Settlement Agreement addresses and resolves the issues raised in the Complaint

23 and in the Application for Declaratory Order in a fair and reasonable manner.

24 CONCLUSIONS OF LAW

g
i
|

I

I
!
I

I

i
I

I

25 l . Arizona Public Service Company is a public service corporation within the meaning of

26 Article XV of the Arizona Constitution arid A.R.S. §§40-202, 203, 245, 248, 321, 322, and 361.

27 2. The Commission has jurisdiction over Arizona Public Service Company and the

28 subject matter of the Complaint and application.

PA G E fl .287
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\
1

ORDER
l
l
l

l

1 3. Notice of the application we provided in accordance with the law.

2 4. APS is required to implement and follow its tariffs on file with the Commission.

3 5. The Settlement Agreement resolves all matters raised by the Complaint and in the

4 Application for Declaratory Order (as amended) in a manner that is just and reasonable, and promotes

5 the public interest.

6

7 IT IS THEREFORE ORDERED that the Settlement Agreement attached hereto as

8 Attachment A, is approved.

9 IT IS FURTHER ORDERED Arizona Public Service Company shall comply with all the

10 terms of the Settlement Agreement, including timely filing all reports/audits and issuing credits to its

»IT IS FURTHER ORDERED that this Decision shall become effective immediately.

BY ORDER OF THE ARIZONA CORPORATION COMMISSION.

-
A  I
n

fAi144.
/  I HA COMMISSIONER4

.

. \

9
I

COMM SSIONER COMMISSIO

Commission to be affixed at the Capitol, in the city of Phoenix,
2005.

IN WITNESS WHEREOF, 1, BRIAN c. McNEIL, Executive
Director of the Arizona Corporation Commission, have
hereunto set my hand and caused the official seal of the

this * day of
I
1 /

A
EXEC

cEIL
D CTOR

LF:mj

ll customers.

12
13
14
15
16
17

18 COMMISSIONER
19

20

21

22

23

24

25 DISSENT
26

27 DISSENT
28 PAGE # 2,90
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PROPOSED SETTLEMENT AGREEMENT

l

Arizona Public Service Company ("APS" or "the Company"), the Estate of the
late Mrs. Avis Read ("Read"), and the Arizona Corporation Commission Staff ("Staff")
(collectively, "the Partier") hereby propose settlementof the following matters currently
pending before the Arizona Corporation Commission ("Commission"): APS' Application
for a Dcclaratory Order, Docket No. E-01345A-03-0775, Read's Formal Complaint,
Docket No. E-01345A-04.0657 (including any matters raised in the related Superior
Court case previously brought by Mrs. Read); and Staffs Inquiry into APS' Usage
Estimation, Meter Reading, and Billing Practices. These matters shall be collectively
referred to as the "Bill Estimation Matter." The following numbered paragraphs are
intended to resolve all issues associated with the Bill Estimation Matter.

RE ITAL

The purpose of this Agreement is to settle all issues presented by the Bill

»

1.
Estimation Matter in a manner that will promote the public interest. The Parties agree
that the terms of this Agreement will serve the public interest by providing just and
reasonable resolution of the issues presented by the Bill Estimation Matter.

|

2 . The Parties agree that the negotiation process undertaken in this matter
was open to all Parties and provided all Parties with an equal opportunity to participate.
All Parties were notified of the settlement process and encouraged to participate.

i I
3. APS acknowledges the concerns raised by Staifregarding APS' failure to

implementthe demand estimation procedures set forth in Rate Schedules Ec-l aridECT-
IR, notwithstanding APS' contention that these tariffs were implemented up until the
time that APS implemented its 1998 customer information system. APS expresses its
regret over its failure to properly implement these tariffs and states its intention to fully
implement all Commission-approved tariffs in the future.

4. APS acknowledges the concerns raised by Staff regarding APS' failure to
send Mrs. Read a monthly bill from September 1999 to January 2000 with respect to Mrs.
Read's non-demand account, notwithstanding APS' contention that its failure to bill Mrs.
Read was the result of complications associated with the implementation of its customer
information system. APS expresses its regret over its failure to send Mrs. Read timely
bills during those months and states its intention to use all reasonable efforts to provide
monthly bills to all customers in the fixture.

5. APS acknowledges that there were instances when it did not obtain access
to Mrs. Read's meter and that Staff has concerns about whether APS made all reasonable
efforts to resolve those access issues, notwithstanding APS' contention that it could not
obtain access to the meter. APS acknowledges that it could have done more to obtain

..~
_

<
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access to Mrs. Read's meter and states its intention to work to decrease the number of
"no access" meters in the fixture.

1

1. ESTIMATION ISSUES

r
I

6. The Parties agree that APS did not implement the demand estimation
methodology contained in Rate Schedules EC-1 and ECT-IR when it designed its bill
estimation procedures for its customer information system. The demand estimation
methodology set forth in those schedules provides for the use of customer specie kW
from the last actual read in order to estimate a customer's demand.

»

. 7. From April 1999 to the present, APS has used class average load factors to
estimate demand in most instances. The Parties agree Mat this estimation method tends
to result in a net underestimation of kw. The Parties also agree that the use of this
estimation method resulted in a greater overall net underbilling for customers subscribing
to Rate Schedules Ec-l and ECT-1R than would have resulted had APS implemented the
estimation methodology set forth m those schedules. The Parties agree that APS' class
average load factor method is less accurate than the tariffed method. Specifically, for the
statistical samples of customers with known kW considered in this proceeding, the use of
the tariffed method to estimate kW resulted in a greater central tendency toward the
known kW of die sample groups than the use of APS' class average load factor method.

8. APS' use of class.average load factors to estimate demand is consistent
with the requirements of A.A.C. R14-2-210 but inconsistent with the provisions of Rate.
Schedules Ec-l 8!ld ECT-IR.

9. APS' methods for estimating Mrs. Read's kW and kph resulted in
underestimation, which in turn resulted in underbills.

10. APS acknowledges that it has an independent obligation to implement its
Commission-approved tariffs.

l l. The Parties agree dirt the use of customer specific kW from the prior
month is the most accurate method for estimating demand of those methods analyzed in
this proceeding, by which the Parties mean that, for the statistical samples of customers
with known kW considered in this proceeding, the use of customer specific kW from the
prior month to estimate kW resulted in a greater central tendency toward the known kW
of the sample groups than the use of any of the other estimation methods considered in
this proceeding, including APS' class average load factor method.

12. When the appropriate data is available, APS shall use customer specific
kW from the prior month to estimate demand for all of its demand tariffs.

I

.
I

-

13. Customer-specific kW from the prior month will not be available if the
prior month's bill was an initial bill or an estimated bill.

. A .LE # 2,93
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14. For initial bills covering a period of fewer than eleven days, APS will not
bill demand. The customer's bill will consist of a prorated basic service charge, and kph
will be trued up in the subsequent bill. For initial bills covering a period of eleven or
more days, demand will be estimated using actual premises history from the prior month.
If no demand exists for the prior month or if the prior month's demand we estimated,
APS will estimate demand using the actual kW reading from the same month of the prior
year at the same premises. If it is determined that the general characteristics of the
previous customervary significantly from those of the current customer or if there is no
kW history for the premises, APS will estimate kW by first estimating kph and then
applying a class average load factor to estimate kw. Any initial bills issued in any of the
circumstances described in this paragraph shall contain a clear description of the charges
depicted in the bill. APS shall collaborate with Staff to develop appropriate language for
each of these circumstances.

»

l

15. If the Prior month's customer-specific kW is not available, APS will use
the customer's kW from the same month of the prior year as thebasis for the estimated
demand reading. If this customer-specific historical information is not available, APS
will estimate kW based upon premises-specific history, using the actual kW reading from
the last month at the same premises. If this information is not available, APS shall use
the actual kW reading &om the same month of the prior year at the same premises. If
none of the above customer-specific or premises-specific information is available, APS
will estimate kW by first estimating kph and then applying a class average load factor to
estimate kw.I

16. APS shall implement the demand estimation methodology set forth in
Paragraphs 12-15 of this Agreement withiN seven months of the Commission's final
approval of APS' bill estimation tariffs APS may use its existing bill estimation
procedures until APS has completed the implementation required by Paragraphs 12-15,
and bills issued before such implementation will not be invalidated for being based upon
APS' bill estimation procedures as they e>dst as of die date of this Agreement, except 8
set forth in Paragraphs 19 through 21. Nothing in this Agreement shall be construed as
eliminating APS' duty to properly, accurately, and consistently apply any specific bill
estimation procedure.

17. APS shall conduct a study to determine the impact of reclassifying May as

a non-summer month for purposes of kWh estimation. By December 30, 2005, APS shall

file a report with the Commission that describes the results of this study and that

discusses whether revisions to APS' bill estimation procedures are desirable.

18. APS shall not be required to recalculate demand estimations that are based

upon class average load factors and that occurred between April 1999 and the effective

date of the new kW demand estimation procedures specified in Paragraphs 12-15.

Demands estimated pursuant to APS' existing or prior class average load factor

estimation methodology shall not be subject to subsequent adjustment for being based

upon this methodology, except as specified in Paragraphs 19 through 21. Nothing in this

msE#l94
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Agreement shall be construed as eliminating APS' duty to properly, accurately, and
consistently apply any specific bill estimation procedure.

I

I

19. APS acknowledges that, due to implementation problems associated with
its customer information system, some of its demand estimates were higher than the
subsequent reads. APS shall credit all customers who, between September l, 1998 and
October 1, 2003, had an actual demand reading that was lower than die immediately
preceding estimate. An estimate of thesecredits is set forth inExhibit A. Credits shall
include interest at the established one year Treasury Constant Maturities rate, effective on
the first business day of each year, as published on the FederalReserve Website. Credits
for general service customers shall be adjusted to prevent double credits for the same
adjustment and to reflect ratchet demands and contract demands. APS' calculations of
these credits shall be reviewed in the audit required by Paragraph 39 arid, if the
CommiSsion determines that the audit referred to in Paragraph 41 is necessary, in the
audit contemplated by that paragraph. Within thirty days after the conclusion of APS'
implementation of Paragraphs 19 through 21, APS shalliile a report with the
Commission that accounts for the credits issuedpursuant to this Agreement.

_

I
!

20. APS shall make reasonable efforts to locate all customers who have left its
system and who are entitled to credits greater than or equal to $5.00 pursuant to
Paragraph 19. APS shall confer with Staff in order to determine the specific efforts that
APS will undertake to locate these customers. In order to be eligible for a credit, a
customer who has left APS' system must contact APS within 180 days after the
conclusion of APS' location efforts undertaken pursuant to this paragraph If a customer
who is entitled to a credit greater dram or equal to $5.00 cannot be located, APS shall add
the amount of the credit to the expenditures required by Paragraphs 22 through 24.

21. APS shall not be required to locate customers who have left its system and
who. are entitled, pursuant to Paragraph l9, to credits under $5.00. Such credits shall be
added to the amount of expenditures required by Paragraphs 22 through 24.

22. APS shall design a cost effective Access Improvement Program to achieve
a reduction in the number of instances of kW and kph estimation due to "no access"
issues. Unless otherwise ordered by the Commission, the Program shall apply solelyto
specific remedies, such as moving meters or installing appropriate meter-reading
technologies, for customer premises where access to the meter is a recurring problem.
Meter reading technologies applied in these circumstances shall include, but shall not be
limited to, remote ports or similar devices, advanced metering systems, and enhanced
radio technology. Expenditures made pursuant to this Program shall have a direct,
measurable effect upon APS' ability to obtain access to premises where access is a
recurring problem.

23. APS shall expend $600,000 on the program described in Paragraph 22,
and these expenditures must be separate from any ongoing or anticipated expenditures.
The $600,000 may be increased pursuant to Paragraphs 20 and 21. Expenditures
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associated with this Program shall be limited to implementing the measures set forth in
Paragraph 22.

24. APS shall submit the details of its proposed Access Improvement Program
to the Commission for approval within sixty days of the Commission's decision in this
case. After Commission review and approval, APS shall implement the Program over the
next six months. No later than fifteen months after the conclusion of theProgram's
implementation, APS shall file a report with the Commission that addresses the impact of
the Program and that details and verifies the Program's expenditures. APS' report shall
contain, among other things, a comparison of the number of mstirnated bills per thousand
bills issued during the twelvemonths following the Progurann's implementation to the
number of estimated bills per thousand bills issued during 2004. Expenditures associated
with this Program shall be examined in the audits set forth in Paragraphs 39 and 41 .

25. The following items .shall not be recoverable:
i
l

a. Any amounts expended pursuant to Paragraphs 19 dtrough 24.

I
b. Any training costs specifically attributable to implementing

Paragraphs 12 through 15. This provision is not intended to preclude APS Boy seeking
cost recovery of any reasonable and prudent training costs that arc not specifically
associated with implementing Paragraphs 12 through 15.

Any costs of the audits, reviews, or reports required by Paragraphs
I

c.
39 through 41.

I I

d. Any amounts expended in order to comply with Paragraphs 12-15
to implement CIS changes that are related in any way to estimating demand for
residential customers. This provision is not intended to preclude APS Hom seeking cost
recovery of any reasonable and prudent costs of implementing CIS changes that are
solely applicable to general service customers.

e. . Any one-time costs of implementing Paragraphs 32(b), 32(d),
32G<). and 33(b), and all other costs associated with implementing Paragraphs 32 and 33
incurred within 36 months after the Commission's decision in this matter..

26. APS shall amend all applicable rate schedules to remove language related
to estimation procedures. APS' estimation procedures for all rates shall be governed by a
bill estimation tariff that shall be consistent with the Coxnnlission's decision in this
matter. APS shall file its bill estimation tariff for Commission review within think days
after Commission approval of this Agreement.

27. For the purposes of APS' bill estimation procedures, the ten circumstances
set forth in Exhibit A to the January 24, 2005 testimony of Staff Witness Matthew Rowell
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I

shall be considered to be part of APS' bill estimation procedures, and APS shall adopt ally

Staff recommendations contained in that Exhibit A.

.28. If APS wishes to amend any of its bill estimation procedures in the iiiture,
it must file them as a tariff filing with the Commission.

11. METER READING I SSUES
4

29. The Parties acknowledge that customers have an obligation to provide safe

and unresu'icted access to the customer's electric meter in accordance with A.A.C. R14-

2-209(D), and APS acknowledges that it has an obligation to undertake reasonable efforts

to accomplish timely reads of its customers' meters.

30. APS estimated Mrs. Read's demand meter for the months of January,

March, April, and May of 1999.

»

31. APS acknowledges that accuracy in meter reading and in estimation of
kW and kph is an important public and regulatory policy. APS also acknowledges that
an effectiveway to improve the accuracyof billing is to reduce the number of times that
APS estimates kW or kph.

32. APS will implement the following provisions in order to decrease the
incidence of "no access" to customer meters:.

l

. a. APS shall provide evidence to the Commission that new
procedures have been put in place to ensure that stating resources are sufficient to
address emergency short-term needs for meter reading shops that are either smaller or
remote. A report that describes the new procedures and explainshow they reduce the
potential for "skipped" meter readings due to stating resource issues will be provided to
the Commission within six months of a decision in this matter.

b. APS shall revise the "No Access Meters" report, KM06R20, to
provide the following additional features:

i

--Report the present number of consecutive months that the meter
reading department could not access the meter so that the Administrative Coordinator can
track the steps required for each month of access problems and prioritize the APS
response. . .

I

I --Report the other instances that the meter reading department was

unable to read the meter during the previous twenty-four months to simplify

identification of recurring "no access" problems at the same premises.
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--Prioritize accounts to focus first on demand-billed customers
when working the "no access" report. APS should compile and maintain these reports for
purposes of the audits required by Paragraphs 39 and 41 .

l

1

c. APS shall develop and install a performance measure to monitor
the extent to which APS is complying with the Commission requirement to read meters
each month (no less than twenty-five days aler the last meter read and no more than
thirty-five days after the last meter reading). APS shall provide to the Commission a
description of its performance measure and the results of its analysis within six months of
a decision in this matter.

d. APS shall change the options settings in the citron software in all
locations so that the citron HHC used by meter readers in each of the APS meter read

shops no longer includes the last month's usage and the last month's meter reading. This

feature shall be disabled throughout APS' service territory within thirty days. of a

decision in this matter.

| .

.
I

_

e. For the next six years, APS shall provide the Commission with
biannual reports related to the status of the remote meter reading pilot and
implementation Plans. The reports shall provide a description of the meter reading
technology being implemented, APS' plan for implementation, the number and type of
customers involved in the pilot program, the costs associated with implementation, and
the operational efficiencies associated with implementation.

I
I
i

. f. APS will implement a pilot program to evaluate whether using an.
auto-dialer to communicate with customers who have experienced two consecutive
months of "no access" will facilitate resolution of additional "no access" accounts.
Such calls will be made within ninety-six hours before the scheduled read date, will
indicate the time frame if which the next read is scheduled to occur, and will indicate that
the schedule may be subject to change. APS' failure to call a customer in the
circumstances described in this paragraph shall not relieve the customer of the obligation
to provide APS with unrestricted access to the meter. APS shallmaintain records on the
number of instances that the auto-dialer is used to call customers in these circumstances
so that one may determine whether use of the autodialer improves APS' access to "no
access" meters. For the twelve months following Commission approval o.f this
Agreement, the results of this practice shall be reported to the Commission in quarterly
reports, beginning with the quarter ending September 30, 2005.

g. APS shall be required to implement a policy to ensure that meter
reading supervisors or their designees periodically inspect meter locations reported as "no

access" to verify that appropriate corrective measures are taken. APS shall file a copy of

this policy within ninety days of a decision in this matter.

h. APS shall continue to participate in benchmarldng studies that
compare its practices to other utilities in the industry. APS shall provide such
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bcnchmarldng analysis to the Commission and Staff on a confidential basis within ninety
days of the completion of such studies. .

i APS shall develop and install performance measures to document

the e8orts that ithas taken to secure an accurate reading of the meter alter the second

consecutive month of estimating the customer's bill for other than weather.I
E

4

j. APS shall specifically include the use of EZ-Read as one of the
steps taken to resolve a "no access" situation.

l

k. APS shall utilize available DB Microware reports to review lock-

outs by route to monitor trends in lock-outs and reduce the number of "Rio access" meters.

l. APS shall establish an internal process whereby, after three

consecutive estimates, continued instances of consecutive estimates due to "no access"

situations are reported and made.visible to increasingly higher levels of APS

management.

o

33. APS shall implement the following provisions in order to improve its
communications with its customers:

I

a APS shall train its Billing Service Representatives and others
involved in kW and kph estimation, meter reading, and billing processes to understand
that customers value an accurate bill. APS shall also train them to recognize that the
underestimation of kW and kph may result in problems for their customers. Finally, ¢
APS shall develop training procedures to familiarize these personnel with applicable
Commission rules and APS tariHls. These procedures shall stress the importance of APS'
adherence to Commission rules and tariffs. APS shall provide Staff with a description of
its training process within six months of a Commission decision in this matter.

APS shall provide a clearer notice on a re-billed amount. Suchb.
notice shall clearly state that the new bill replaces the previously issued bill and that the
customer should only pay the reissued bill amount APS shall make the appropriate
modifications to its billing system to implement this change no later than sixty days after
a final Commission decision in APS' pending rate case, Docket No. E-0l§45A-03-0437.

34. This Settlement takes no position on the validity or the applicability of the
amendments to A.A.C. R14-2-210. For purposes of this Settlement, the Parties agree that
APS should not be assessed a penalty for any alleged violations ofA.A.C. Rl4-2-
2l0(A)(5)(a) or 2 l0(A)(6)(b) and that any such alleged violations do not a.tTect the
validity of any estimated bills issued before the effective date of the Commission's
approval of APS' bill estimation tariff

I

I
|

I 35. If the Commission approves this Settlement, the Read Complaint shall be

dismissed with prejudice, provided that such dismissal shall not be deemed to preclude

Mrs. Read's attomcys from seeking any attorneys' fees to which died might be entitled
I
f
II
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under applicable law. This paragraph shall not be construed as an admission by any party
that attorneys' fees are appropriate in any forum.

111.BILLING ISSUES

¢

36. APS did not send Mrs. Read any bills for five months 'dam September
1999 to January 2000 due to implementation problems associated with its CIS, which
became operational in September, 1998..

I

37. APS acknowledges that it has an obligation to bill each of its customers in
accordance with A.A.C. R14-2-210(A).

38. This Agreement is not inteNded to diminish or to establish any rights in
any other customers who were not issued bills by APS as a result of APS' CIS
implementation problems, nor is this Agreement intended to eliminate APS' duty to
properly, accurately, and consistently apply any specific bill estimation procedure.

IV. CO ANC
»

I:
I

39. APS' Regulatory Compliance Department shall conduct an audit of APS'
kW and kph estimation, meter reading, and billing practices after the Commission issues
a final order in this matter and at least once every three years thereafter. These au.dits
shall also address APS' compliance with the provisions set forth in this Agreement, any
Commission order resulting therefrom, and Commission tariffs, rules, and regulations i
regarding estimation, meter reading, and billing. The results of the audit shall be certified
by APS' Director otlRegulatory Compliance. The results of the audit along with any
management response shall be provided on a confidential basis to the Commission and
Staff. APS shall either implement the audit's recommendations or provide the
Commission with a written explanation as to why any recommendations were not
implemented. APS shall complete the initial audit required by this paragraph and file a
copy of the audit report, along with any management response, with the Commission no
later than nine months after Commission approval of this Agreement. Subsequent audit
reports conducted pursuant to this paragraph shall be Sled within thirty days of the
completion of the audit.

40. APS shall conduct an internal review of its compliance program relating to
all Commission-approved tariffs and shall submit a report on a confidential basis to the
Commission and its Staff within twelve months of the CorrLmission's approval of this
Agreement. Such report shall include a description of all programs, processes, and
organizations utilized by APS to educate employees about tariff provisions and to ensure
compliance. The report will address APS' ongoing plans to ensure compliance with
Commission tariffs, any specific changes or additions to current practices that may be
necessary to ensure compliance, and the implementation plan for any recommended
modifications.

PABF #300
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I

»

41. Within thirty days after the completion of the actions referred to in
Paragraphs 39 and 40, APS shall file a report with the Commission that fully describes
the results of those actions and the Company's compliance efforts in this matter. If, after
consideration of those items, the Commission believes that an additional audit is required,
APS shall participate in a third-party audit by an independent auditor selected by Staff
and paid for by APS. This audit shall evaluate whether the Company's meter reading,
billing practices, estimation methods, and related management processes are adequate
and whether APS has appropriately conducted the actions required by Paragraphs 39 arid
40. The audit shall also evaluate whether the Company has complied with the
Commission's decision in this matter. The Commission will establish the timing and
budget for the independent audit at the time that it determines its necessity.

v. ML1§§§LmE§QlL$.B&Q!l§J.Qn§ l
l

42. APS shall withdraw the testimony of APS Witness Alan Kessler. APS
may offer the Accion Report through the testimony of another witness who is not
afI'iliated.with the Accion Consulting Group. All other Bled testimony and exhibits shall
be accepted into the Commission's record as evidence.

»

43. Each provision of this Agreement is in consideration and support of dl
other provisions, and it is expressly conditioned upon acceptance and approval by the
Commissionwithout change. Unless the Parties to dis Agreement otherwise agree, if the
Commission does not accept and approve this Agreement according to its terms, it shall
be deemed withdrawn by the Parties, and the Parties shall be free to pursue their
respective positions without prejudice. .

44. This Agreement represents the Parties' mutual desire to compromise and
settle dl disputed claims in a manner consistent with the public interest. This Agreement
represents a compromise of the positions of the.Parties. Acceptance of this Agreement is
without prejudice to any position taken by any party, and none of the provisions maybe
referred to, cited, or relied upon by any other party as precedent in any proceeding before
this Commission, any other regulatory agency, or any court of law for any purpose except
in furtherance of the purposes and results of this Agreement.

45. All negotiations relating to or leading to this Agreement are privileged arid
confidential, and no party is bound by any position asserted in negotiations, except to the
extent expressly stated in this Agreement. As such, evidence of conduct or statements
made in the course of negotiation of this Agreement are not admissible as evidence in any
proceeding before the Commission, any other regulatory agency, or any court. .

|

:
46. This Agreement represents the complete agreement of the Parties. There

are no understandings or commitments other than those specifically set forth herein. The
Partics acknowledge that this Agreement resolves all issues that were raised in the Bill
Estimation Matter and is a complete and total settlement between the Parties.

I
I
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47. Each Signatory Party will support and defend this Agreement and any
Commission order approving this Agreement before the Commission, before any other
regulatory agency, or before any court in which it may be at issue. This Agreement shall
not be construed to require the Commission to participate in any proceeding related to the
recovery of attorneys' fees in this or any related matter.

-#at
Dated thisei day of February 2005.

»

Arizona Corporation Commission staff

_By:

I

I

Ernest Johnson
Utilities Division Director
1200 West Washington Street
Phoenix, Arizona 85007-2927

Arizona Public Servicc Company

By:

I

I
I

;

Steven Wheeler
Executive Vice President of
Customer Service and Regulation
400 North Fifth Street
Phoenix, AZ 85072

Estate of Avis Read l

i

l

By:
Barry G. Reed .
Zimmerman Reed P.L.L.P.
14646 N. Kierland Blvd., Suite 145
Scottsdale, Arizona 85254
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47. Each Signatory Party will support and defend this Agreement and any
Commission order approving this Agreement before the Commission, before any other
regulatory agency, or before any coin in which it may be at issue. This Agreement shall
not be construed to require the Commission to participate in any proceeding related to the
recovery of attorneys' fees in this or any related matter. .

-at
Dated day of February 2005. l

l

» l

Arizona Corporation Commission Staff

By:
Emest Johnson
Utilities Division Director
1200 West Washington Street
Phoenix, Arizona 85007-2927

Arizona Public Service Company

l
By:

Steven Wheeler
Executive Vice President of
Customer Service and Regulation
400 North Fifth Street .
Phoenix, AZ 85072

Estate of Avis Read

By:
Barry G.

Suite 145
Zimmerman eed P L L.P
14646 N. Kierland Blvd.,
Scottsdale, Arizona 85254
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Exhibit A

Estimate of Potential Settlement Credits

September 1, 1998 through October 1, 2003
I
I

i
General Service . Residential Total!I

I

I
i
l
1$2,045,546 s171,686 $2,217,232

-

r
I

.

I
I

| I

Notes:
' Does not reflect any potential reductions due to account review. Actual Credits will reflect any reductions
due to double credits for same adjustment, ratchets and/or contract demands.
2 Does not include interest which would be calculated in accordancewith Paragraph 19.
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From: Connie Walczak
Sent: Wednesday, April 01, 2015 1:32 PM
To: AI Amezcua, Carmen Madrid, Deborah Reagan, Jenny Gomez, Michael Buck, Richard
Martinez, Tom Davis, Trish Meeter
Subject: FW: APS SMART METERS

FYI

What you might hear from APS is..... the meter stopped 'communicating' with the company.
Seems the Smart Meters are doing this more and more often. It may be for only a brief
period or a week or a month. APS seems to not have a problem with this 'non'
communication, they have Schedule 8, 3.1 to rely on which enables them to estimate the
bills. This can go on for months. They do not check the meter when they could retrieve
the data, rather, they estimate usage. They do not feel the meter is malfunctioning if it
begins communicating again. Even when it continues doing this for more than one
month.

From: Michael Buck
Sent: Wednesday, April 01, 2015 11:04 AM
To:Richard Martinez, Jenny Gomez, Al Amezcua, Deborah Reagan, Carmen Madrid, Trish
Meeter, Tom Davis
Cc: Connie Walczak
Subject: APS SMART METERS

Per Connie,

Has anyone in Consumer Services had any complaints concerning APS's inability to read
their Smart Meter's and estimating the bill? Appreciate the information.

Thank you

Mike Buck
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BEFORE THE ARIZONA CORPORATION COMMISSION

BOB STUMP, Chairman
GARY PIERCE
BRENDA BURNS
ROBERT L. BURNS
SUSAN BITTER SMITH

DOCKET NO. E-0I 345A-13-0069

APPLICATION

IN THE MA1'rER OF ARIZONA
PUBLIC SERVICE COMPANY
APPLICATION FOR APPROVAL OF
AUTOMATED METER OPT-OUT
SERVICE SCHEDULE 17

History of Automated Metering at APS.

Thomas L. Mum aw .-.
Melissa M. Krueger
Pinnacle Went Capital Corporation
400 North5  St ree t ,MS8 lm M ;
Phoenix, Arizona 85004 1 An 22 D u | 2
Tel: (602)250-3630 ..
Fax: (602) 250-3393 x v,'=f.'L
E-Majl: Thomas.Mumaw@pinnaiéléwest com

5 Me 1ssa.Krueger@pinnacllewest.com

6 Attorneys for Arizona Public Service Company

7

8

9 COMMISSIONERS

10

l l

12

13

14

15

16

17

lg Arizona Public Service Company ("APS" or "Company") files the attached

19 Automated Meter Opt-Out Service Schedule No. 17 ("Schedule l7") for the Arizona

20 Corporation Commission's ("Commission") review and approval. A copy of Schedule

21 17 is attached as Exhibit A.

22 A.
23 For approximately twelve years. APS has been installing automated metering

24 systems in its service territory. In 2004. the Company initiated a formal pilot program

25 intended to determine whether these meters would meet the needs of both APS and its

26 customers on an ongoing basis. Functionality of the meters, the ability of the meters to

27 appropriately measure usage during specific time periods. and the necessary interfaces

28 with the Company's customer information and billing systems were tested during the
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operational efficiencies including remote reading, remote connect and disconnect

capabilities. improved employee safety, elimination of the majority of the Companys

I Decision No. 69736 in Docket No. E~00000A-060038. dated July 30, 2001.
2 These concerns, however. have proven unfounded. See "Radio Frequency: Brief Review of
Science." Lceka Kheifets Ph.D., Professor of Epidemiology at UCLA. presentation given at Ariana
Corporation Commission Special Open Meeting September 8. 201 I. Additionally. APS has outlined the
steps it takes to protect customer information in its comments on the Draft Proposed Meter Guidelines
filed in this docket March 16. 2012.

l pilot period. The pilot program proved to be successful, and in 2006 APS began phasing

2 in automated meters in specific areas of the Company's service territory and has been

3 installing these advanced meters since that time. In Decision No. 69736, as a result of

4 deliberations on the requirements of the Energy Policy Act of 2005 and the Public

5 Utility Regulatory Policy Act ("PURPA"), the Commission adopted a modified version

6 of the PURPA time based metering and communication standards and directed that

7 "each electric distribution utility shall investigate advanced metering infrastructure for

8 its service territory and shall begin implementing the technology ...."'

9 Today, APS considers automated meters (hereafter "AMI Meters." "automated"

10 or "smart" meters) its standard metering configuration. These meters provide many

11

12

13 meter reading access issues, and reductions in energy theft. APS customers enjoy the

14 benefits of AMI Meters through the availability of hourly usage information, rapid

15 service order completion, less meter reading costs, and the ability to take advantage of

16 Company programs and rate options that require the functionality of automated meters.

17 As of the end of February 2013. the Company has installed over one million AMI

18 Meters.

19 In 2011, a small group of APS customers began voicing concerns to the Company

20 and the Commission regarding the perceived health effects of radio frequency

21 transmissions and the security of AMI Meter-transmitted data.' These customers, along

22 with other stakeholder and interested parties, requested the ability to retain the

23 Company's non~transmitting analog meters. To gain an understanding of the issues

24 surrounding AMI Meters, the Commission held a special open meeting in September of

25

26

27

28

- 2 -
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guidelines. ro which APS and other jurisdictional utilities provided comments, and

APS and other jurisdictions utilities jointly provided supplemental

which include a guideline aimed Ar allowing customers to request and retain non-

B. Customers With Non-Automated Meters Forfeit Benefits Offered by

AMI Meters.

1 201 l. At the conclusion of the meeting, the Commission directed Staff to develop

2 proposed metering guidelines with input from interested parties. Staff issued proposed

3 a

4 workshop was convened by Staff in March of 2012 for stakeholder input on the

5 guidelines.

6 comments to Staff in August of 2012. Staff issued revised guidelines in October of 2012

7

8 transmitting meters from their utility. The Commission has not yet acted upon Staff's

9 recommended guidelines.

10

11

12 As noted earlier, both the Company and its customers receive many benefits from

13 AMI Meters. Automated metering is an integral pan of the overall modem electric grid,

14 anticipated to provide safer, more reliable, and more efficient electric service when fully

15 deployed. AMl Meters create cost savings and contribute to reduced vehicle usage and

16 reduced COZ emissions. Customers with automated metering are able to actively

17 manage and reduce energy costs by reviewing hourly household energy usage provided

18 by AMI Meters. These customers may also participate in a variety of Company

19 programs designed to provideoptions to control energy costs and meet individual needs.

20 Conversely, customers who wish to retain non-transmitting meters such as analog

21 meters will forfeit any benefits provided by automated meters. Unl ike AMI Meters,

22 analog meters do not have the ability to communicate electronically and cannot track or

23 record usage data by time-of-day, therefore, a customer who elects an analog meter will

24 not be able to track, analyze, and manage energy usage to the same extent available to

25 customers with automated metering. Customers with analog metering will be unable to

26 take service under time~of-use ("TOU") rate schedules due to the relatively limited

27 technology of these meters, and will sacrifice any cost savings that may be associated

28 with a TOU rate structure because the ability to create savings by shifting energy usage

- 3 -
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APS's Proposed Automated Meter Opt-Out Program (Schedule 17).

l to off-peak hours will be lost. A non-automated metering customer will do be unable

2 to participate in programs or rate options that require the ability to remotely or

3 electronically communicate with the meter such as peak pricing rates, demand response

4 programs, and pre-pay billing.

5 Although customers with non-automated metering have limited choices with

6 respect to rate options arid other considerations, in accordance with Staff's proposed

7 meter guidelines the Company has developed an automated meter opt-out program

8 based on the customer feedback APS has received (to date. less than one-half of one

9 percent of the Company's overall customer base has requested non-transmitting analog

10 meters). APS's proposal, as described in the attached Schedule 17, will allow customers

l l to request a non-automated meter as an alterative to the Company's standard meter.

12 c .

13 APS prefers that all of its customers use the same type of meter where possible

14 - specifically, the Company's standard AMI Meter. However. under the program

15 parameters outlined in Schedule 17, APS will install a non-automated meter when a

16 residential customer of record elects to opt out of the Company's standard metering

17 program. As requested by APS customers. Schedule 17 identifies a non-automated

18 meter as an analog meter.

19 Participation in the Company's automated meter opt-out program is completely

20 voluntary, however. residential customers must meet certain eligibility requirements to

21 qualify for service under Schedule 17. For example. as APS must manually read analog

22 meters,3 opt-out customers must provide unassisted access to the Company's non-

23 automated metering equipment for meter reading and maintenance purposes.

24 Additionally. customers who in any way alter the accurate measurement of energy or

25 otherwise engage in energy theft, or have exhibited threatening behavior to APS meter

26

27

28

s APS has deployed AMI Meters to approximately 85% of its customers. Once deployment is
complete. APS will need far fewer meter readers because the Company's AMI meters are read remotely
and do not require the use of meter readers. In contrast. the analog meters that will be installed as pan of
Schedule 17 will require a meter reader to travel to the customer's location to read the meter each month.

- 4 -
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readers or other Company employees. will become ineligible and will be automatically

removed from the program by the Company. A full list of opt-out program requirements

and exclusions is set forth in the Company's Schedule 17.

Customers taking service under Schedule 17 will be placed on the Company's

Rate Schedule E-12 once the requested analog meter is installed at the customer's

residence. Rate Schedule E-I2 is the only residential rate option in which charges (other

than the basic service charge) are based solely on non-timed kilowatt-hour usage. As

discussed above, analog meters cannot record energy usage by time intervals; therefore.

no other residential rate schedule will be available to opt-out customers. For the same

reasons, opt-out customers will not be able to participate in critical peak pricing (Rate

Rider Schedule CPP-RES), peak-time rebates (Rate Rider Schedule PTR-RES), or the

Home Energy Information Pilot (Service Schedule 16).

installed on-site distributed generation such as a solar photovoltaic system will not be

eligible for this program because an analog meter is not able to record the bi-directional

electricity flow necessary to support certain distributed generation programs.

It is important to note that analog meters are no longer manufactured by any

domestic meter supplier. and only refurbished models are available for purchase from

established and reliable meter suppliers. The Company anticipates that these meters will

become more difficult to obtain and more expensive to maintain in the future.

Once the Company receives Commiss ion approval of Schedule 17, APS

anticipates notifying all customers of its automated meter opt-out program through a bill

message. In addition, APS will communicate information about the program on its

website. as well as through the letters and door hangers it uses to notify customers

1

2

3

4

5

6

7

8

9

10

l l

12 Also, customers that have

13

14

15

16

17

18

19

20

21

22

23

24 regarding the further deployment of AMI Meters. Customers who have already advised

25 the Company of their desire to opt-out of automated metering will be notified about the

26 program and will be provided with information regarding how to confirm election of an

27 analog meter.

28 pAss#3/L.
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D.

reduced fuel and vehicle maintenance costs, will be passed on to the entire APS

are savings diminished, the Company continues to incur certain costs in order to provide

l

customer in initial set-up costs. These costs include such expenses as installation and

opt-out program and the higher infrastructure costs associated with maintaining and

supporting a non-standard metering technology. In addition, the Company estimates it

meter programs in other jurisdictions while developing the Company's proposed

l Non-Automated Metering Cost Considerations.

2 One of the continued benefits of AMI Meter deployment is the reduction in

3 overall Company expense associated with meter reading. These cost savings, including

4

5 customer base as the Company continues to deploy AMI Meters throughout its service

6 territory. In contrast. when customers are allowed to choose a non-standard metering

7 option, these cost savings to the Company and its customers are diminished. Not only

8

9 non-standard metering over and above the cost of the meters themselves. Several factors

10 contribute to these costs. including APS's remote and geographically dispersed service

l l territory. Customers who create increased costs due to participation in an automated

12 meter opt-out program should bear responsibility for those increased costs or a portion

13 thereof.

14 Taking the foregoing into consideration. and identifying other additional

15 expenses associated with the provision of analog meters to a small segment of APS

16 customers, the Company estimates that it will cost approximately $75 per opt-out

17

18 refurbishment of analog meters. as well as the development and administration of an

19

20

21 will incur meter reading costs of approximately $30 per opt-out customer per meter

22 read."

23 APS investigated deployment of AMI Meters and requests for non-automated

24

25 program. Jurisdictions that allow customers to opt-out of an ANI] Meter almost

26 universally charge opt-out customers an up-front and/or monthly fee. However. the

27

28
4 This cost estimate is based upon 4,500 customers electing to optout. If fewer customers elect to
opt-out. then the costs could be higher. If more customers opt~out. then the costs could potentially
decrease depending upon the geographic locations of the opt-out customers.

- 6 _
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1 portion of cost related to automated meter opt-out programs that is assigned to the non-

2 automated metering customer and, conversely, the portion that remaining customers on

3 standard metering may be required to bear, has become a policy decision that has Varied

4 from jurisdiction to jurisdiction. For example, the Oregon Public Utilities Commission

5 assigned all additional costs to the automated meter opt-out customer, approving a one-

6 time set-up charge of $254 and a monthly charge of $51 for Portland General Electric

7 customers who take advantage of the utility's opt-out program. Commissions in Ohio,

8 Oklahoma, and the District of Columbia, however, have determined that no opt-out

9 option will be made available.

10 The California Public Utilities Commission, in contrast, has approved interim

l l non-cost-based charges of $75 for a set-up charge with a monthly meter reading charge

12 of $10 for its investor-owned jurisdictional utilities. Southern California Edison, Pacific

13 Gas and Electric, and San Diego Gas and Electric have all been authorized to track costs

14 not recovered from opt-out customers for eventual recovery from all customers.

15 Likewise, the automated meter opt-out program approved by the Nevada Public Utilities

16 Commission for NV Energy is a four-year pilot program with set-up charges of $52.86

17 and a monthly meter reading charge of $8.82. These charges will be re-evaluated at the

18 end of the pilot period.

19 Additionally, several jurisdictions are currently conducting proceedings in which

20 opt-out programs and fees arc being considered (including Texas and Michigan). For

21 the Commission's convenience, Exhibit B provides examples of charges allocated to

22 non-standard metering customers in selected jurisdictions.

23 E. Conclusion.

24 For the reasons set forth above, APS respectfully requests that the Commission

25 approve APS's proposed Schedule 17. Schedule 17 addresses APSs customers'

26 requests to opt-out of automated metering in a reasonable manner.

27

28

-7-
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EXHIBIT A

SERVICE SCHEDULE 17
AUTOMATED METER OPT OUTGaps

The purpose of this service schedule is to provide a voluntary. NonAutomated Metering service option for eligible
customers that do not wish xo be served by the standard Automated Metering equipment. Arizona Public Service
Company (Company) will provide such service upon Customer request according to the following terms and
conditions.

I Definitions

l . l A!;lgrpggQ_l\_4gt9l. An automated meter is an electronic measurement device that records arid
communicates information regarding the use of electricity through one or twoway wireless
communications technology. Automated metering (also referred to as advanced metering) is the
Companys standard method of measuring electrical usage.

1.2 Q £. Customer means the person or entity in whose name service is rendered. as evidenced
by the signature on the application or contract for that service. or by the receipt and/or payment of
bills regularly issued regardless of the identity of the actual user of the service. (See A.A.C.R1 4
2201 .9.)

LE Mgg_1§M8893 Customers who alter or bypass a meter or alter accurate measurement of
energy without prior authorization from the Company are meter tampering. Common examples of
meter tampering include broken meter seals and the use of any device that alters the accurate
recording of the flow of electricity. (See A.A.C. RI 4-220| .26.)

1.4 orated t r

i

. For purposes of this service schedule. dies type of meter is commonly
referred to as an analog meter. A non~automated meter (analog) has no wireless communication
ability.

2 i. .  n o f S e r v

2.1 This service schedule governs the provision of a voluntary. optional metering service for eligible
residential customers who request a Non-Automated Meter and a manual meter reading process.

2.2 The request for enrollment in this service schedule must be made by the Customer. An enrollment
request by another person or entity will not be accepted.

2.3 The Company will determine the Customers eligibility enroll the customer in the service
schedule. install n NonAutomated Meter, schedule the Customer for manual meter needs, make
any necessary changes to the Customer's rate schedule ms described below. and begin to assess the
additional metering charges.

2.4
i

l
The Company will manually read non-automated meters once a month. If an estimated monthly
billing meter read is required. the estimate will be performed in accordance with Service Schedule
8 (Bill Estimation). However because Service Schedule 17 represents a voluntary nonstandard
motor reading process. the reasons for estimating a bill is expanded beyond those provided in
Service Schedule 8 to include manpower availability and transportation reliability.

Anl7onA PUBLIC SERVICE COMPANY
Phoenix. Arizona
Filed Hy: Challd A. Micssner
Title: Manager. Regulation and Pricing

Original
A.C.C. No. xxxx

Sgyigg Schedule 17
EffecUvc XXXX
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EXHIBIT A

SERVICE SCHEDULE 17
AUTOMATED METER OPT OUTG ops

3

3. I This service schedule is available to residential Standard Offer Customers. as defined in the
Companys Classification of Services and Service Schedule I (Terms and Conditions for Standard
Offer and Direct Access Services).

39 This service schedule is available for Customers whose electrical service can be reasonably and
economically provided through n Non~Automated Meter. as determined by the Company.

3.3 The eligible Customer must meet and maintain meter access requirements and avoid the default
provisions described below.

4 Usewth r tea

In general. this service schedule may only be used in conjunction with rate schedules. rate rider schedules.
service schedules and billing options that can be reasonably and economically provided with u Non
Automated Meter, as determined by the Company.

4.1 This service schedule may only be used in conjunction with the standard Rate Schedule E la.
Other rule schedules. such as timeofuse rates or demand rates. are not available with this service
schedule.

4.1.1 A Customer that is currently served under another rate sdledule will be automatically
placed on Rate Schedule E12 when service begins under Mis service schedule.

l

4.2 This service schedule may be used in conjunction with the Company's limitedincome support and
medical equipment programs, Rate Rider Schedules E3 and E4. However, the monthly billing
discounts provided in those programs shall not apply ro the charges in this service schedule.

4.3 This service schedule may not be used in conjunction with any demand response programs and
associated rates. rate riders, or service schedules that my be offered and revised from time to time
because a NonAutomated Meter is not capable of supporting the load recording requirements for
these programs. These programs include but are not limited to. critical peak pricing (Rate Rider
Schedule CPPRES). peaktime rebates (Rate Rider Schedule PTRRES). and the Home Energy
Information Program (Service Schedule IN).

4.4 A Customer participating in this service schedule may not have onsite distributed generation.
such as a solar photovoltaic system. A NonAutomated Meter is not able to sword the bi
directional electricity flow necessary to support these programs.

4.5 This service schedule may not be used in conjunction with other programs that may be offered and
revised from lime to time that require or rely on an Automated Meter, such as Rate Rider Schedule
CMPWI (Community Power - FIagstaffSandvig 04)

ARIZONA PUBLIC sawlce COMPANY
Phoenix. A|i 1on|
Filed by: Chula A. Mieuna
Title: Manager. Regulation ltd Pricing

Original
A.C.C. No. XXXX

Service Schedule 17
Elfxlivez XXXX

Page 2 of 4
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EXHIBIT A

SERVICE SCHEDULE 17
AUTOMATED METER OPT OUTr

5

5.1 Participants in this service schedule will be assessed the following charges, which are
go the metering and meter reading charges provided in Rate Schedule E IN.

1
l

5.1.1 NonAutomated Meter Set~Up: $75.(X) initial charge. and

5.1.2 NonAutomated Meter Fee: $30.00 p¢fl¢l1d

5.2 Service and charges under this schedule will begin on the next billing cycle after the Non
Automated Meter is installed. which will depend on the availability of metering equipment and
personnel.

5.3 The first monthly bill under this service schedule will include both the NonAutomated Meter Set
Up and the NonAutomated Meter Fee. Subsequent bills will include the NonAutomated Meter
Fee.

6 Met rA

6.1 The Customer must provide adequate access to the metering equipment for the Company or its
authorized agents in order to be (nr remain) eligible for this service schedule. Adequate access
include. but is not limited to. unassisted 24 hour a day. seven days a week access tn the Non-
Automated Meter for meter reading or maintenance purposes.

6.2 If the Customer fails to provide unassisted access for two consecutive months or three months in
any twelve month period. participation in this schedule will be discontinued. Schedule l,
Section 5.4 will apply to any further ucoas issues at u site.

7 f visions

The Company may. without liability, discontinue a customer's participation in this service schedule without
prior Customer consent under any of the following conditions:

7.1 The Company observes. or has evidence of. nm imminent or ongoing hazard to the safety of
persons or property.

7.2

7.3

7.4

8

The Company observes. or has evidence of. meter tampering. energy diversion. or fraud.

The Company has evidence of unauthorized use or resale of electric service.

Company employees have received verbal or physical threats.

i . . . . .

8.1 A Customer may request to discontinue participation in this service schedule at any time.

ARIZONA PUBLIC SERVICE COMPANY
Phoenix. Arizona
Filed hy: Chufa A. Miessner
Tick: Manage. Regulation Md Pricing

Original
A.C.C. No.x x x x

Service Schedule 17
Effective: XXXX

Page 3oi4
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EXHIBIT A

sERvicE SCHEDULE 17
AUTOMATED METER OPT OUTGaps

8.2 Participation may dm be discontinued by the Company due to a default condition or if the Customer
terminates electric service, or if customer fails to comply with Section 6.

8.3 If participation is discontinued. the Company will install an Automated Meter at no additional
charge, remove the customer from the service schedule. and dismntinue the Non-Automated Meter
Reading Fee on the next billing cycle thereafter.

8.3.1 The Company will make best efforts to complete the meter installation within think business
days of a default condition or Customers request to discontmue participation in this service
schedule.

8.4 If participation is voluntarily discontinued, the Customer must remain on standard Automated Meter
service for a minimum of twelve months before requesting Io reenroll in this service schedule.
Customers reenrolling under this schedule will be subject to die NonAutomated Meter Set~up Fee.

9

9. I The customer assumes all responsibility for, and agrees to save Company harmless against, all
liability. damages. judgments fines. penalties claims. charges, costs and fees incurred by the
customer resulting from nonautomated metering.

ARIZONA PUBLIC SERVICE COMPANY
Phoenix. Ariana
Filed by: Charles A. Minna
Talk: Manager. Regulation and Pricing

Original
A.C.C. No. xxxx

Service Schedule 17
Effativez XXXX
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Charge Without a Cause?
Assessing Electric Utility Demand Charges on Small Consumers

Electricity Rate Design Review Paper No. I

lntrod action & Overview

There has been significant recent attention to the possibility of including demand charges n the electricity
rates charged to residents and small businesses. Electric utilities have historically served these 'small
customers' under a two-part rate structure comprised of a fixed monthly customer charge that recovers tie
cost of connecting to the grid and an energy charge (or charges) that recover all other costs. Much of this
attention to the issue of demand charges for small customers has been initiated by electric utilities
reacting to actual or potential reduction in sales, revenue and cost recovery.

Demand charges are widely familiar to large, commercial and industrial customers, where they are used
to base some portion of these customers' bills on their maximum rate of consumption. While a customer
charge imposes the same monthly cost for every customer in a rate cuss, and an energy charge usually
imposes the same cost per unit of energy used over a big period of time (e.g, the entire year, a month, or
all weekday summer afternoons), most demand charges impose a cost based on usage in a very short
period of time, such as 15 minutes or one hour per month. The timing of the specific single maximum
demand event in a month that will result in demand charges B generally not known in advance.

The goal of Mb document is to unpack the key elements ofdemand charges and explore their effect on
fairness, efficiency, customer acceptability and the certainty of utility cost recovery. As will be evident,
most applications of demand charges for small customers perform poorly in all categories. Following are
five key takeaways:

• Residents and small businesses are very diverse in their use of electricity across the day, month and
year-most small consumers' individual peak usage does not actually occur during peak system
usage overall The means that traditional demand charges tend to overcharge the individual small
Collslllllcl.

•

I

•

I

Apartment residents are particularly disadvantaged by demand charges because a particular apartment
resident's peak usage isn't actually served by the utility. Utilities only serve the combined diverse
demand of multiple apartments in a building or complex rather than the individual apartment unit.

Demand charges are complex, difficult for small consumers to understand, and not likely to be widely
accepted by the smaU customer groups.

Very little ofutility capacity costs are associated with the demands of individual small consumers .
Nearly all capacity is sized to the combined and diverse demand of the entire system, the costs of
which are not captured by traditional demand charges. If consumers actually were able to respond to a
demand charge by levelizing their electricity usage across broader peak periods, then utilities would
incur revenue shortages without any corresponding reduction in system costs.

Demand charges do not offer actionable price signals to small consumers without investment in
demand control technologies or very challenging household routine changes. This results in
effectively adding another mandatory fixed fee to residential and small consumer electric bill.

PAGE # 323
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Legacy Demand Charges

While there are a large number of variants on the basic theme, the standard demand charge s a fee in
dolors per kW times the customer's highest usage in a short (e.g. one-hour) period during the billing
month. These charges are nearly wiiversal for industrial and larger commercktl customers.

Tos rate design B a legacy ofthe la"' century, when utilities imposed demand charges to differentiate
betweencustomers with fairly stable loads over the month (mostly industrial loads) from those who used
Hts of energy in a few hours, but much less the rest of the month. Utilities recogNized that the latter
customers with peaky loads were more expensive to serve per kph, and monthly maximiln demand was
the only other measurement available given existing meter technology at the time.

•

•

•

•

Beyond the standard design, variants include:

Billing demand computed as the highest load over 15 or 30 minutes, rather than an hour;

Charges per kVA rather than per kw, thereby incorporating power factor;

Charges that are higher in some months and/a some daily periods than in others;

Ratchets, in which the demand charge can be set by the highest load in the preceding year or peak
season, as well as the current month, and

e Hours-use a load-factor rates, where the price per kph declines as monthly kph/kw increases,
thereby incorporating an effective demand charge within an energy charge framework. For example:

First 200 kph/kw $0. 15
\ l ' l \ Y "1 W

Over 400 kph/kw

For a high load factor customer (e.g. over 400 kph/kw, or60%), the works out to a $14/kW demand
charge. But, for a low load factor customer with high peak demand at some tmes but otherwise hw
usage, lice a school stadiwn lighting system with only 20 hours/month of mage, the rate design
example works out to $1/kW (20 hours x .05A<Wh built into the first 200 kph/kw).

Demand-Charge Design Elements

As noted above, the standard demand charge uses the billing demandat the time of the customer's
greatest consumption, integrated over a short period such as one hour, measured monthly. Thls, the
charge is based on a single hour out of the 720 hours of a 30-day month, with each customer charged for
bad in whichever hour their maximum demand occurs, regardless of coincidence with the peak demand
of the system. Because a customer's individual peak demand can occur at any mc of day and not
necessarily during the hour when system costs are greatest, the standard demand charge does not
generally reflect cost causation. There are three categories of design options for demand charges: the time

at which demand s measured, the period over which demand is averaged, and the frequency omits
measurement.

Timing of billing dh rand measurement

The term "peak demand" is used m many different waysin utility jargon Thesepeaks include the

following:

3PAGE # 3,25
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Customer peak: Each customer experiences a non~coincident' maximum demand (NCP) at some
point in the month. That value is typically used in legacy demand charges. Each customer also
experiences a maximum non-coincident demand for the year (i.e. the highest of 12 monthly maximum
non-coincident demands). This value is used for demand charges with ratchets.2

Equipment peak: Each piece of utility transmssion and distribution equipment experiences a
maximum load each month and each year. Utilities often have detailed data on the timing of loads on
substations, transmission lines, and distribution feeders. They use those data for system planning, but
usually not in setting rates. The capacity of equipment varies with weather, when temperatures are
cooler, equipment dissipates heat better and has more capacity.

Class peak: Utilities generally estimate a class peak load for each customer class (e.g. residential,
small commerciaL large commercial), which may occur at different hours, months and seasons.
Aggregated class peaks are often used in allocating some distribution costs to classes.

System peak:The entire system experiences a ma>dmum peak in each month, one of which will be
the annual maximum peak. Loads of customers or customer classes measured at the time of the
maximum monthly or annual system peak are said to be coincident demands for that month or year.

Designated or seasonal peak' Utilities often designate a "peak period" for one or more months,
when there is a high probability that the system's highest peak demands will occur, such as 3-7 p.m.
from June through September. However, these designated peak times are based on expectations and
do not necessarily coincide with actual system peak. Demand charges may measure each customer's
highest one-hom demand during these periods. This is sometimes incorrectly referred to as a
'coincident peak demand charge,' or a 'demand time of use rate.'

Because of their diversity in energy usage, customers' individual non-coincident maximwn loads usually
do not occur at the same time as the peaks on the system as a whole -or even at the same time as peaks
on the local distribution system. Thus, in addition to not reflecting the customer's contribution to utility
costs, billing on the customer maydmum demand does not effectively encourage customers to reduce their
conte&>ution to costs, and may actually encourage customers to move load from the times of their
individual maximum demands to times of high system loads and costs. Unlike attempting to capture
customer coincident demands, billing parameters for customer noncoincident load is relatively easy to
measure. However, these loads are difficult to control, and a single brief unusual event (e.g. simultaneous
operation of multiple end uses or equipment failure) can set the billing demand for the month and year.

With modem utility metering, utilities have the option of charging for customer loads at times that more
closely correspond to cost causation -times when the system (or its various parts) is experiencing its
maximum demand. A range of approaches are available:I

Actual coincide nt peaks.Because many cost allocation systems assign at least a portion of
generation and transmission costs to customer classes on the basis of customer class contributions to

the system peak(s) - the coincident peak or "CP" method -there is some logic behind billing on
the basis of the individual customer's contribution to the system peak A significant challenge with
CP billing is there is no way to know that a particular hour will be the system peak, even as it is
occurring, since a higher load may occur later m the day, month, season or year. The utility could
provide customers with information on current and forecast loads, and each customer could try to
respond to the possibility oa system peak, spreading out their response across many high load hours,

' The tern "non-coincident"mcans not inlenlionallycoincidentwith, i.e. at the same time as, the system peak.
Coincidence with the system peak would only be by happenstance.
2 The sum over customeis by class of maximum non-coincident annual peak demands is used by some utilities in
allocating some distribution costs.
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only one of which will actually be used m computing billing demand. Lice Russian Roulette, it is
likely to be difficult for many residential and small commercial customers to understand and respond

to ths type of system.

Designated peak hours.Rather than computing the billing demand for the actual system peak hours,
the utility could, on relatively short notice, designate particular hours as potential peak (or potentially
critical) hours and compute the billing demand as the average of the customer's load m those hours.
This approach is similar to the designation of critical peak periods in some time-of-use rates or peak-
time rebates in some load-management programs. Provided that the potential peak how information
can be effectively communicated to all customers subject to the structure, the ability to respond

should be somewhat improved over the NCP and CP approaches.

Forecast peak periods.Rather than designating individual hours for computation of billing demand,
a utility could designate a peak window, such as noon to 4 p.m., when the system is likely to
experience a peak or other critical condition, and set the billing demand as the customer's average
consumption during that window. The hours around the system peak hour also tend to experience
loads close to the actual peak load and contribute to reliability risk. Shifting load from the peak hour
to one how earlier or later may create a worse situation in that new hour. Here too, customers may be
better ask to respond to forecast peak periods than to individual hours, even if the period is only
designated the day before or a few hours before the event.

Standard peak-exposure periods. In the above examples, customers may only lead about peak
periods after-the-fact or just a day or hours before they are set, but utilities cold set time periods
farther in advance, for instance in a rate case as part of the tariff itself. Especially for small customers,
establishing a faced period in which peaks and resource insufficiency are most likely, such as July and
August weekdays or even more narrowly non-holiday summer weekday periods between noon and 4
p.m., may be more acceptable and effective than declaring the demand-charge hours on short notice.
This approach trades improved predictability for customers for a diminished relationship to system
costs. Customer response, such as limiting their maximum energy demands during the known peak
periods, would be similar ro the response to time of use rates, but with the consequences of not
respondmg potentially more dire.

Period of billing demandmeasurement

Measurement of the customer's billing demand can occur over a wide variety of time frames. An
instantaneous or shop-duration measure of billing demand is possible but would penalize customers with
overlapping loads of standard behind the meter technologies. Many residential customers have limited
choice or control over when they use appliances. For example, electric furnaces and waterheaters can
consume significant levels of electricity, with common models drawing 10.5 kW and 4.5 kw,
respectively. Air conditioners draw from 2 kW fore one-ton capacity model to 9 kW for a five-ton model.
in addition, common hair dryers typically draw l kW and often more, the average microwave or toaster
oven can draw l kw, and an electric kettle can draw I kw.

l

l

l

It is easy to see how the typical moving routine for a family would result m an instantaneous peak

demand of as much as 18 kW and demand over a one-hour period m excess of 10 kw. A billed demand of
10 kW or more would result in high and hard-taavoid charges, m addition to a faced monthly charge,
meaning that this household would have little to no control over the bulk of its monthly bill.

l While families may be able to understand how this peak demand occurs, school schedules and work
schedules may allow little flexibility to do anything about it. Further, many of these devices are designed
to be automatically controlled by thermostats that would be difficult to override on a short-term basis to
avoid demand charges. Moreover, these overlapping appliance demands do not drive costs on the system.
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This example shows the electric demand of a moving schedule, while peak system demands are often
later in the day. In addition, customer diversity can spread these demands out, diluting any effect on peak
system demand.

At the other creme, the billing demand measure could be 720 hours, for a 30day month. This billing
period would capture all the loads imposed by the customer to the utility system and requires no new
metering. In fact, this billing approach is in common practice today and is known as the two-part rate,
whkh charges customers for demand during each hour of each day of the billing period (a.k.a. energy) on
top of the basic flat monthly customer charge.

Within Rhs spectrum, the most common billing demand periods in practice today for commercial and
industrial customers (outside of the two-part rate) range from 15 minutes to 60 minutes.' Short periods of
measured billing demand are more difficult for customers to manage. For example, an apartment dweller
who takes a shower and dries their hair while something is in the oven can run up demand of 10 kW or
more, even though the average contribution to the system peak across units in the same apartment
building is typically no more than 2 or 3 kw. Longer periods of measurement, such as 60 minutes or the
average demand over several hours, tend to dilute the impacts of very short-tem1 events.

l

There s great diversity in maximwn loads among residential consumers. As mentioned above, demand
charges have historically only been applied to large commercial and industrial customers, with a
multitude of loads served through a single meter, and generally a dedicated transformer or transformer
bank. For very large industrial customers, there is typically a dedicated distribution circuit or even
distribution substation. So for these customers, diversity occurs on the customer's side of the meter, such
as when copiers, fans, compressors, and other equipment cycles on and off in a large office building.

For residential consumers, there is also diversity -but it occurs on the utility's side of the meter as
customers in different homes and apartments connected to the same transformers and circuits Lise power
at different moments in time. The point is that the type of rate design that is appropriate for industrial
customers, who may have a dedicated substation or circuit, is not necessarily appropriate for residential
customers who share distribution components down to and including the final line transfonner.

I

I

I

Indeed in the example in the previous section regarding measurement of peak demand during a window
designed to capture higher-cost hours (i.e. standard peakexposure periods), one can
envision a peak demand period that covers the entire window. Such an approach may be more closely tied
to cost causation, but it would be difficult for the customer to respond unless measurement occurred each
day and was averaged for the full billing period.

Frequency of billing demandmeaazrement

By far the most common frequency of measurement is once per month. However, this is not the result of
carefulstudy and analysis, but is rather matter of convenience related to the selection of billing periods
approximating one month. Months and billing periods are arbitrary creations, whereas cost variation tends
to be more seasonal in nature at the macro-scale, weekly at a mid-scale (workdays vs. weekends and
holidays), and daily at a microscale.

However, actual generation capacity requirements are driven by many high-load hours, which collectively
account for most of the risk of insufficient capacity following a major generation or transmission outage,

J A related decision point is specifying whether the billing demand period to be measured is random or clockbased.
For e>ample, can a 60-minute billing demand period begin at any lime, or should it be restricted to clock hours"

6
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so any single peak customer load B unlikely to provide optimal price signals. Pragmatically, loads of very
short duration -the highest 50 hours per year or so - are best served with demand response measures
that require no investment whatsoever in generation transmission, a distribution capacity.

Some commercial and industrial customs are subject to what are called "demand ratchets" which set the
minimum billing demand for each month based on a percentage (typically 50% to l00%) of the maximum
billing demand for any month in the previous peakseason(summer or winter) or previous ll or 12
months. While ratchets smooth revenue recovery for the utility, they are the antithesis of cost causation in
a utility system who diversified loads, and can severely penalize seasonal bads. The resulting
unavoidable fixed charges impair the energy conservation price signal to customers. Therefore, billing
demands could reflect cost causation more closely by having seasonal elements, and also weekly and
daily element, but this increases the complexity. Akematively, demands could be measured and averaged
over the 100 hours each month that contribute most to system peak k>ads.'

Finally, as discussed relative to the period of measurement, if kW of demand were to be measured in
every hour of the month and summed the resume would be the current two part rate with no additional
more expensive metering required.

Evaluation of Demand Charges

Loads, loadmanagement and load diversity

The costs that utilities typically recover in existing demand charges applied to large customers include
those that are usually assigned to customer classes on the basis of a demand allocator.' Thesecosts tend
to be fixed for a period of more than one year, and usually include one or more of the following:

• Generation capacity costs (cost of peaking generators and all or a portion of the cost of baseload°
units)

l

•

Transmission costs (all or a portion)

DistrUxrtbn costs (all or a portion of distribution circuits and transformer costs)

Some utilities utilize separate demand charges for each major function, or sometimes group functions
together, such as generation and transmission, that are allocated to customer classes on sinlilar bases. r

Because billing demand is a function of the total load of a customer's on-site electrical equipment
operating simultaneously fore relatively short period of time, the demand charge may act as an incentive
to levelize demand across the day. The types of large commercial and industrial customers that are
currently subject to demand charges are usually sophisticated enough to understand the sources and
timmg of their electrical equipment and its consequent energyconsumption." Many, i.e. over half? have

4 Such a systemwould be more likely to capture high loads and peak denunds on the systemsub-functions,e.g.
transformers, feeders, substations,transmission,and generation.
5 It should be noted that so jurisdictions allocate a portion oflixzd costs on average demand, or energy.
6Because bascloadunitsserve all hours,many regulators have used the Peak Credit or Equivalent Peaker method to
classify caseload plant costs between Demand and lhergy. For ezarmle. in Washingtonit'sabout 25% deemed,
75% energy. In marginal cost studies,only the costofa weaker is typically considered demand-related.
1 Most utilities do not apply demand charges to small commercial customers under20-50 kW demand.
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energy managers whose job m part is to manage that energy consumption m light of the rates and rate
structure of their' local utility. Monitoring and bad management equipment can be employed to maximize
profilable industrial processes while avoiding new, higher peak demand charges. In other words,
sophisticated large commercial and industrial customers may use energy management systems to restrain
demand by scheduling or controlling when different pieces of equipment are used like fans, compressors,
electrolytic processes, and other major equipment, in order to levelize the load over the day. Because
these large customers have a diversity onuses on their premises, they may be able to manage that
diversity topresent a relatively stack load to the utility? However, because individual customer demand
often does not coincide with system demand, much of the demand management activity by the more
sophisticated large customers is essentially pointless and wasteful from a system cost perspective.

Moreover, while it appears utilities believe demand-charge revenues are more stable than energy
revenues,the stability of demand charge revenue even for large customers k highly depended on the size,
load factor and weather sensitivity of the large customers.

The sophistication of large customerenergy management does not currently exist for most small
commercial and residential customers. These customers have a great deal of load diversity, but that
diversity is not within a smgle customer but between different customers using power at different times
(see Appendix B). In these classes, because each customer is served through a separate meter, K is
unlikely that individual constituents will havemuch ability to reduce the overall system demand or t:heir
own maximum billing demand in any significant way without acquhitbn and effective use ofadvanced
load monitoring and management technologies. Residential demand controllers are marketed to all-
electric customers (e.g. at some rural utilities with limited circuit capacity) that have implemented
demand charges. Thesedo enable customers with electric cooking, water heating, clothes dryers, space
conditioning, and swimming pooh to levelize their demand. But for urban apartment dwellers and other
hw-usage customers, the natural diversity between customers s much heater than the potential control
over the diversity of uses within a household.

Technologies to manage and control this diversity of small customer usage are best deployed as demand
response measures, targeted at hours that are key to the system, not to the individual consumerusage
pattern. As a result of the small customers' lack of ability to control individual peak demands, a demand
charge onsmall customers acts effectively as a fixed charge and generally provides a more stable and
consistent revenuecollection vehicle for theutility than volumetric energy charges.

Costdrivers and loadalignment

|
i
I
I
I

:

Evidence shows that small residential customers are less likely to have their individual high usage occur
at the time of the system peak demand, whereas large residential users are more likely. This is simply
because large residential users are more likely to have signifxzant air conditioning and other peak-oriented
loads. Large resklential users' loads tend to be more coincident with system peak periods and this more
expensive to serve. As a result of these bad patters, on an individual customer basis large residential
users have higher individual load factors, meaning they will pay lower average rates if a non-coincident
demand charge E imposed.

The figure below shows the relationship, in the context of residential customers :

s A Review Of Alterative Rate Designs Industry Experience With Time-Bascd And Dermnd Charge Rates For
Mass-MarketCustomels; Rocky Mountain Institute,p. 76, May 2016 down bad at:

. / . .

9 That stable load nay not be less expensive to serve than the customer's :met deficient bad.
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70 0ml08d Factors and Coinddence of NCP and CP vs. Loads
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The back line shows customers whose individual peak demand coincides with system peak tend to have
both higher monthly energy use (kph) and higher metered individual load factors. The red line shows
that larger-use customers have higher individual metered non-coincident bad factors. The blue line shows
that smaller-use customers have higher "group" collective load factors, measured relative to the system
coincident peak

000 to one million customers or so, there is a general

I
i

As described above, the breadth ofequiprnent on a large commercial or industrial customer's site results
in load diversity behind the meter allowing for a fairly smooth load pattern fa these larger customers.
Smaller customers without the same degree of behind the meter load diversity have many small
appliances that often operate for shop periods of time. It takes but a few operating simultaneously to
establish a peak demand For a large group of 100,
pattern for the class load and m many cases it tends ro drive die utllity's peak demand toward later m the

day, but on an individual customer bass, peak loads can occur at any time during the month depending on
the lifestyle, ages of family members, work situation, and other factors .

building or complex. The illustration

Apartments are particularly affected. About three-quarters ofapartments h the US have electric water
heaters. An electric water heater draws 4.4 kW when cluargiig, but only operates about two hours per day,
for a total of about 9 kph of consumption per day. But each apartment has its own water-heating unit.
Combined with hat dryer, range, clothes dryer, and other appliances, an apartment unit may draw 10-15
kW for short periods, but only about 0.5 to 1.0 kW on average (360-720 kph per apartment per month).
Because many apartments are served through a single transformer and meter bank, what actually matters
to system design s not the individual demands of apartments, but the combined (diverse) demand of the

below shows how the sum of individual apartments' maximum
hourly demands m one apartment building (lm the Los Angeles area) compares tithe combined maximum
hourly demand for the complex:
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The  equ ity o f ra tes and b ills  fo r apartment res iden ts , where each household has few residents, but the
entire  bu ild ilg  is  connected to  the u tility th rough a  s ing le  transformer bank, must a lso  be addressed
because the  u tility does no t actua lly serve  the  consumption  o f ind ivid tml customers, bu t on ly the ir
co llective needs. F ina lly, if customers do respond and leveliz le  the ir consumption across the day a across
the peak hours to  min imize the ir demand charges,then the ra tes designed will not produce the revenue
expected but any impacts on system costs (e .g . avo ided  upgrades o r expans ion) wou ld  like ly no t occur
fo r years .

Appendix B conta ins res identia l load curves for customers in N e w Mexico  and Co lorado covering  the
fou r summer peak  days  fo r the  u ti l i ty p rovid ing  se rve . It is  c lea r from these  cha rts  tha t ind ividua l
res identia l customer load S vo la tile , and no t sub ject to  cons is ten t pa tte rs  tha t the  customer wou ld  be  in  a
position  to  manage. Each customer experienced its  ind ividua l peak a t a  un ique tine . The co llective  group
peak was not at the time  o f each  ind ividua l cus tomer's  peak  it any o f the  mon ths . The  bo ttom line  s  no
d iscern ib le  cost causation  re la tionsh ip  with  ind ividua l customers '  peak demand

Metering cons and al loeadon

Finally, demand charges a lso require more complex, and expensive, metering technolog ies than
conventiona l :we-pan ta riffs . The cost-e ffectiveness o f these upgrades shou ld  be ana lyzed on the ir own
merits, and where the costs are justified by energy savings or peak load reduction, they should be treated
in  the same fash ion as the costs that are  avo ided, with  on ly the portion  justified  by customer-re la ted
benefits  (e .g . reduced meter read ing expense) treated as customer-rehted The remainder would  be
attributed to  such drivers as energy costs and co incident peaks. For more in fo rma tion , see Smart Ra te
Design for a  Smart Future  fo r a  d iscussen o f how Smart Grid  costs  shoukl be  c lass ified  and a llocated m
the rate design process.'°

'° Regulatory Assistance Project, Simn Rate Design for a Snort Futare, 2015.
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Demand charges as a price signal

Imposition of demand charges runs counter to the ratemaking principles of simplicity, understandability,
public acceptability, and feasibility of application. It's a formidable task to try to train millions of
customers in the meaning of billing demand, the factorsdriving it, and how to control and manage it.
Indeed, RMI (2016, p. 76) notes "[w]hile it's possible that, if customers are sufficiently educated about a
demand charge rate, they will reducepeak demand in response, no reliable studies have evaluated the
potential for peak reduction as a result of demand charges." The same RMI report indicates that time-
varying energy charges are more effective at reducing peak demands than are demand charges. in
Additionally, the Brattle Group reported a peak load reduction of less than2 % for residential demand
charges, compared with reductions as great as 40% for critical peak pricing energy rates."

The examples given in Appendix B show no pattern that a customer might be able to manage in advance
-which s the knowledge required in order to control a peak demandoccurrence. In part this 8 due to a
mix of appliances that are set totem on arid off automatically as needed(e.g. air conditioning, hot water
heaters, refrigerator) and others that are wider the control of the home or small business owner (e.g.
lighting, hat dryers, kitchen appliances, television). Without sophisticated load control and automation
devices,it 8 unclear how small customers could manage peak loads. Without installation of such load
control technology, a demand charge is not an effective price signal. Importantly, a charge like a demand
charge s only a price signal if the customer can respond to it. If not, it becomes an unmanageable fixed
charge with a substantially random character.

Indeed, large residential customers with many appliances (e.g. swiminhg pool heaters and pumps) that
have higher load factors may benefit from demand charges as cost recovery is shifted to a charge based on
a single peak demand from demand-related costs being applied against every kph. The has been true
with the larger commercial and industrial class as well. Conversely, hw usage customers - including
low-income customers-would likely pay more on average.

The Bonbright Criteria

Professor Bonb1igl\t's famous 1961 work,Principles of Public Utilitv Rates,outlhed eight criteria of
sound rate structure. It is useful to consider how demand charges fare under these criteria and the
following summary addresses each criteria.

1. The related, " practical" attributes ofsimplidty, understandability, publicaooeptdaility, and
feasibility of application.

Sim lie : While the demand rate itself can be viewedas simple - a single charge applied to a

single parameter-the concept ofdemand integrated over a short time frame (e.g. 15 minutes or one
hour) is not simple and requires customer education

Understandabilitv: Theapplication andmanagement of demand rates is likely to be difficult became
customers cannot easily manage the demand h the short time intervals typically applied to demand
charge rate design.

l
li

" A Review Of Alterative Rate Designs Industry Experience With Time-Based And Denuand Giargc Rates For
Mass-MarkctOistomers; Rocky Mountain Institute, May 2016 downloadat:
12Presentations of Ahmad Faruqui and Ryan Hkdik. EUCI Residential Dennnd Charge Summit. 2015. l
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Public acceptability: Demand charges are not likely to be readily accepted by small customers for the
reasons outlined above. Indeed, for most consumers they will just seem like another f'vced charge.
(See Arizona Public Service Company case study below.)

Feasibilitv of application: While technically feasible, new metering is required. The likely metering
technology is smart meters that can also be used for more appropriate time-varying rates (although
some claim the smart meter only estimates the peak demand). As noted above, it is not clear that
customers can respond to demand charges, for many utilities, the attraction of demand charges for
small customers may be that customers will not be able to avoid them.

2. Freedom from controversies as to proper interpretation.

Proper interpretation of demand charges will be difficult for customers who don't have the behavioral
or technological ability to understand, prepare for and manage peak demands in advance. This may
result in misunderstandings, frustration and increasing complaints. A utility should be able to
demonstrate that the smallest customers currently on demand rates understand their bills, before
applying demand charges to still smaller customers.

3. Effectiveness in yielding total revenue requirements under the fair-retum standard.

Rate structures that establish an effective relationship between billing parameters and cost causation
are reasonably likely to yield total revenue requirements following implementation. However, it s
clear that individual maximum demands for small customers are very diverse and rarely occur at the
time of maximum system demand. To the extent small customers are able ro respond to the demand
price sigllaL they may move their peak load from a less costly time of day ro a more costly time of
day, and their measured demand (and the associated revenue) may vary sharply from month to month
as different appliances happen to be used simultaneously generating die measured demand upon
which the charge is based. thus the link with cost causation is weak, and achieving total revenue
requirements is more at risk.

4. Revenue stability from year to year.

Similarly, the weak cost causation link can cause instability as a significant portion (often 60% or
more) of a small customer's revenue is dependent on the relative stability of a single 15 minute or one
hour period during the entire month. Customer peak demand, particularly for air conditioning
customers, is highly temperature sensitive, so mild summers may result in severe undercollection of
revenues.

s. Stability of the rates themselves, with a minimum of unexpected changes seriously adverse to
existing customers. (Compare" The best tax san old tax." )

Here, too, it is unclear whether demand charges for small customers will be stable over time, but
given the volatility of small customer loads, bills may lack stability. If small customers are unable to
respond to the demand charge price signaL then the demand charge will act as a faced chargeand the
rate would likely be stable. If over time small customers are able to use technologies or behavioral
changes to reduce maximum demands, utility revenue may drop significantly and the rate will need to
be increased to recover allowed revenues, and thus will be less stable. This paradoxical situation
results in the shifting of costs from those able to manage peak loads to those who are unable.

6. Fairness of the specific rates in the apportionment of total costs of service among the different
customers.

As pointed out above in comparing customers of different sizes (see for example the apartment
dwellers discussion), small customers tend to have lower individual food factors, i.e. higher peak

12r>AsE # 334-

- . _. .



demands restive to their energy consumption, but higher collective group load factors (which drive
utility capacity needs). In fact, lower use customers tend to have less coincidence of their individual
peak demands with the system peak demand As a result, demand charges paid by these customers
would be associated with a time period that s not correlated with cost causation. This would place an
unfair burden on small customers.

7. Avoidaioe of " undue disaiminaion" in roe relationships.

As above, the lower coincidence of individual peak demands of lower use customers with system
peak loads should lead to lower charges or bilk, but applying the same demand charges to the
customer's peak demand whenever it occurs would generate high charges and bills, thus
discriminating against low use customers.

8. EMmienay of the rate classes and rate blocks in discouraging wastelirl use of service while
promoting all justilled types and amounts fuse:

(a) in the control of the total amounts of servke supplied by the company;

(b) in the control of the relative uses of alterative types of service (on peak versus off peak
electricity, Pullman travel versus coach travel, shale party telephone service versus service from
a multi party line, etc.).

customers. Thus the small customer cannot respond to this "signuP' m any meaningful way that might

As noted in the body of this paper, in addition to a lack of coincidence with cost-causing system peak
bads, demand charges (particularly NCP demand charges) are generally not actionable for small

result in lower utility costs.

More importantly, there s evidence that small customers can and do respond to price signals based on
energy charges that vary by time or usage. ShiNing cost recovery from energy charges to demand charges
reduces the customer's incentive to reduce consumption, and results it an inefficient use of resources.

I

Finally, the authors of this paper support the concept of customer age ncy. In other words, the customer
should have choice, control, and the right of energy self-determination. Demand charges without
associated technology to control demand tend to act as fixed and unavoidable charges, and will have the
effect ofreducing the variable energy rate. These rate changes can significantly diminish the incentive for
customers to reduce energy consumption through behavioral changes, energy efficiency technologies, or
distributed generation resources and result in increased fossil fuel emissions .

Arizona Case Study

While no reguhtory Commission has approved mandatory demand charges for residential customers in
recent memory, the has not always been the case. A real world example is Arizona Public Service
Company's (APS) residential demand rate. APS has an optional demand charge residential rate, which
has been it effect since the l980s and currently has about 10% enrollment. The customers who self-select
onto this rate design are those whose usage patterns benefit from this rate option; others choose a TOU
rate or an inclining block rate. The Company assists customers m identifying the lowest cost rate option
for their individual usage patterns.
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In a 2015 case study performed by Aps,the utility exploits that its optional residential demand rate
"helps customers select the best rate at time of new service through [its] website rate contparkon tool." no
An examination of the relative size of residential customers that have self-sekcted mo the demand rate
reveal that they have an average monthly consumption nearly three times the average monthly
consumption of customers on the default rate."

There is important history here. In the late l980's, as the Pay Verde nuclear plants came into service and
APS rates increased sharply, the ACC implemented inclining block default rates. The company opposed
the at the time, but found a work-around for large-use customers, the demand and TOU rates. The
demand and TOU rates have no inclining blocks (there are no barriers to implementing both together, but
Ari2nna has not done so), so it is a way for large-use customers to avoid the higher per-unit price for
higher unit that the Arizona Corporation Commission (ACC) created in with the inclining block rate
design. The Company markets the demand rate only to large-use customers who they think will benefit.
Many of these customers have diverse loads behind the meter, and can benefit from a demand charge if
they have (or can shape) load to take advantage of the rate design, and evade the inclining block rate.
Some install demand controllers to ensure their water heaters or swimming pool pumps tm off when the
air conditioning mms on." So it s a self-selected subclass of customers with above-average usage,and
above-average diversity. Results from this subset should not be presumed to reflect behavior or
experience of other subclasses.

Use of the rate comparison tool for self-sekction infers that those APS residential customers who have
chosen to take service on the demand rate did so because it would lower they bilk without any
modification in consumption patterns. Current enrollment lm APS'soptbnal demand rate does nor imply
that customers Ir APS's territory have the ability to respond to the price signal set by demand charges .
Indeed, since the customer has no way of knowing when they have hit they peak demand, it B unclear if
there is even a price signal being sent. To the contrary, the fact that APS has marketed its optional
demand charge rates for upwards of three decades with only 10% current enrolknent demonstrates that
90% ofAPS's customers have either not gained an understanding of how the demand charge rate would
impact them, or they have decided that the demand charge rate B not the best option for them.

I r .  l  l 11:l .  l °: r . 0 go
is Meghan Gebel, APS, Residential Demand Rates: APS Case Study 3 (June 25, 2015), available al

. o ' / o

la Id. at 7.
is See, for example, h11g1{;5m4.ap§jQagI§gn1m11gl;¢gmL or www.energysentry.com for eaarrpks ofdevices thateost

14PAGE # 336



- " -
~ Gaps

APS
Historical Customer Count

Standard vs. Time of Use vs. Demand TOU
1200000

!--1000000

000.000

600.000 P-

400000

zooooo lllllllllllllHlllll l
I N n v~ Q 4- N m Q m l ~ 9 ' N Sn -41 v~ o 1 N

83883883 s33§§§§§§38§§§§8§§§§§§§§
lStlndard ITOLI Energy »Tou Demand

W
l

In a recent rate proceeding, APS revealed that as many as40% of its customers that recently switched
from a two pan rate to the optional demand charge rate actually increased their maximum on-peak
demand. This Mears that even among the customers that self-selected onto the demand charge rate
(mostly to savemoney relative to the inclining block standard rate),40% did not respond to the demand
charge price signal in their optional tariff

It should be noted that APS's currentoptional residential demand charge tariffwas originally approved by
the ACC in October 1980 as a mandatory tariff for new residential customers with refrigerated ai-
conditioning. However, the Commission removed the mandatory requirement less than three years later,
notmg the change was "in response to complaints that the mandatory nature of the EC-I rate produced
unfair results for hw volume users." In addition, the Commission stated that removal of the mandatory
demand charge would "alleviate the necessity for investment by hw consumption customers in load
control devices to mitigate what would otherwise be significant rate impacts under the EC-I rate."

y
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Appendix A: Additional References

Electricity Journal
Moving Towards Demand-based Residential Rates, Scott Rubin, Nov 2015
legal Case against Standby Rafes, Caste & Karegianes, Nov 2007

E source staves: Net Metering Wars: Whaf Do Custaners Ilvink? :
http://b.3cdn.net/solarchoice/27dbacad2a2 I535d4c 78m6ber2o.pdf

l

i

NaturalGas andElecMclty Magazine: Residential Demand Charges,Febmary2016:
httpszi/www.research2ate.net/iownaVl545-7907 Natural Gas Electricity

North Carolina Clean Energy Tednolagy Center
Rethinking Standby and Fired Cost Charges: Regulatory and Rate Design Pathways to DeeperSolar
Cost Reductions, August 2014: https1/nccleantech.ncsu.edWwp-contenVupbads/Rethinl<ing-Standbv-
and-Fixed-Cost-Charges V2.pdf

Regulatory AssistaneeProject
I

•

I

Smart Rate Design fore Smart Future: https!/www.raponline.or9/docmnenVdown load/id/7680
Designing DG Tariffs Well: http!/www.raponline.org/document/download/id/6898
Use Great Caution intheDesign of Residential Demand Charges:
http!/www.raponline.or2/documenVdownload/id/7844
Electric Utility Residential Customer Charges and Minimum Bills: Alternative Approacnesfor
Recovering Basic Distribution Costs: http://www.raponline. org/doc ument/download/id/7361
Time- Varying and Dynamic Rate Design: http://www. raponlin e. org/document/download/id/5131I

l RockyMountainInsflnae
• A Review of Rate Design Alternatives: http://w ww.rmLorg/altemative me designs
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Appendix B: Sample Individual Residential Customer Loads

New Mexico
Four summer peak periods; three days and five customers per chen

(middle day s system peak day)
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August 5-7
Individual Household Consumption
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Colorado

Four swimmer peak days; free customers per chart

June 27, 2013
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August 20, 2013
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Print https://us-mg5.maiI.yahoo.com/neo/launch?.rand=ele9e8qrjvau0#87..

Date:

Subject: Save by lowering your overall energy usage

From: APS (Apsnews@aps.com)

To: w6345789@yah00.com,

Wednesday. September 28, 2016 1:03 PM

Gaps

Save by lowering your overall energy usage

SAVE on your overall usage by taking advantage of some basic

energy-efficiency programs, tips and tools, like:

considering washing your clothes in cold water and
avoid small loads

» taking our energy analyzer survey to get a
customized energy savings report

» turning your AC up a few degrees during the summer and
down during the winter

l

lLearn more ways to lower your bill with Shift, Stagger and Save.

59'
|

This email was gem to w6345789@yahao.com became you are subscribed no receive messages from APS.

unsubscribe llerms of use | privacy poky
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